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1. INTRODUCTION AND BACKGROUND
1.1. Purpose and methodology
Nowadays, due to the rapid development of digital technology, employers can resort to a
comprehensive repertoire of measures for monitoring employees. At the same time the new
achievements of the Information Age face rigorous scrutiny under operating data protection
measures and from demands for increased efforts by data protectionists. In the light of a
variety of so-called data scandals in multinational and German companies, public discussion
on employee's data protection has finally moved into the focus of legal policy. Science,
jurisprudence and also the legislator are all trying hard to accommodate themselves to the new
circumstances and to develop possible solutions to setting an adequate (in respect of potential
conflict within the employment relationship) and appropriate level of well-balanced
protection in the field of employee data security.
We search for the depiction of the potential conflicts of interest between employer and
employee, as employers treads a narrow path between enforcing his legitimate interests and
encroaching on the personal rights of his employees. Within this project we cannot take into
consideration every single matter regarding data protection in connection to employment
relationships. Our research focuses just on one of the key issues in the EU, the regulation of
technical surveillance, in order to differentiate between what is allowed and what is not –
legal and illegal monitoring of the employees – as in practice there is just a low threshold
between them. The goal of the research is to frame and describe the current situation and draw
the legal consequences in the respective fields; however writing of new proposals is scheduled
for another phase of the project.
The main objective of the Comparative Country Report is to map and compare the current
national legal frameworks of Hungary and Germany on Privacy in the Workplace, and
besides, to show the European context of the regulation.
Firstly an inventory of essential background information is shown which contains, beside the
basic concept of privacy issues, a summary of the relevant EU and international legislation,
the national Acts, and also their constitutional-juridical context. To show a more practical
aspect, case law on different surveillance technologies, frequently used in workplaces is
presented. Therefore the relevant court decisions, as well as the position of the data protection
authorities are examined, with particular reference to a more responsible handling of
employee's data. Finally, the related legal literature and the insufficient sources of selfregulation are also summarized, and the possible sanctions are shown in this Report before a
closing statement follows on the legal situation.
It can to be stated in general, that there is a lack of specific legislation on the means of
surveillance technologies, and the national data protection regulations, typically, does not
distinguish between or among technologies, and so, for the most part, the same rules apply.
Even though, our choice of technology-based structure is based on the fact that the practical
problems usually arise concerning a single technology – and so the case law of the data
protection supervisory bodies and of the courts also focuses on different technologies.
7

1.2. Overview of the relevant legal sources
1.2.1. International and EU sources
1.2.1.1. The ILO code of practice
Regulatory aspects of personal data protection in relation to monitoring and surveillance in
the workplace have been specifically addressed for the first time at international level by the
International Labour Organization (ILO). Around the mid 1990s ILO initiated and supported
the development of a code of practice,1 which also set specific rules in a comprehensive way
for the processing of workers’ personal data in case of monitoring and surveillance.
ILOC, containing also an authorised, integral commentary, was approved for publication and
distribution by the ILO Governing Body in November 1996. The code was actually developed
and adopted by a group of experts, selected by ILO based on the consultation with
governments, Employers' and Workers' Groups of the ILO Governing Body. It has been a
deliberate decision of the expert group to give the name of “code of practice” to the
document. The choice intended to express that ILOC is not a compulsory “codes of conduct”
or “codes of practice”, which are foreseen e.g. by the EU data protection directive. According
to point 2 of ILOC it only intends to provide guidance and has no binding force. It is also
stated that ILOC “does not replace national laws, regulations, international labour standards
or other accepted standards. It can be used in the development of legislation, regulations,
collective agreements, work rules, policies and practical measures.”
The scope of ILOC covers both private and public sector and manual and automatic personal
data processing of workers. The term 'worker' covers current and former workers and also job
applicants.
1.2.1.1.1. Approach and guiding principles of ILOC
According to the preamble of ILOC, several reasons necessitate the development of data
protection provisions, which specifically address the use of workers' personal data. Among
these reasons electronic monitoring is also specifically mentioned. ILOC rules relating to the
ways of processing personal data are divided into 5 sections. These sections address the
following issues:
1. data collection


All data should be obtained from the individual worker.



Worker should be informed about the collection of data from a third person.



Sensible data should not be processed. (sex life; political, religious or other beliefs;
criminal convictions)

2. data security
3. data storage
4. use of data
1

ILO Code of Practice (Hereinafter: ILOC)
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5. communication of data
Besides the specific rules relating to the processing of personal data, ILOC defines 12
principles:
1. fair and lawful data processing; direct relevance to employment of data processing
2. no deviation from the original purpose of data collection during data processing – In
case of deviation the employer is charged to ensure the processing in a manner
compatible with the original purpose and make the necessary measures to avoid the
misinterpretation caused by the changed context.
3. prohibition of controlling the behavior of workers
4. prohibition of decisions on the sole ground of automated data processing
5. data acquired through monitoring can only be used for evaluation of performance of
workers
6. regular assessment of data processing practices in order to reduce the amount of data
collected and to improve privacy protection
7. informing workers on data processing
8. regular training of personal participating in data processing
9. avoidance of unlawful discrimination
10. co-operation between employers and workers in creating privacy policies
11. confidentiality of data collected
12. no waiver for privacy rights of workers
1.2.1.1.2. Rules of ILOC related to monitoring and surveillance
Monitoring according to ILOC “includes, but is not limited to, the use of devices such as
computers, cameras, video equipment, sound devices, telephones and other communication
equipment, various methods of establishing identity and location, or any other method of
surveillance.” It is clear from the definition that monitoring and surveillance are used as
synonyms, and both considered as a form of data collection by the ILOC.
ILOC point 6.14 contains the rules relating to monitoring of workers. The code states that
workers “should be informed in advance of the reasons for monitoring, the time schedule, the
methods and techniques used and the data to be collected, and the employer must minimize
the intrusion on the privacy of workers.” Secret monitoring is not allowed as a general rule,
however it provides that secret monitoring is permitted if criminal activity or other serious
wrongdoing is suspected on reasonable grounds. Similarly to this rule, “continuous
monitoring should be permitted only if required for health and safety or the protection of
property.” The permission of secret monitoring on the ground of suspicion of criminal activity
or other serious wrongdoing provides in practice a clear ground for secret monitoring without
limitations, additionally continuous monitoring can also be easily justified in any situation on
the ground of property protection. These rules of ILOC clearly favour employee monitoring,

9

thus completely nullify the intentions set out in the principles and the general rules on
monitoring of ILOC.
In addition to point 6.14 examined above, there is a rule relating to monitoring in point 5.6,
which states that “personal data collected by electronic monitoring should not be the only
factors in evaluating worker performance.”

1.2.1.2. The Council of Europe’s approach
The Council of Europe was, during the 1980s, a vanguard of international regulation on data
protection. The Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data of 28 January 1981 (hereinafter “the Convention”) is an early and
comprehensive document in this field. The CoE also issued many recommendations in
specific fields, and, concerning our research, “Recommendation No. R (89) 2 on the
Protection of Personal Data used for Employment Purposes” is relevant. This early document
affects many issues and had a strong effect on later national legislation.

1.2.1.3. Charter of Fundamental Rights of the European Union
With the entry into force of the Treaty of Lisbon2 the Charter of Fundamental Rights of the
European Union3 acquired a binding legal force.4 The European fundamental rights
protection, which was created by the European Court of Justice as the source of fundamental
legal principle based on the constitutional traditions common to the Member States, as well as
the ECHR,5 was extended by a written catalogue of fundamental human rights through Article
6 Paragraph 1 Sub-par. 1 of TEU.6 The Charter of Fundamental Rights of the EU deals
explicitly with the protection of personal data in Article 8.

1.2.1.4. EU initiatives
First of all the “general” data protection directive, Directive 95/46/EC7 has to be highlighted,
what was obligatory to be implemented in all EU Member States. The harmonisation of the
law means that basic principles are the same in the field of data protection throughout the EU.
In the field of data protection in the telecommunication area, Directive 2002/58/EC8 applies.

2

Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European
Community, signed at Lisbon, 13 December 2007
3
The Charter of Fundamental Rights of the EU was adopted in December 2000 at the Nice Summit. For the
significance of this for Labour Law cf. Däubler, 2001a, p. 380.
4
Calliess, 2011, § 6 EUV mgn. 1.
5
Cf. Art. 6 par. 3 TEU. Calliess, 2011, § 6 EUV mgn. 1.
6
Cf. Art. 6 par. 1 TEU.
7
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data. Also referred
to as DPD.
8
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications)
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At EU level the first specific consultation about the personal data protection in the
employment context was initiated by the European Commission.9 The consultation was
launched for two reasons:
1. the issue of creating a personal data protection directive in the field of working
relationships has been on the policy agenda since 1997;
2. the Art. 29 Data Protection Working Party stated in his opinion in 2001, 10 that
personal data processing raise specific concerns in the employment context, which
problems are not addressed adequately by the Directive 95/46/EC;11
The Commission proposed that action at community level in relation to the protection of
workers' personal data would be advantageous in the areas of consent; medical data; drug and
genetic testing; and monitoring and surveillance. The proposals, which were submitted for
consultation, were mainly based on the content of the ILOC. 12 The reaction of social partners
(employer and employee associations) to the proposal also referenced the ILOC.
EUROCADRES (Council of European Professional and Managerial Staff)13 emphasised that
EU regulation should not be based on workers' consent, but that co-operation between
employers, workers and workers' representatives was necessary – as proposed in the ILOC.14
UEAPME (European Association of Craft, Small and Medium-sized Enterprises)15 expressed
its view that a non-binding code of conduct developed along the lines of the ILOC would be
useful.16
During this consultation the possibility and necessity of an employment related data
protection directive was discussed, yet it had been decided there is no need for EU level
regulation. However, the Article 29 Data Protection Working Party17 issued several opinions
and working documents, in which directly addressed the question of privacy in the workplace
during the last 10 years, and recently the discussion about an employment related data
protection directive has been reopened.18

9

European Commission: Second stage consultation, p. 1. It also has to be mentioned, that European Labour Law
Network (ELLN) advises the European Commission on labour law related issues.
10
Opinion 8/2001 on the processing of personal data in the employment context
11
Communication from the Commission – First stage consultation of social partners on the protection of
workers' personal data, pp. 2-3.
12
European Commission: Second stage consultation, p. 6, footnote 10.
13
www.eurocadres.org [18.01.2012]
14
European Commission: Second stage consultation, p. 20.
15
www.ueapme.com [18.01.2012]
16
European Commission: Second stage consultation, p. 3.
17
Article 29 Data Protection Working Party is often referred as WP.
18
WP raised again the possibility of sector specific EU level personal data protection regulation in its 2009
contribution to the consultation on the personal data protection. Cf. in The Future of Privacy: Joint contribution
to the Consultation of the European Commission on the legal framework for the fundamental right to protection
of personal data, p. 8, point 19.

11

1.2.1.5. Opinions and working papers of the Article 29 Data Protection
Working Party
The approach of the European Union is best reflected by the opinions and working papers of
the Working Party. In the most relevant ones WP directly addressed the question of personal
data protection in the employment context.19
1.2.1.5.1. Opinion on Employee Evaluation Data20
In the opinion the WP concludes that the definition of personal data in Article 2(a) of the DPD
includes not only information results from objective factors, but “also any other element,
information or circumstance having an information content such as to add to the knowledge of
an identified or identifiable person.”
It further states that “Personal data can be therefore found in subjective judgments and
evaluations which can actually include elements specific to the physical, physiological,
psychical, economic, cultural or social identity of data subjects. This is equally true if a
judgment or a evaluation is summarized by a score or rank or is expressed by means of other
evaluation criteria.”
Thus employee evaluation data is considered to be personal data according to the DPD.
1.2.1.5.2. Opinion on the processing of personal data in the employment context21
This opinion had been prepared for the consultation of the Commission on personal data
protection in the employment context in 2001. The opinion states that „Any collection, use or
storage of information about workers by electronic means will almost certainly fall within the
scope of the data protection legislation.” The WP specifically highlighted that monitoring of
email and internet usage and video surveillance of workers fall within the scope of data
protection regulation. The WP has drawn the attention to seven data protection principles that
has special significance in the employment context:
1.
2.
3.
4.
5.
6.
7.

finality
transparency
legitimacy
proportionality
accuracy and retention of data
security
awareness of the staff

The WP expressed its opinion regarding that consent can only be the ground of processing of
personal data if “the worker has a genuine free choice and is subsequently able to withdraw
the consent without detriment.”

19

Further relevant opinions and relevant details are cited in Chapter 2 in connection to the surveillance
technologies examined within the scope of the research.
20
WP42
21
WP48
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Additionally the WP opinion addresses the question of interaction between data protection
regulation and labour law, surveillance and monitoring in the workplace and transfer of
workers data to third countries.
The document provides also an overview of the relevant regulations, and the practice of
member states relating to personal data protection in the employment context.
1.2.1.5.3. Working document on the surveillance of electronic communications in
the workplace22
This working document had been envisioned in the WP opinion on the processing of personal
data in the employment context. The document complements WP48. The approach of the
Working Party in this matter is best summarized as “in considering the question of
surveillance, it must always be borne in mind that while workers have a right to a certain
degree of privacy in the workplace, this right must be balanced against the right of the
employer to control the functioning of his business and defend himself against workers' action
likely to harm employers' legitimate interests, for example the employer’s liability for the
action of their workers.”23
The Working document provides guidance and examples about the application of the
principles that have a high importance in the employment context according to WP48.
Additionally it provides detailed analysis about e-mail monitoring and monitoring of internet
access.
1.2.1.5.4. Opinion on the Processing of Personal Data by means of Video
Surveillance24
Point 8 of the opinion specifically addresses the use of video surveillance in the employment
context.25 The opinion draw a distinction between general purpose video surveillance and
video surveillance allowing distance monitoring and systems “that are deployed, subject to
appropriate safeguards, to meet production and/or occupational safety requirements and also
entail distance monitoring - albeit indirectly.”
The opinion also highlights that “surveillance should not include premises that either are
reserved for employees’ private use or are not intended for the discharge of employment tasks
– such as toilets, shower rooms, lockers and recreation areas; that the images collected
exclusively to safeguard property and/or detect, prevent and control serious offences should
not be used to charge an employee with minor disciplinary breaches; and that employees
should always be allowed to lodge their counterclaims by using the contents of the images
collected.”
WP states here that “information must be given to employees and every other person working
on the premises.” It also defines the minimum content of the information that should be
provided:

22

WP55
WP55, p. 6.
24
WP89
25
WP89, p. 25.
23
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the identity of the controller
the purpose of the surveillance and
other information necessary to guarantee fair processing in respect of the data subject
(in which cases the recordings would be examined by the management of the
company, the recording period and when the recording would be disclosed to the law
enforcement authorities).

1.2.1.5.5. The Future of Privacy: Joint contribution to the Consultation of the
European Commission on the legal framework for the fundamental right to
protection of personal data26
The WP draws attention in point 19 to specific sectoral regulations, what could be envisaged
in the field of employment relationships beside a general comprehensive personal data
protection framework.
Furthermore the WP states in point 66 that in employment context the consent cannot be
given freely, because there is a clear unbalance between the data subject and the data
controller. It is concluded that consent in these cases is an inappropriate ground for processing
personal data. It recommends to change the existing regulation in a way, which provides a
proper solution to this problem.
1.2.1.5.6. Opinion on the Industry Proposal for Privacy and Data Protection Impact
Assessment Framework for RFID Applications27
The WP opinion does not contain analysis and evaluation of specifically employment related
issues, but since RFID applications will dominantly used in workplaces they will have an
obvious impact on the workplace privacy. Therefore it is not surprising that European
workers' associations are specifically concerned about the use of RFID applications in the
workplace as it is demonstrated by the UNI-Europe policy opinion.
The WP opinion was a formal evaluation and response to an industry proposal for a privacy
impact assessment framework in the field of RFID applications. The most important element
of the opinion is that privacy impact assessment by definition includes the uncovering of
privacy risks, because without identifying the risks, the adequacy of the privacy protection
measures cannot be judged.
1.2.1.5.7. Monitoring and surveillance related rules
The WP first addressed the issue of surveillance in its opinion on the processing of personal
data in the employment context. It states that “Data protection requirements apply to the
monitoring and surveillance of workers whether in terms of email use, Internet access, video
cameras or location data. Any monitoring must be a proportionate response by an employer to
the risks it faces taking into accounts the legitimate privacy and other interests of workers.
Any personal data held or used in the course of monitoring must be adequate, relevant and not
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excessive for the purpose for which the monitoring is justified. Any monitoring must be
carried out in the least intrusive way possible.” 28
WP55 also provides detailed guidance relating to email and internet access monitoring. The
Working Party took the view that the most important data protection principle is transparency
in relation to surveillance and monitoring. According to the working document transparency
can be achieved if the employer:
1. provides information about the monitoring and surveillance to the employees,
2. notifies supervisory authorities before carrying out any wholly or partly automatic
processing operation or set of such processing operations,
3. access to employers' files without constraint at reasonable intervals and without
excessive delay or expense.
Regarding e-mail monitoring the WP took the view that Article 7 point f) of the DPD does not
provide a suitable basis for accessing email accounts. It pointed out that “that where a worker
is given an e-mail account for purely personal use or is allowed access to web-mail account,
opening of e-mails in this account by his employer (apart from scanning viruses) can only be
justified in very limited circumstances and cannot under normal circumstances be justified on
the basis of Article 7 (f) because it is not in the legitimate interests of the employer to have
access to such data. Instead the fundamental right to secrecy of correspondence prevails.”
The WP suggested addressing the following questions in privacy policies in order to satisfy
the transparency principle:


“Whether a worker is entitled to have an e-mail account for purely personal use,
whether use of web-mail accounts is permitted at work and whether the employer
recommends the use, by workers, of a private web-mail account for the purpose of
using e-mail for purely personal use



The arrangements in place with workers to access the contents of an e-mail, i.e. when
the worker is unexpectantly absent, and the specific purposes for such access.



When a backup copy of messages are made, the storage period of it.



Information as to when e-mails are definitively deleted from the server.



Security issues



The involvement of representative of workers in formulating the policy.”29

Regarding the internet access monitoring the WP took the opinion that prevention of the
internet misuse must be the general rule instead of the detection of misuse through
monitoring. Secondly it emphasized that monitoring should be proportionate to the risk faced
by the employer. Thirdly it emphasized that in case of detection of misuse the employees
should be given full opportunity to contest the misuse. The WP suggested including specific
rules into the employer's internet policy relating to the following issues:

28
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“The employer must set out clearly to workers the conditions on which private use of
the Internet is permitted as well as specifying material, which cannot be viewed or
copied. These conditions and limitations have to be explained to the workers.



Workers need to be informed about the systems implemented both to prevent access to
certain sites and to detect misuse. The extent of such monitoring should be specified,
for instance, whether such monitoring may relate to individuals or particular sections
of the company or whether the content of the sites visited is viewed or recorded by the
employer in particular circumstances. Furthermore, the policy should specify what
use, if any, will be made of any data collected in relation to who visited what sites.



Inform workers about the involvement of their representatives, both in the
implementation of this policy and in the investigation of alleged breaches.” 30

1.2.2. The basic concept of privacy protection and the detailed legal
framework in Hungary31
Privacy in the Workplace is a complex issue and many Acts contain provisions which are
relevant in the field. The legal background is now changing in Hungary: many relevant Acts
have been renewed or will be changed in 2011, taking effect on the 1st of January 2012 and on
the 1st of July 2012. We should also try – as far as possible – to analyse the new regulation.
Regarding the legal framework of Privacy in the Workplace, firstly, there are some
fundamental rights in both the current Hungarian Constitution32 and in the new Constitution33
which affect the issue of privacy. The main code in the field of privacy protection is the Data
Protection Act.34 The Hungarian Parliament adopted a brand new Data Protection Act35 on the
11th June 2011, which contains relevant changes in some fields. The Act CXII of 2011 on
Informational Self-determination and Freedom of Information abrogates and replaces Data
Protection Act of 1992 from 1st January 2012.36
Another relevant code is, of course, the Labour Code.37 The preparation of a new regulation in
this field started in summer 2011, and a totally new Labour Code 38 was adopted on 13th
December 2011. The new Labour Code will take effect on 1st July 2012.
There are other provisions which regulate data processing concerning employees in the public
sector, but none contains any provisions on surveillance and so we do not examine them.
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Finally, we should mention that means of privacy protection other than the protection of
personal data, such as the Right to One’s Own Image or the Right of Private Correspondence
are regulated by both the Hungarian Civil39 and Criminal Codes.40

1.2.2.1. Constitutional background
The Hungarian Constitution defines the right to the protection of personal data as a
Fundamental Right, and an Act on Data Protection needs a two-thirds majority in
Parliament.41 The new Constitution adopted by Parliament on 18th April, 2011 also lists the
right to the Protection of Personal Rights as a fundamental right – in the same article as
Freedom of Information. According to the new Constitution, an independent authority
monitors these two fundamental rights; the Act concerning the authority (but not the whole
Act on Data Protection and Freedom of Information) must be adopted by a two-thirds
majority.42 The new Constitution takes effect on 1st January 2012.
The Constitutional Court declared that the Right to the Protection of Personal Data is
interpreted as a right of self-determination in an active sense and not as a traditional right of
defence.43 “Therefore, the content of the Right to the Protection of Personal Data ensured in
the Constitution’s Article 59 is that the processing and use of personal data is at the discretion
of the individuals themselves. The collecting and use of personal data is only allowed with the
consent of the data subject; the whole path of data processing has to be transparent and visible
for everyone, that is, individuals have the right to know who uses their personal data, when,
and for what purpose. As an exception, the law can order compulsory data processing and can
also decide the mode of use. Such law limits the right of self-determination but is
constitutional if appropriate to the requirements of the Constitution.”44
Besides the Right to the Protection of Personal Data there are certain other fundamental rights
in the Constitution which serve as a means of privacy, namely, the right to the integrity of an
individual’s reputation, privacy in the individual’s home and the right to the protection of
secrecy in private affairs. In the new Constitution the right of respecting someone’s private
and family life, home, communication and good reputation are named as privacy rights in
addition to the rights regarding data protection.45

1.2.2.2. General and sector-specific data protection regulation and regulation
of other privacy rights
The protection of personal data, as already mentioned, was legally regulated in Act LXIII of
1992 on the Protection of Personal Data and the Disclosure of Information of Public Interest.
The Act was modified several times, including modifications harmonising Hungarian law
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with the 95/46/EC Directive. The Hungarian Parliament adopted a brand new Data Protection
Act on 11th June 2011 which came into effect on 1st January 2012. The new Act changes some
fundamental regulations concerning the processing of personal data and establishes a brandnew authority responsible for Data Protection and Freedom of Information. The new authority
replaces the current one in which the monitoring and supervision of these issues were
entrusted to the Parliamentary Commissioner for Data Protection and Freedom of
Information.
The Acts on Data Protection (both the new and the former Acts) prescribe general rules.
There are special regulations (lex specialis) concerning personal data processing in certain
fields, such as in public administration, in banking, insurance and the telecommunications
industry, or concerning direct marketing or scientific research. These provisions (whether as
an Act or as part of another Act) concretise the rules of the DPA and permit data processing.
One of the biggest problems in the field of privacy in the workplace is the lack of lex specialis
in Hungary. There are no specific rules in the Labour Code which regulate any privacy issues
in connection with surveillance, and so the general regulation of the DPA and certain other,
very specifically focused rules apply in such cases.
This situation will be changed once the new Labour Code comes into effect on 1st July 2012.
The new Labour Code contains some very general provisions on the possibility and
boundaries of employee’s control and monitoring.
We should also mention that, besides data protection, there are other forms or aspects of
privacy protection. The Hungarian Civil Code protects the right to a good reputation
(protection against defamation), the right to protect one’s image or recorded voice and the
protection of mail and personal secrets.46
There are also regulations connected to this issue in the Criminal Code, containing sanctions
in the event of a breach of privacy rights.47

1.2.2.3. The basic concept of the Data Protection Act
1.2.2.3.1. The definition of personal data
The Act on Data Protection defines ‘personal data’ widely. Personal data means any defined
information – relating to an identified or identifiable – natural person and any reference drawn
from such information that refers to the given natural person. According to the “old” DPA the
personal data preserves this quality during its processing until its relation to the data subject
can be restored.48 The personal factor of the information still remains if the identification is
only indirect. In Hungarian law practice, the prevailing view is that the personal factor
remains until the relation between the data subject and the information can in some way be
reconstructed49 – even with the involvement of more checks or controllers and with more
46

Civil Code, §§ 78-81.
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steps. We have to mention, that the New DPA takes clear step towards the relative
interpretation, since it says, that “a data is a personal data as far as the data controller has
technical conditions to relate the data to the data subject.50 The actual interpretation of this
provisions is not clear so far,51 it will be the task of the new Data Protection Authority to work
out the details of this issue.52
According to the Act, only natural persons can have personal data; legal persons and other
institutions are not covered by the Protection of Personal Data.53
The Act orders stricter conditions concerning sensitive data. These involve – according to the
closed listing of the Act54 – racial origin, belonging to a national or ethnic minority, political
opinions and any affiliation with political parties, religious or other beliefs, trade-union
membership, information concerning health, addictions, sex life or criminal records.
1.2.2.3.2. Data processing, data controller, data processor
‘Data processing’ means any operation or set of operations that is performed upon data,
irrespective of the method of operation (automatic or manual), such as data collection,
recording, organisation, storage, alteration, use, transmission, disclosure, alignment or
combination, blocking, deletion and destruction, and blocking for further use. The Act
unambiguously considers photographing, sound and video recording as data processing. 55
The natural or legal person, and unincorporated organisation that determines the purpose of
the processing of data, makes decisions regarding data processing and implements such
decisions – itself or engages a data processor to implement them – is a ‘controller’.56
The new legislation preserved the formal distinction of the “old” Data Protection Act between
the data processing activity performed by data controller (as data processing) and processing
by the data processor (as technical data processing). Notably, the new legislation also kept the
general prohibition of sub-processing of processing operations by processors. Although
according to certain opinions this was a fairly outdated provision of the “old” Data Protection
Act, §10 (2) of the new legislation still generally prohibits sub-contracting by a data processor
of processing services to other processors. This prohibition is considered to be a technical
guarantee of the transparent course of data processing.
1.2.2.3.3. The legal basis of data processing
Regulation of the DPA of 1992
According to the DPA of 1992, personal data could only be processed if the data subject gives
his consent or it is ordered by an Act.57 The Act on Data Protection did not recognise any
other legal ground.58
50
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It should be noted that the Directive on the Protection of Personal Data defines the legal basis
of data processing more widely. According to Article 7 of the Directive, a legal basis for data
processing can be that:
1) The data subject has clearly given his consent; or
2) processing is necessary for the performance of a contract to which the data subject is
party, or in order to take steps at the request of the data subject prior to entering into a
contract; or
3) processing is necessary to comply with a legal obligations to which the controller is
subject; or
4) processing is necessary in order to protect the vital interests of the data subject; or
5) data processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller or in a third party
to whom the data are disclosed; or
6) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by the third party or parties to whom the data are disclosed, except where
such interests are overridden by the interests of the fundamental rights and freedoms of
the data subject which require protection under Article 1 (1).
The Act on Data Protection enabled data processing in a still tighter circle. The legal basis
based on consideration of the interests of the controller and of the data subject, explained in
Article 7 (f) of the Directive, did not exist in Hungarian law before 2012. The requirements
included in the Directive only appeared as possible purposes of data processing, even though
it is one of the most important safeguards in processing personal data, but the consent of the
data subject or legal authorisation could not be substituted by the lawful purpose in itself.
According to relevant legal literature,59 this strict regulation of the Data Protection Act did not
run counter to the Directive, since the European Court of Justice declared the possibility of
wider protection in the well-known Lindqvist case.60 We think that conformity is not at all
obvious. The ECJ admits the possibility of wider protection outside the scope of the Directive;
otherwise it is only acceptable if the balance between the free movement of personal data and
the protection of one’s private life is maintained.61 According to our view, the different
regulation of the legal basis for processing personal data may infringe the free movement of
such data.62
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Regulation of the DPA of 2011
The new Data Protection Act changes this situation and also enacts the regulation of Article 7
(f) of the Directive – although not as a general legal basis, but as a special legal basis on
which data processing may be based.
First, personal data may be processed without the consent of the individual, provided that
obtaining the consent is impossible or the expenses involved are disproportionate and
 the processing is necessary for the compliance with a legal obligation of data controller
or
 the processing is necessary for the purpose of legitimate interests pursued by the
controller or by the third party and such necessity is proportionate to the restriction of
privacy.63
For one thing, initial indications are that the drafting around the legitimate interest condition
actually requires a higher test than set out in the Directive. The data controller must be able to
demonstrate that obtaining consent from individuals is impossible or disproportionally
expensive before he can rely on the legitimate interest condition.
Notably that the New Data Protection Act does not provide for any interpretation of the above
section, therefore, the exact meaning of “impossible” and “disproportionate expenses” will be
clarified by the case-law of the Authority and the Court.
Secondly, if the collection of the personal data was based on the consent of the data subject,
the data processing may be continued, if
 the processing is necessary for the compliance with a legal obligation of data controller,
or
 the processing is necessary for the purpose of legitimate interests pursued by the
controller or by the third party and such necessity is proportionate to the restriction of
privacy.64
In this case, this legal basis may be used to process personal data for other purposes than the
purposes for which it was originally collected.
1.2.2.3.4. Consent to data processing
Consent is a data subject’s statement which unambiguously signifies his agreement to
personal data related to him being managed – without limitation or with regard to specific
operations.65 The data subject’s consent can only be considered valid if it is freely given and
determined, and also if it is based on proper information. Therefore, the data subject has to be
informed before the data is collected about the most important features of data processing.66
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Consent is generally not dependent on formalities, and so can be given by written or oral
means and even by means of some physical movement (for example, by answering a
reporter’s question). Sensitive data processing requires written consent.
Consent to data processing is considered as given when the data subject himself gives the
information either during or for the purpose of his public appearance. 67 Similarly, consent to
processing his data to the extent necessary is considered as granted in connection with any
proceedings requested by the data subject.68
Data processing based on legal regulation
Personal data processing, even without the consent of the data subject, can be ordered by law
in the public interest or by regulation of a local authority based on authorisation (obligatory
data processing).69 The Data Protection Act uses the expression “data processing is ordered by
law” and “compulsory data processing”; it does not necessarily mean that the data processing
based on law is always obligatory. The interpretation in practice is that data processing may
be legal if a legal regulation allows it.70
The legal basis concerning data processing in the workplace
According to the Data Protection Act of 1992 the legal ground for processing personal data in
the employment context, as under any other circumstances, could only be the consent of the
data subject or authorisation by law. However, this seemingly simple system cannot work in
practice, since the Labour Code and other laws applicable to employment relationships did
not contain explicit authorisation for the processing of employees’ personal data. At first
sight, it may seem from the above that only the consent of the data subject could provide a
legitimate ground for processing employees’ data. This, however, cannot work in practice.
According to both the old and the new Data Protection Law, consent is the voluntary and
determined declaration of the data subject, based on appropriate information, whereby the
data subject unambiguously agrees to the processing of personal data relating to him or her
with respect to every or merely certain types of data. In case of proceedings initiated by the
data subject, consent to the processing of the required data has to be presumed, but the data
subject has to be informed about this in advance. Consent can also be given in written form as
part of the contract concluded with the data controller – so as to ensure fulfilment of the
contract. In this case, the contract has to contain all information needed by the data subject in
relation to the processing of personal data, most notably the clear determination of the data to
be processed, the time and purpose of processing and transferring data and the use of entities
other than the data controller for technical management of the data. The contract must contain
the data subject’s clear consent to the processing of his personal data as described in the
contract by means of his signature.71
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In many situations the voluntary nature of consent can be questioned due to the existentially
dependent position of the employee, or the information and economic power imbalance in
favour of the employer. It can be assumed that, during the recruitment process, consent is
often voluntary, but the excess of labour on the job market is one form of defencelessness,
and this makes it likely not to be the case. 72 On the other hand – and this becomes relevant
when monitoring employees – inverted defencelessness is also becoming more common in
that various employers’ data are not secure due to the use of modern technology, and
employees can cause considerable damage to the employer by disclosing confidential
information to unauthorised persons. This situation has special importance in relation to the
monitoring of employees. “The defencelessness of the employer is increasing in the
information age with new, highly significant factors. Employers experience the ’enemy
attacking from within’ and the fear is justified under the circumstances of wide-scale access to
information technology.”73
In the domain of Labour law the questions of the legitimacy of data processing before and
during employment is distinguished in legal literature.
The voluntary nature of the data subject’s consent before the establishment of an employment
relationship is generally accepted in the literature. The legal basis of data processing in these
cases is the consent of the data subject, which can be expressed in writing, orally or as a clear,
conclusive act. In cases of presumed consent, when the data subject initiated the proceedings,
the rules of the Data Protection Law relating to ‘proceedings’ need to be understood broadly
and according to the interpretation of the DPA. This (which is the predominant interpretation
still) is far from unambiguous74 and so the term ’proceedings’ means not only formal legal
proceedings, but any type of transaction initiated by the data subject. Accordingly, in our
opinion, these rules also apply to job applications.
By contrast, it is our firm opinion that the legitimate ground for data processing during
employment cannot be the employee’s consent. Although consent can be given as part of the
employment contract, it is unlikely that employment contracts can cover all aspects of data
processing and provide all necessary information. Moreover during an employment
relationship a need for further data processing may arise which could not have been foreseen
by the parties at the time when the employment contract was concluded. Therefore, it is
unlikely in respect of long-term employment relationships that the employment contract in
itself can provide sufficient legal grounds for data processing.
However, there may be exceptions where consent may prove to be a firm basis for data
processing during employment relationships, but the validity of consent will always be subject
to debate in cases of controversy, and this factor should always be carefully evaluated.
The legal basis of data processing can be the legitimate interest of the controller or of the third
party or parties to whom the data are disclosed, except where such interests are overridden by
the interests for the fundamental rights and freedoms of the data subject” according to Article
72
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7 point f) of the EU Data Protection Directive. This rule requires the balancing of the interests
of the data controller and the data subject and provides the legal basis for data processing in
cases where the interests of the data controller outweigh those of the subject.
The previous Data Protection Act did not contain this general rule of authorisation, but the
new one does, although with a different wording and meaning.75 It states that the data
controller can process the data without the consent of the data subject – and also in case of the
withdrawal of consent, for the purpose of
 fulfilling its legal duties, or
 enforcing the lawful interests of the data controller or third parties, if the enforcement of
these interests is proportionate to the restriction of the data subject’s right to protection
of personal data;
if the data subject originally agreed to the recording of the data. This wording raises the
possibility of different interpretations. First of all, it is unclear whether the balancing of
interests of data controller and data subject is allowed only in cases when the data subject
originally consented to the recording of the data or whether it is allowed in other cases as
well. It is also unclear whether third parties can process the data based on this rule or whether
only the original data controller has this right. In our view these rules provide the possibility
for balancing the interest of subject and controller if the data were processed by the data
controller on the basis of the consent of the data subject. However, the wording also gives
room for the possible interpretation that third parties may process the data on the basis of the
balancing of interests without the consent of the data subject.
Similarly to the Directive, the Hungarian regulation requires the balancing of interests, which
provides room for manoeuvre, but also places a great responsibility on the data controller.
These rules also provide for the possibility of processing the data without time limitation.
They may also provide the basis for the processing of data without an explicit and legitimate
purpose if the data subject once consented to the recording of the data. Thus these rules
provide exemption from the finality principle. The risk is that it may allow the collection of
data for a certain purpose at the time of recording and the further processing of this data at a
later time for another purpose. The future will show how this rule will be interpreted in
practice, but it seems to us that one consequence of this new rule is that the level of protection
is much lower than under the previous Data Protection Law.
Although the previous DPL did not provide the explicit possibility for the balancing of
interests, some scholars, such as MARIANN ARANY TÓTH, argued that there did exist such a
possibility in respect of employment relationships,76 although this could not have served as a
legal ground on the basis of the legal regulation. In practice, however, there had been room
for balancing interests on the basis of certain rules of the Labour Code and the data processing
purposes listed.
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The new Data Protection Law seemingly provides the possibility for employers to process
data which they collected with the consent of the employee, for any kinds of purpose.
However, it does not allow them to process those data which they collected without the
consent of the data subject. For example, authorisation in an employment contract does not
provide sufficient ground for the processing of computer usage data or accessing and reading
emails if the authorisation in the contract of employment did not refer to this.
A different approach – seemingly independent on the question of legitimacy – was suggested
by LÁSZLÓ MAJTÉNYI. He argues that the right to the protection of privacy also has to be
enforced at the workplace, but the necessary rational condition for this protection (although it
is hard to support this with the wording of the regulation) is that the activity to be protected is
private in nature and not related to the activity of the company, […] privacy protection in the
workplace must relate to the private life of the employee and not to obvious, direct work
activities. (With an absurdly wide interpretation it would be possible to conclude that the
product manufactured by the worker is also his or her personal data.)”77
MAJTÉNYI’s argument suggests that it would be useful to restrict the scope of personal data
protection, and, maybe, the definition of personal data, in the context of employment to
activities of a private nature – although the author acknowledges that it is difficult to deduce
such an interpretation from the existing rules. Despite the potential difficulties in such an
approach, it would seem a good solution to create sectoral data protection rules in relation to
employment on the principle of separating private and job-related activities.
We would also assert that, to maintain total clarity in Data Protection Law, the different rules
of the Labour Code can provide the most suitable legal basis for processing personal data by
the employer. We agree with the approach of ANDRÁS JÓRI, who claims, that those legal rules
which empower or oblige legal subjects to act in certain ways and which implicitly require the
processing of personal data, can be interpreted as also providing legitimate grounds for the
processing of personal data.78 Many Labour Code provisions are certainly such rules, and this
interpretation may provide an adequate basis for personal data processing. This approach does
not always lead to clear solutions, however, since many of these types of rule are very general
by nature, and so interpretation is nearly always required.
It seems, that the new Labour Code make these debates outdated, since the § 11 of the new
Law may be the legal ground for the monitoring of employees. So the questions regarding the
legal base seem to be answered once the new Labour Code comes into effect on 1st July 2012.
1.2.2.3.5. Other rules of data processing
The purpose of data processing
According to the Data Protection Act, personal data may be processed only for specified and
explicit purposes, where it is necessary for carrying out certain rights or obligations. This
purpose must be satisfied at all stages of the operation of data processing and data processing.
The personal data processed must be essential for the purpose for which it was collected, it
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must be suitable to achieve that purpose, and it may be processed to the extent and for the
length of time necessary to achieve that purpose. Personal data must be erased if the purpose
of processing no longer exists or the legal time limit for storage has expired.79
The criteria for a legal purpose apply to public personal data also, and so published personal
data can only legally be processed for a purpose other than that for which it was originally
published if there is a new legal basis for this.80
The (old) Data Protection Act listed some potential purposes of data processing. Personal data
could be processed for the performance of a task carried out in the public interest or in the
exercise of official authority, in the fulfilment of the official tasks of the controller or of a
recipient third party, for the protection of the data subject’s vital interest, for the performance
of a contract between the data subject and the controller, in the legitimate interests of the
controller or a third party, or in the legitimate operation of a charitable organisation. 81 Some
of these purposes are also mentioned in the Data Protection Directive, but as a legal basis for
data processing.
Data quality and requirements for data security
The Act on Data Protection directs, in respect of the requirements relating to the quality of
data collected, that the conditions and their management must be fair and lawful. As a
requirement of data quality, the law orders that personal data processing must be accurate,
complete, and, where necessary, kept up to date.82
Data processing must be legal and fair, and the requirements of data protection can only be
implemented if the technical and structural background of the data processing makes it
possible. Therefore, the law demands that there should be total data security. According to
law, the controller – and the processor working within the controller’s area – must ensure the
security of information, and also he must take those technical and structural actions and apply
that adjective (procedural) law, necessary for the validation of the Data Protection Act and of
other Acts of protection of data and secrets. Data must be protected against unauthorised
access, alteration, transfer, disclosure, transmission or deletion as well as damage and
accidental destruction.83
The rights of the data subject
The Act on Data Protection ensures special rights to data subjects for validating informationrelated self-determination.84 The rights of the data subject can be summarised as follows:
The data subject should not only be informed at the time when data are collected about the
important features of processing, but he can also request information during processing which
the controller must give - in writing and within the shortest time, counting from the day when
the request was handed in, but at most within 30 days. Recompense can be demanded if the
79
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person requesting the information had already handed in a similar request within the given
year concerning the same matters.
The data subject can ask for the data to be corrected if his data are not correct. If incomplete
or erroneous data cannot be corrected, then it must be deleted in the absence of any other
order in the Act.
Aside from obligatory data processing, the data subject can ask for the deletion of his personal
data at any time, and, with that, the cancellation of data processing. Data deletion means the
elimination of data in so that it is irretrievable. 85 Data misappropriation is not a necessary
condition of requesting data deletion. The Data Protection Commissioner confirmed in his
comments reacting to the reasons appearing in the media that the controller has no right of
decision in relation to this request.86 On the right of deletion, the controller can request, apart
from his own interest (not defined by Act) the deletion of information on the data subject,
which may cause a problem in that the signing of a contract is not a legal basis in itself, and so
the necessary data processing is based on the consent of the data subject. In theory, therefore,
the abuse of the right of deletion may also be considered.87
The Act on Data Protection ensures the right of objection for the data subject. The objection is
a declaration by the data subject that he refuses the processing of his information and asks for
the processing to be cancelled and the information deleted. 88 The data subject can, in
particular, use this right if, with the exception of obligatory data processing, the processing of
the data subject is exclusively necessary for the validation or based on the validation of the
rights of the controller, and if the processing of personal data and its transmission are aimed at
an indirect matter, for a public questionnaire or for academic purposes. The controller must
consider the objection within 15 days at most and inform the applicant in writing. If the
objection is justified, then the controller must cancel data processing and block the
information.89 Personal data must not be deleted if the data processing was ordered by law,
but, if the objection is upheld, the information cannot be transferred to other data processors.

1.2.2.4. The special role of the Data Protection Commissioner in case law
We have to mention the special role of the Data Protection Commissioner. The Commissioner
had the competence to make recommendations in general, or to specific controllers. Since the
recommendations of the commissioner often contain “rules”, the cases of the Commissioner
became real “law” 90 which is actually followed by employers.
This means that, in the field of privacy in the workplace, case law is based much more on the
summary of the Commissioner’s cases and recommendations than on the summary of court
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cases. Judicial case law in this field is not essential, simply due to the very small number of
court cases, or, in some fields, a total lack of court cases.
We will show and analyse the supervision regime of data protection and the competences of
the Data Protection Commissioner and of the new National Data Protection and Freedom of
Information Authority, in detail in the third chapter.

1.2.2.5. Definitions of the area – basic background information regarding the
issue of privacy in the workplace
1.2.2.5.1. Different regulation of the public and private sectors
Although in Hungary there are different laws concerning private and public bodies’ data
processing, the lack of specific regulation on the use and monitoring of technical equipment
has the effect that the same rules and principles apply to both sectors. Neither case law nor
academic papers differentiate.91
1.2.2.5.2. The employer’ interest in monitoring the employee
Generally there is a legitimate interest on the employer’s side to monitor the employee’s work
and there are many rules in the Labour Code which relate to this issue.
Although we must mention that the right to monitor is not expressly written in the Labour
Code, it is widely accepted by labour law experts:92 the right to supervise means the right to
monitor the employee’s conduct and activity in connection with the employment, to state
facts, to assess the employee’s performance and compare it with the performance expected.
The employee has to accept and tolerate the exercising of this right.93 Academic papers
deduce this right from §102 (3) a) and b) and §104 (1) of the Labour Code, which state the
obligation on both employer and employee. §102 (3) a) and b) state that employers shall
organise work so as to allow the employees to exercise the rights and fulfil the obligations
arising out of their employment and shall provide the employees with the information and
guidance necessary for carrying out their work.’94 §104 (1) says that ‘employees shall perform
their work in accordance with the employer’s instructions.’95 GYÖRGY KISS says, that the right
to monitor is strongly connected to the right to instruct, which is based on these provisions. 96
The employer also has the right to monitor the equipment which he provided for the
employee.
1.2.2.5.3. Data protection provisions in the Labour Codes
At this point, if we wished to summarise the aim of our research, we could say that we wished
to draw a line between the legal monitoring of employees and illegal surveillance. As we have
already said, the employer has a legitimate interest in monitoring an employee’s work and to
check whether a task has been completed or not, but the employer does not have the right to
91
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breach privacy by means of continuous (technical) monitoring. As we will see, the main
problem is that it is hard to distinguish clearly between the official and private use of different
technological equipment and between an employee’s official and private conduct.
The Labour Code of 1992
The Labour Code [§ 3(4)] says that employers shall be only permitted to disclose facts, data
and opinions concerning an employee to third persons in the cases specified by law or with
the employee’s consent.97 Another provision regulates data processing during the hiring
process: the Code prescribes that an employee shall only be required to make a statement, fill
out a data sheet, or take an aptitude test if it does not violate his personal rights and if it
essentially provides information considered substantive for the purposes of entering into an
employment relationship.98
There is little to be said about these provisions in connection with the legality of surveillance.
We should mention, however, that the Labour Code contains some rules on the possible
surveillance of employees in the field of teleworking. The Act says that the employer shall
have the right to restrict the use of any computer and information technology hardware, and
electronic equipment which it has provided to the person employed in teleworking. In
justified cases the employer shall be entitled to monitor the completion of the work, but the
employer shall not inspect any information stored on the computer or other information
technology equipment which is not related to the rights and obligations arising from the
employment relationship. As regards the employer’s right of access, the data necessary for
monitoring the restriction prescribed in the Act shall be considered to be related to obligations
originating from the employment relationship.99 Although we agree with the general
principles laid down in these provisions, we have to bear in mind that these rules apply only
to teleworking.
In total, there are not many data protection provisions in the Labour Code, which means that,
in most cases, the general rules laid down in the Data Protection Act apply.
The Labour Code of 2012
The new Labour Code changes the former regulation on privacy protection in employment
significantly only in one important field: regarding the possibility of employer’s
control/monitoring. The § 11 of the Code prescribes, that the employer may only control the
employee’s activity in connection with his employment. As a limitation, the Code also
prescribes, that


the means measures and methods of the control cannot breach the employees right to
dignity, and



the control/monitoring cannot affects the private life of the employees. 100
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The employer has to inform the employees about the technical measures that is used to
control/monitor the employees activity (work).101
The new Labour Code does not contain any detailed rules in this field, so there is still no
‘real’ sectoral data protection regulation in this filed. Since the Labour Code of 1992 has not
contain any provision on the possibility of monitoring, the new Labour Code has one strong
effect on data protection regulation: the data processing in connection with control or
monitoring of the employee shall not be based on the ‘voluntary’ consent of the employee’s
any more,102 but, in our view, it will be clearly a data processing based on the provisions of an
Act, namely on the § 11 of the new Labour Code.
On one hand, as we’ve already shown it, we think that the doctrine of consent-based data
processing is a mistaken in the field of workplace privacy, therefore, at least from the aspect
of the legal ground of data processing, the new Labour Code clarifies this question.
On the other hand the new Labour Code does not contain detailed provisions on the limitation
of data processing. The lack of these guaranties is quite problematic. It may results that the
details shall be worked out by case law of the new Data Protection Authority (which will take
time, of course) and by legal experts. Since the employer has to provide detailed information
to the employee both on the technical measures103 and on the details of the data processing
concerning the control and monitoring,104 the new Law may strengthen the tendencies towards
adoption of internal norms. It seems to be worth, at least for bigger employers, to adopt Codes
of Conduct or by-laws to regulate and clarify the details of the employee’s monitoring.

1.2.3. Basic concept of data protection in Germany and the dogmatic
bases of the general protection of personality rights
In Germany, data protection law is arranged as a special personality right 105 whose
constitutional-juridical roots lie especially in the fundamental rights of the free development
of the personality (Art. 2 par. 1 GG) as well as in the protection of human dignity (Art. 1 par.
1 GG).106 The law has been the subject of numerous court decisions,107 and it is and will
remain so. Deriving from Art. 2 par. 1 GG, in conjunction with Art. 1 par. 1 GG, 108 the
general right to privacy grants a comprehensive right of respect for the individual and for his
personal development.109 The reference point of this protection is the privacy of the basic
legal entity, the person, as such.110 From this there emerges the obligation of the “fundamental
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right (…) to guarantee elements of the personality which are not in themselves objects of the
special freedom guarantees of the GG, but neither do they take second place to these in terms
of the constituted meaning of personality.“111 The Federal Constitutional Court stresses that
the need for such loophole-closing112 exists in particular “also in view of modern
developments and with them to related new dangers for the protection of the human
personality”.113 Thereby we arrive at the essential significance of the general right to privacy
with respect to the effectiveness of a fundamental right with which it must be fully
harmonised.114 It goes without question that this personal protection must be also be applied
in the workplace.

1.2.3.1. Taking stock of protection of personality rights at the workplace
By virtue of the power of the state and the private economy to exercise widespread control
over almost all domains of work, employees face the danger that they are unable to protect
their private sphere to the required extent. Concerning technological innovation in recent
years, there has been a constant increase in the level of danger of the misuse of personnelrelated data. Starting from access to email correspondence to the possibility of creating and
evaluating relevant movement and personality profiles of colleagues, there are almost no
fields where even a single movement or action could not be – at least theoretically –
monitored. It is, therefore, totally clear that the working environment is precisely where many
different facets of the personal rights of the employee can be affected.115
1.2.3.1.1. The needs of the employee in respect of personality rights
If we talk in terms of monitoring levels in the workplace, employees are not helpless under
the law, and they are able to challenge their employer legally in respect of the right to privacy.
Concerning the direct involvement of the fundamental right as a third component, the
constitutional right is involved not only from the point of view of the state 116 but the
fundamental right as an objective value-system prevails over the general clauses117 in the
domain of the private economy.118 In this sense the personality rights of the employee are in
danger of violation in several ways, and such violations can appear in the working
environment in many forms.
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The protection of personality rights over the right of informational self-determination119
As far as the area of working conditions is concerned120 it is not only the state that needs data
in order to be able to carry out its duties, but the private sector also – e.g., if it is to decide on
contractual conditions.121 Without regard to the form of monitoring as well as to the data
processing procedures to be carried out, the employer is obliged to respect his employee’s
demand for the protection of his personal rights in the form of the right of informational selfdetermination (the so-called fundamental right of data protection).122 The Federal
Constitutional Court explained that “under the conditions of modern data processing (…) the
protection of the individual against unlimited inquiry, storage, application and transmission of
his personal data is embedded in his general personality right (…). The fundamental right
guarantees the individual’s authority to the extent that he himself can basically decide about
the omission or use of his personal data.”123 He can basically decide himself when and within
what framework he is prepared to reveal his personal circumstances. Thus “there are no more
irrelevant data among the conditions of automatic data processing”124 since all data relevant to
an individual date enjoys the protection of the fundamental law – regardless of whether or not
it contains a sensitive item of information. 125 Hence, not only is an individual protected
against new technology in respect of private and intimate data, but the employer is also
required to comply with various basic requirements.126 Data must be collected directly from
the person concerned (the principle of direct collection). 127 Extensive computer-assisted
profiling and complete data collection is forbidden, insofar as this allows a complete picture
of the individual involved to be created.128 According to the principle of necessity, the
handling of personal data is limited to the extent actually required, and data are to be used
only for defined and legitimate purposes.129 The core issue of private life is inviolable;130
unreasonable intimacies pertaining to the employee or self-accusations may not be collected.
An additional requirement is for the open handling of data – the principle of transparency. In
this respect, the individual has the right to check information, to examine records and to be
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notified of relevant matters, to correct data, to block or even delete it. 131 The person involved
has also the opportunity to find legal remedies and turn to the data protection authority. 132
The precedence of the personality right protection over the right to ensure the integrity
and confidentiality of information technology systems133
Of recent rulings, that of the Federal Constitutional Court in its decision in respect of online
searches has developed the fundamental right to guarantee the confidentiality and integrity of
information technology systems should be mentioned.134 This expands the guarantees derived
from constitutional rights and from the rights to informational self-determination.135 In this
case the personal and material areas of the life of the individual are protected from access in
the IT area if it is the information technology system as a whole which is accessed and not
only the individual communication processes.136 Secret access to the information technology
system that an employee uses or can use are, according to this, not allowed.137 In this case it is
not only the confidentiality of saved data but also the ability to control the data in the
processing that has to be protected.138 The IT law is subsidiary and comes after, e.g.,
telecommunication privacy (Art. 10 Paragraph 1 GG) or the right to informational selfdetermination.139 As a ‘catch-all’ fundamental right, it has the function to close loopholes in
protection and, in this way, to broaden and unify the protection of the private sphere. 140 The
new dangers, which can occur due to technical development and to new life-circumstances,
can, in this way, be avoided.141
Further features of the personality right protection
The protection of the personality rights of employees can also be achieved in many cases in
respect of their own word and image.142
The right to the spoken word143
The protection of the spoken word gives the individual the power to decide basically whether
the content of a communication should be open only to his partner in conversation or to a
wider circle also.144 Spontaneous speech has to be protected against recording and subsequent
replay at any time, and in this way the right of self-determination in connection with the
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spoken word is also protected.145 This relates to categories such as secret voice-recordings146
or listening with the help of monitoring equipment.147 Concerning the level of protection,
there is no congruity with the right to privacy. 148 The right to the spoken word protects in
general the self-determination of certain sensitive conversation contents on the one hand and,
on the other, it restricts the place of the conversation from the domain of the private sphere. 149
The right to the written word
As one part of the personality rights, right to the written word include the right to not to
publish certain private notes – the so-called privacy of correspondence.150 In particular, right
to the written word have increased significance in an individual’s working life, where they
may involve documents, such as letters relating to job applications.151
The right to an individual’s own picture
By the right to one’s own picture, the individual is protected from all forms of unauthorised
copies, the circulating either in a material way or by means of technical equipment directly
transmitting images of his personal appearance.152 In this way, the person concerned has the
kind of self-determination right which means that it is basically his decision as to if, how and
when he would like to present himself to third parties or to the public153 and, further, who may
save, use and transmit the data in the form of a picture. 154 We can exemplify such a violation
of a right in the field of video-monitoring measurements. The legal regulations of the right to
one’s own image are §§ 22 ff. KUG and § 201a StGB (Penalty Law Code).155
The protection of the confidentiality of communication in Art. 10 GG
A further matter to be protected, belonging to the category of personality rights, includes Art.
10 GG – for the individual the guarantee of the confidentiality of communication.156
According to the postulation of Art. 10 Abs. 1 GG, the confidentiality of both correspondence
and of the post and telegraph-services are inviolable. Art. 10 GG includes an important
guarantee of freedom which supersedes the general guarantee of Art. 2 Abs. 1 i.V.m. Art. 1
Abs. GG.157 Art. 10 GG is applied independently of the content and method of sending a letter
or of sending a message via telecommunication.158 All forms of transmission of information
by means of telecommunication equipment belong to the field.159 An important connection for
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the confidentiality of telecommunication is the actual medium of communication used and the
dangers of confidentiality which result from the use of the medium.160 The protection involves
the whole process of communication as such – that is, the time from the beginning to the end
of the transmission.161 When the protection actually starts has so far not been discussed either
by the jurisdiction nor by the literature, 162 but, according to the BVerfGe (Federal
Constitutional Court), protection ceases “at the moment when the message has arrived at the
addressee and the transmission process is over”. 163 Besides its preventive-legal nature
(protection against learning the contents and the more detailed circumstances of the
telecommunication through the state) there is included the secrecy of the telecommunication
and at the same time the requirement that the state must protect the individual insofar as there
are third parties who run telecommunications164 operations.
The limitation of the secrecy of telecommunication to the right to information selfdetermination applies depending on whether or not the data are outside the sphere of the
person involved.165 Data connected with communications which are retained in the domain of
a participant in the communication no longer enjoy the protection of Art. 10 Abs. 1 GG, but
they are protected by the right to informational self-determination. The protection of the
secrecy of telecommunications ends when the process of the transfer of the information is
over and the addressee has actual possession of the data. 166 The specific dangers of distance(i.e. tele)communication no longer exist for the addressee, since he has the power to take
appropriate precautions against unwanted data-access.167
1.2.3.1.2. Limitations of the personality rights of the employee
As is the case with other fundamental rights, the personal rights of the employee do not
require absolute protection.168 When examining a breach of personal rights we must also take
into consideration the relevant personal rights of the employer.169 Personal protection is,
hence, limited by the valid (company) interests of the employer. 170 Breaches of the personal
rights of the employee can, therefore, be justified by accepting the greater validity of the
interests of the employer.171
This conflict of fundamental rights is to be harmonised in such a way that the conflicting
rights can be harmonised most reasonably.172 In respect of the employer, the fundamental
rights in addition to economic freedom of action (Art. 2 Abs. 2 GG), the freedom to exercise
his profession (Art. 12 Abs. 1 GG) and his rights in respect of ownership (Art. 14 Abs. 1 GG)
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should be considered.173 Even in respect of important interests of the employer (such as issues
of legal compliance)174 the principles of data protection must also be taken into consideration
to an appropriate degree.175 This assessment mechanism is incorporated also in the level of
simple law, such as in the BDSG, where the weighing of the interests of the persons involved
and those of the data-processors plays a central role in connection with the admissibility of the
data processing.
The different regulations in the public and private sectors
Within the public and the private sectors there are a large number of regulations at both
federal and provincial (Land) level that can be of importance in connection with breaches of
personal rights in the workplace. In the public sphere we can find sector-specific regulations
on reporting and archiving systems in the field of social-data protection or in education, in the
medical sphere or in relation to the security (i.e. police) authorities. Within the private sector
there are, among others, regulations introduced for the handling of multimedia in the field of
ICT in Telecommunications Act or in Telemedia Act.176 It should be emphasised that in the
usually relevant field of regulation of the federal data protection law § 12 Abs. 4 BDSG, in
the case of the legal relations of employees in the public sector there is frequent reference to
regulations applicable to the private sector.177 The purpose of this norm is, on the one hand, to
provide for those working for the public sector a uniform data protection right. 178 On the other
hand it ensures the principle of equal treatment in public and non-public working-relations.179
Beyond §§ 2 Abs. 4, 1 Abs. 2 Nr. 3 BDSG the application field of the BDSG relates to all
private employers, so that also personnel-relevant data enjoy uniform protection.180
The interest of the employer in monitoring the employee
There can be several sound motives on the part of the employer for carrying out monitoring.
Basically, the employer may be interested in observing by video some process, department or
the personnel located there, perhaps, for example, in a dangerous location such as a nuclear
power-station.181 In the telecommunication field several factors may play a role such as
checking the loss of working time by employees using telecommunication services, the risk of
damage to the firm’s electronic-data-processing by viruses or spam via the internet and email, the committing of a crime at the workplace, 182 unauthorised access to the e-mails of
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employees in their absence183 as well as generally doing everything possible to ensure smooth
running184 and avoiding the responsibility for criminal or for civil offences and obligations to
provide information to the security authority185 could play the role.186 For example,
committing an offence in relation to the employer-employee relationship may well lead to a
loss of reputation by the employer.187 In general, taking the side of the employee too early,
without careful thought and without considering the interests of the employer is something to
be avoided.
The limits of supervision: the line between legal and illegal monitoring
Deciding the permitted limits to the monitoring of employees is currently a rather difficult
problem for employers. A major factor in the question of whether the employer has such a
right and, if he has, then to what extent, must, in the light of the conflicting legal interests of
employer and of employee, be considered in terms of proportionality. 188 There may actually
be situations in which an overriding and justified interest of the employer is present if we for
the moment ignore the purpose of a working relationship (the exchange of labour for
remuneration).189 Taking technical developments into account, there is, for example, a
justified interest of the employer concerning the right of information self-determination of the
employee through the use of technical equipment “to seek the information for which he has a
valid need in an economically rational way, rapidly and at a reasonable cost.”190 It is expressly
forbidden to formulate general answers in defining the border-line between legal and illegal
monitoring. Any evaluation and analysis of the data protection law context must be individual
case-dependent and should be carried out in the light of the overall situation.191

1.2.4. Legal sources of national data protection law in Germany
In addition to the constitutional principles192 a number of various legal sources have gained
increasing significance in terms of privacy at the workplace.193
1.2.4.1. BDSG and field-specific data protection regulations
When it comes to field-specific sets of facts in the field of employee data protection, the
German law offers – in the absence of a field-specific employee data protection law – a
number of statutes and statutory orders to cover this topic.194 According to the subsidiarity
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clause of § 1 par. 3 s. 1 of the Federal Data Protection Act the federal legislation has priority,
which provide for the processing of personal data including the disclosure thereof. 195 The
obligation to observe the legal confidentiality obligations or the professional and special
administrative confidentiality, which are not based on legal regulations, remains unchanged
according to § 1 par. 3 s. 1 of the BDSG. The relation between the special data protection law
and the German National Data Protection Act196 is the consequence of the principle included
in Article 31 of the Constitution (federal law takes precedence over state law), according to
which the federal special data protection law enjoys primacy of application.197
1.2.4.2. Data protection in scope of the federal data protection law
Frequently there are no field-specific regulations, thus the processing198 of employees' data
should be assessed against the provisions of the Federal Data Protection Act.
1.2.4.2.1. § 32 of the BDSG as the basic regulation for employee data protection
Up till now, within the Federal Data Protection Act labour law issues have not been taken
seriously. Within the scope of preventive prohibition with the obligation to seek permission of
§ 4 par. 1 of the Federal Data Protection Act,199 § 32 of the BDSG includes as basic regulation
for employee data protection in par. 1 diverse permissions regarding the data processing in the
employment relationship.200
1.2.4.2.2. Fundamental facts, and § 32 par. 1 s. 1. of BDSG
§ 32 par. 1 s. 1 of Federal Data Protection Act includes three different permissions, pursuant
to which it is possible to derogate the prohibition with § 4 par. 1 of the BDSG. In order to
open up the personal scope of application of § 32 par. 1 s. 1 of the Federal Data Protection
Act, in the case of those affected it must be an employed person pursuant to § 3 par. 11 of the
Act. The concept is defined broadly and is not in compliance with the social security concept
of the employed person, which in relates only to employees. 201 It rather embraces also among
others persons employed for vocational training, personnel with the same status as employees,
applicants and persons whose employment relationship has terminated. 202 Pursuant to § 32
par. 1. s. 1. of the Federal Data Protection Act the admissibility of the processing of employee
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data may arise for the purpose of the employment relationship. In this sense, permitted
employment purposes may arise from the legislative requirements, collective agreements as
well as from the labour contract.203 In contrast to the wording, besides the purposes precisely
defined in the law204 all other purposes of the employment relationship should be permitted.205
Having regard to the wording of § 32 par. 1 s. 1 of the BDSG, the requirements of data
processing must meet the necessity criterion. 206 According to the will of the legislature207 the
characteristic of necessity is understood to the largest extent in a sense that a proportionality
check must be performed.208 During this it must be first checked whether the processing of
personal data can be abandoned or at least there are means available that are although a less
intensive but equally suitable for achieving the objective. Subsequently, in a second step it
must be asked whether, after due consideration of the interests of employers and employees,
the processing of employee data is appropriate for the purpose of employment. The necessity
test takes thereby a subjective benchmark as basis, consequently, it must be performed
regarding a specific individual situation and by assessing the specific facts. 209
1.2.4.2.3. Identification of offences, § 32 par. 1 s. 2 BDSG
In relation to the basic offence § 32 par. 1 s. 2 BDSG 210 imposes stricter requirements, in case
the admissibility of data processing is considered for disclosure of criminal offences. 211
Pursuant to the wording of the legislation, in addition to offences committed in connection
with the work item, those are also embraced which are committed only the occasion of
employment.212 Purely defaulting or unlawful conduct falls on the other hand within the scope
of § 32 par. 1 s. 1 BDSG, which governs other violations of the law.213 Having regard to the
final half-sentence of the norm, within the scope of weighing up of interests, in particular the
nature and extent in relation to the reason must not to be disproportionately. According to the
explanatory memorandum, by the reason of data collection on the one hand the nature and
severity of the offence and on the other hand the intensity of suspicion is meant. 214 The
greater the weight of suspicion and the more severe the damage to or threat to the legally
protected interest, the more intense can be the intervention in the personality rights of
employees. However, intrusive measures must only be the last resort (ultima ratio). 215
Regarding the weighting of conflicting interests it is recommended, as far as possible to
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recourse216 to the jurisprudence of the Federal Constitutional Court.217 In case of informationrelated fundamental right interventions by the government the weight of the curtailment
depends among others upon which content is covered by the curtailment, in particular the
degree of personal relevance of the information concerned each have on their own and in their
connection with others and the means by which these contents were acquired. 218 Furthermore,
the extent of impairment of the right to informational self-determination depends on the threat
or not groundless fears of consequences of data collection for those concerned. 219 The secrecy
of an action leads thereby to increase of its intensity.220
1.2.4.2.4. § 32 par. 2 BDSG as extension for manual data processing
Pursuant to § 32 par. 2 of the Federal Data Protection Act paragraph 1 shall be applied also
regarding the manual data processing.221 According to the explanatory memorandum, in this
respect the principles of data protection in employment relationship are dealt with. 222 Thus
any employee-related data collections (e.g. records of managers and interviewers from job
interviews and annual management discussions, as well as any notes taken about the personal
performance) are subject to the scope of § 32 par. 1 BDSG.223
1.2.4.2.5. Competition with Article 28 of Federal Data Protection Act224
So far the relationship between Article 32 and Article 28 of the BDSG has been clarified
insufficiently. According to the explanatory memorandum, through the revision of Article 32
of the Federal Data Protection Act the principles of employment data protection developed by
the jurisprudence should not be changed, but only summarized. 225 In this respect, some
suggested, to recourse mainly to the principles developed for Article 28 of the Federal Data
Protection Act.226 According to the explanatory memorandum for employment purposes
Article 32 of the Federal Data Protection Act substantiates227 and rules out Article 28 para 1
sentence 1 No. 1 of the Federal Data Protection Act228 and thus represents a special rule (lex
specialis).229 Similarly, § 28 par. 1 s. 2 BDSG shall also be ruled out.230 Furthermore, in
addition to Article 32 also Article 28 paragraph 3 sentence 1 No. 1 and Article 28 paragraph 1
216
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sentence 1 No. 2 shall be applicable.231 However, in individual cases here are many questions
open, so that there is no legal clarity.232
1.2.4.3. Outlook: Revision of employee data protection, §§ 32-32l in the new BDSG
Since the introduction of § 32 of the Federal Data Protection Act, the literature often deals
with the analysis of this provision.233 In connection with the criticism voiced, people were
even talking about an “ad-hoc, symbolic legislation”, “which reacts too hastily and therefore it
follows a political rather than a factual logic”.234 Following the frequently expressed desire
for a comprehensive codification of a separate employee data protection law235 the federal
government has decided236 on the 25th October 2010 to “draft a law regulating the
employment data protection”.237 Concerning the opinion of the Federal Council of 11th May
2010,238 the federal government adopted position then again on 15th December 2010.239
Recently, in the 25th February 2011 the Bundestag discussed the bill of the federal
government in the first reading.240 On the 23th May 2011 within the scope of a public hearing
of experts in the Interior Committee of the Bundestag the government draft bill was
controversially discussed. In addition to the bill provided by the Federal Government, there
were two additional bills of the SPD fraction241 as well as of the Alliance 90/The Greens,242
whom was also granted a hearing on the 23th May 2011.
The bill provided by the federal government provides for not adopting an own employee data
protection law, but to codify the treatment of personal data of employees merely in the
BDSG.243 Thus, the current Article 32 of the Federal Data Protection Act shall be replaced by
Articles 32-32l of the new version of the Federal Data Protection Act as follows:


Article 32 Data collection before the establishment of an employment relationship



Article 32a Medical examinations and aptitude tests before the establishment of an
employment relationship



Article 32b Data processing before the establishment of an employment relationship



Article 32c Data collection during the employment relationship
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Article 32d Data processing and usage during the employment relationship



Article 32e Data collection without the knowledge of employees to detect and prevent
offences and other serious violation of obligations during the employment relationship



Article 32f Observation of publicly not accessible business establishments with
optical-electronic devices



Article 32g Positioning systems



Article 32h Biometric processes



Article 32i Use of telecommunication services



Article 32j Obligation to inform



Article 32k Amendments



Article 32l Consent, scope for third parties, rights of interest group organisations, right
to appeal, mandatory provisions

1.2.5. Self-regulation in Hungary244
In many cases, academic papers refer to the possibility of arranging privacy in the workplace
issues in the framework of self-regulation (by collective agreement, by-laws, by codes of
conduct or by other internal regulations.)245 Our research in this field shows that this is more
theoretical than everyday practice.
Employers and trade unions have the ability to regulate the procedure and circumstances of
the supervision of workers by the employer, and especially the use of personal data, in the
collective agreement, specifically in its normative section. This right arises from Art 30. a) of
the Labour Code. A collective agreement can regulate rights and obligations relating to the
personal data protection of the workers, and it can also regulate the method of supervising
workers by technology. The advantage of regulation by collective agreement is that this
permits general regulations of the Labour Code and the Data Protection Act to be specified,
taking into account any special features of the workplace.246
One significant limitation of data protection regulation is that it cannot run counter to the
Labour Code, to the Data Protection Act and to the Civil Code. Moreover, it may differ from
the regulations of the Labour Code only insofar as it provides more favourable conditions for
the worker.247 However, the Labour Code does not contain any regulation on the supervision
of the worker’s use of technical tools, apart from teleworkers, and so it is difficult to interpret
the main principle, namely regulation which is more favourable for the workers.
As a result of the survey which included 30 collective agreements from different fields and
different industries, we can offer some summary in these: collective agreements do not
contain any provision for the use or monitoring of the use of e-mail, GPS, internet or phone
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by the worker or on their supervision by CCTV. The collective agreements examined do not
include any regulation on the use or supervision of the use of modern technological tools.
Collective agreements often declare, in general, that a violation of the personal rights of the
worker by the employer can be grounds for the worker claiming constructive dismissal. We
found the following examples:
1) The collective agreement of MOL (Point 22.2.) specifies that a worker can claim
constructive dismissal if the employer violates his or her personal data. This statement
can obviously refer to a case when the employer looks at the worker’s e-mails, monitors
his/her internet use or observes him/her by camera without his/her consent and
permission.
2) The collective agreement of Dunaferr specifies, as grounds for constructive dismissal by
the worker, a case when the employer humiliates the worker. (3.8.1. point)
3) The collective agreement of Agrow GP states that the worker can claim constructive
dismissal if the employer humiliates him/her in public. (37.3. pt c)
4) The collective agreement of Hungarian Post states that the worker can use constructive
dismissal if the employer violates his or her dignity or personal rights. (§ 13(3) b) point)
5) The collective agreement of the MTI states the right of the worker to constructive
dismissal if the employer humiliates or harasses him/her. (IV. chapter, 1. b)
A recent, comprehensive analysis of collective agreements was conducted in 2008 for the
Ministry of Social and Employment Affairs.248 The study analysed 304 such agreements in 20
sectors. The study examined them in every sector and also summarised them by sector. The
study does not include any reference to issues under examination by us, proving that the
issues of our research are not the topic of collective agreements.
It is possible that some company has internal, one-sided guidelines elaborated by the
employer laying down regulations on the use of technology by the worker. This can possibly
include, even indirectly, provisions for data protection. This practice was indicated informally
by one company for us. These internal guidelines are typically for internal use only and are
not public. Workers cannot usually participate in drawing up such guidelines and so these can
only suggest the way of exercising rights, but cannot limit the rights set in the Labour Code or
in other Acts.

1.2.6. The concept of self-regulation in Germany
Self-regulation249 may serve as the means of the safeguards of data protection interests.250
Thus Article 27 of the European Data Protection Directive 251 determines the framework for a
code of conduct for places to be processed by associations, which was implemented with the
introduction of Article 38a of the Federal Data Protection Act.252 The objective of § 38a of the
BDSG is, among others, to standardize the internal codes of conduct in order to promote and
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implement data protection regulations.253 The code of conduct is examined by the supervisory
authorities (principle of self-regulation).254 Codes of conduct are not on the same level as
legal norms, and are therefore, in principle, not binding. However, if they are approved by the
supervisory authorities, they have a binding effect in accordance with the principle of selfcommitment of the administration.255 Although the establishment of a code of conduct would
create on the one hand legal certainty and industry-specific data flows,256 and on the other
hand, the transparency of the type of data treatment would increase for those concerned, 257 the
model of self-regulation concerning employee data protection could not be realised so far in
Germany to the extent as this was sometimes required by the BITKOM. 258259 In his theses
drafted for the foundations of a common network policy of the future, the then Federal
Minister THOMAS DE MAIZIERE declared himself in favour of strengthening self-regulation.260
This trend is followed by his successor in office, DR. HANS-PETER FRIEDRICH and stressed in
particular that “the way of self-regulation (...) (should) be continued”.261 On the part of the
data protection commissioner the development of self-regulation tends to take place with
concern and the mere conception of a regulated self-regulation is to be considered as
insufficient.262 In this respect we must wait to see how the regulated framework of selfregulation will be developed in the future in the area of employee data protection.

1.3. Mutual dependence
The employment relationship is, in general, a continuing account of mutual indebtedness. 263
This relationship is typically marked by a higher degree of obligation between the parties. 264
For these parties the employment contract means that they must be highly dependent on each
other within the relationship. This leads us again to the question as to whether the employee
has any effective possibility to disagree to the use of his personal data. At the same time it is
questionable if the employer is able to block the misuse of data by the employee.

1.3.1. The dependent position of the employee: can his consent be
regarded as voluntary consent?
As already mentioned in another chapter, one of the most important general problems is the
voluntary nature of the consent to data processing. In many situations the voluntary nature can
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be questioned due to the existentially dependent position of the employee, or the information
and economic power imbalance in favour of the employer. It can be assumed that, during
recruitment procedures, consent is more often voluntary, but the excess of labour on the job
market is a form of defencelessness which makes that unlikely to be so. 265
In the directive on data protection the data subject's consent shall mean any freely given
specific and informed indication of his wishes by which the data subject signifies his
agreement to personal data relating to him being processed 266 in respect of a specific case and
with knowledge of the facts of the case, through which the person involved accepts that
person-relevant data concerning him can be processed.267 The possibility that parity in a
contact may be disturbed and, hence, the negotiating balance between the two268 could mean
that a situation involving compulsion might arise to the disadvantage of the employee. 269
Therefore one of the main features of consent in work-practice is the criterion of
voluntariness.270 It is a matter of dispute whether, under the circumstances of an employeremployee relationship, consent can be given effectively at all. Some of the literature rejects
the possibility of consent in general271 with, among other reasons, the explanation that illegal
intrusions in the person rights of the employee cannot be legitimised by consent, 272 as the
employee would lack the necessary independence.273 In this way there could be the permanent
danger that consent was the result of the abuse f the employer’s position of power. 274 Neither
can it be prevented that the employer provides a clause according to which the employee
declares that, when making his decision to consent, he was under no form of pressure. 275 The
situation would be different if there were a works council and if outline conditions had been
negotiated with them.276 Others are of the opinion that a general and unlimited refusal of
voluntary consent would not be possible,277 and it is recommended that a free decision by the
employee should not be refused since this might allow for effective consent in cases where
consent has neither been forced nor obtained by deception.278 Very often, however, the
individual has practically no right of choice concerning the erasure of his data 279 This is only
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true in the context that practising his profession ultimately serves shaping and maintaining his
livelihood.280 Besides this financial factor, his standing in relation to his superiors or
colleagues may also play a role. It is advisable however to obtain consent independently of
the contract of employment, as linking the contract to consent might well suggest a possible
lack of willingness or give the impression of compulsion.281 Further, it should also be
remembered that any restraint on free consent is a breach of European law, as Art 7 lit. a. of
the Data Protection Directive declares consent as a basis of justification.282

1.3.2. The ‘dependent’ employer: can the employer prevent an employee
from stealing valuable data without strong monitoring?
On the other hand – and this becomes relevant when monitoring employees – ‘inverted
defencelessness’ is also becoming more common: various employers’ data are not safe as a
result of the use of modern technologies and employees can cause considerable damage to the
employer by disclosing confidential information to unauthorised persons. Therefore
employers should have a legitimate interest in the protection of their data. The unauthorised
disclosure of data to third parties threatens with serious disadvantages both in intangible and
in economic terms.283 This has special importance in relation to the monitoring of employees.
Due to this, employers try to mitigate the loss through the involvement of internal security
departments or investigation activities combined with preventive and detection measures. 284
This is actual almost impossible to the extent the employer intends to do. He has at least the
possibility to protect his data against unauthorized access, perhaps through the
implementation of effective security systems. However, the employer will eventually have to
prepare himself to repressively sanction the abuse of data, in the course of which he takes
action against the employee.285 ‘The defencelessness of the employers is increasing in the
information age with novel and significant factors. Employers are experiencing ‘the enemy
attacking from within’, and the fear of this is justified under the circumstances of the
widespread possession of information technology.”286
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2. THE LEGAL REGULATION CONCERNING SELECTED MONITORING
MEASURES

2.1. The regulation of correspondence monitoring
The content of the mail, and also the circumstances of writing, sending and receiving it (the
name of the sender and recipient, the date of sending, of receiving, the place of posting) are
personal data according to the Directive 95/46/EC, therefore the monitoring of traditional mail
(often referred to as ‘snail-mail’) may raise privacy issues. It has to be highlighted that mail
which is sent from or received at a workplace is not only connected to the employee but to a
third party, who probably has no legal relationship with the employer. Another problematic
issue is to distinguish in practice between official and private mail: the first may be subject to
the employer’s monitoring and the latter not.

2.1.1. Hungarian regulation
2.1.1.1. Legislation
The content and other details of a mail should generally be regarded as personal data
according to the Data Protection Act, similarly to the EU Directive. The possible monitoring
of mail is also limited by civil law rules and criminal law provisions. According to the Civil
Code, any person who has violated the integrity of the mails or has come into the possession
of a private or business secret and publishes such secret without authorisation or abuses it in
any other manner shall be construed as having violated an inherent right.287 Once the content
of a (closed) mail is known without consent, the inherent right is breached, even if the content
was not misused. This protection also covers electronic mail.288
The Criminal Code also contains provisions on this issue. The crime of “violation of the
privacy of correspondence” is committed by any person who opens or obtains a sealed
package containing a communication which belongs to another person for the purpose of
gaining knowledge of the contents, or conveys such to an unauthorised person for this
purpose, as well as by any person who ‘taps’ or ‘hacks’ into correspondence forwarded
through telecommunications equipment.289 Telecommunications equipment is equipment
which enables the transmission of electronic signals. Tapping or hacking shall mean any
activity which is intended to illegally access the content of the correspondence. 290 The
Criminal Code prescribes stricter sanctions if the crime is committed in a professional or
official capacity or is the source of serious loss.291
There is a special regulation in this field for public bodies. Government Decree 335/2005.
(XII. 29.) on the General Requirements of Document Management Systems in Public Sector
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Bodies with reference to the opening and registration of consignments sent by post declares
that the consignment can be opened





by the addressee or
by a person licensed in writing by the head of the central documentation system or
by an employee of the unit designated for this task in the statute of the body or
by the electronic mail processing system designated in the Code on the documentation
management of the body.

The consignment shall be registered and delivered to the addressee without opening if
 marked as ‘private and confidential’,
 this was ordered by an authorised person.
In the first and second case the addressee should register the delivered consignment as
stipulated in the Code of the documentation management of the body. Before its amendment,
the Decree also designated the addressee as the exclusively authorised person for opening the
letter if the letter was addressed to a personal name and was obviously private. The amended
Decree authorises the employer to make a local regulation on processing letters addressed to
an employee. This mode of regulation may infringe certain constitutional principles, but,
nevertheless, the case law of the Commissioner should influence local codification.

2.1.1.2. Case law of the Data Protection Commissioner
The case law of the Commissioner follows a restricted interpretation in respect of
differentiation between private and official letters. Accordingly, ‘insofar as a presumably
private letter is delivered to an office, the addressee is supposed to open it for the sake of legal
guarantees. As soon as the letter is opened it can be decided whether it is official or private
and, consequently, whether it should be registered or not.’ Another resolution of the
Commissioner confirms this interpretation. ‘The letter addressed to an employee shall not be
opened by officials of the employer unless the official character and content of
communication can be clearly proven on the basis of the address or other indication.’
According to the consistent opinion of the Commissioner, the official character of the letter
should be proved, and, in case of uncertainty, the private character shall be presumed. If the
official of the employer casually opens a private message, the letter must be resealed and the
addressee informed of who had opened the letter and when.
The Commissioner also stated that the employer has full legal right to monitor the letters sent
from the office as the letter was written during office hours and using the employer’s tools.292

2.1.1.3. Judicial case law
There is no relevant judicial case law in this specific field.

2.1.1.4. Academic papers, scientific opinions
Referring to the case law of the Commissioner HEGEDŰS remarks that the prohibition of
private correspondence does not support the opening of private letters by the employer since
the sender of the letter is not expected to know and respect this restriction.293
292
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2.1.2. German regulation
2.1.2.1. Legislation
When the issue concerns the monitoring of the correspondence of the employee, the question
arises of whether this constitutes unjustifiable interference with the right to the written
word.294 Based on the ratio legis of Article 10 paragraph 1 old 1 GG, in order to protect the
confidentiality of written communication, the term ‘letter’ covers all written messages
between the sender and individual recipient in the form of individual communication.
According to prevailing opinion, it does not matter whether the letter is closed or not, and so
protection also extends to postcards.295

2.1.2.2. Cases from the jurisdiction
The jurisdiction has had to deal with the question of whether official mail may be opened by
the employer. In this regard, it was stated that it does not mean a violation of the secrecy of
correspondence if, within the scope of office rules, a department opens, stamps with the date
of receipt and forwards to the employee concerned the mails addressed to employees and at
the same time also to the given department if these are not marked as private or
confidential.296

2.1.2.3. Academic debate
In the literature, the explanations of case law on the handling of official mail are drawn upon.
Therefore, the criterion of marking as private or confidential is ignored and, on this basis, the
personal rights granted to the employee are given priority. 297 Unlike business post, which may
be accessed by the employer,298 written messages that are apparently destined for the
employee personally must be delivered sealed.299

2.1.3. Conclusion
We have to underline that the main goal of the research is to draw attention to the means of
surveillance using new technologies in the workplace. Therefore on the regulation of
correspondence monitoring only a summary can be given, as it can serve as a basis for the
detailed analysis of email correspondence monitoring. We are concerned that the concept of
legislation and jurisdiction is clear, dating back before the new technological equipments
spread. As to conclude it, in both countries the employer can legally monitor the letters sent
from the workplace as the letter was written during office hours and using the employer’s
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tools. Contrary, letters addressed to an employee (especially if marked as private or
confidential) shall not be opened by the employer unless the official character and content of
communication can be clearly proven.

2.2. The monitoring of the use of computer, Internet and email in the
workplace
The use of personal computers and notebooks (including the related accessories such as
screen, software or printer) are nowadays indispensable at work for carrying out all the office
work which is needed. Electronic monitoring refers to the use of computer technology and
various tools and equipment in order to protect confidential knowledge and information
related to the workplace, or to evaluate the speed, efficiency and effectiveness characteristics
of an employee.300 The regular use of devices like monitoring of keyboard input, use of
computer applications, internet activities, and email or telephone communication generates a
great deal of personal data.301 A set of electronic personal data comprises – beyond the
personal files stored on the hard disk of the computer – several technical records such as a list
of installed computer programs or data related to the use of particular files and programs.
Beyond the determination of the personal character of certain data and the extent of
monitoring rights, the mode of supervision also poses problems in the field of data protection
regulation. Computer surveillance may also have a separating effect between workers and
executives through the use of one-way monitoring that provides data to the executive that are
not available to the worker.
Access to the organization's networked computers allows the employees to use Internet in
working hours for a variety of legitimate purposes, what can be essential for many workers to
carry out their tasks. Information gained through browsing the web can support the work;
however monitoring can be important for the employer, as there is a rather high risk that
employees use the Internet for private or illegitimate purposes in working hours.
Downloading copyrighted or offensive materials; slowing down the flow of legitimate workrelated traffic; and making the organization's networks and computers vulnerable to attacks
needs the use of controlling measures in the workplace,302 but may also breach the employee’s
privacy.303
Writing an e-mail at a workplace is usually a part of normal workflow, and the form and
content of an official communication is an important element of the function. Several tools
and applications are available nowadays allowing for hidden email forwarding, mail analysis
and reporting the communication of employees in the workplace. 304 However, email is also
personal data – regardless of the private or official character of the communication - and it is
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not only personal data in respect of the employee, but also of the receiver or sender who is
outside the employer’s organisation, and for whom the application of the employer’s
regulation is at least questionable. Moreover, in practice, it is typical that the conditions of
using electronic equipment and email for private purposes are unclear. NILS and MEINTS
argues that an overall internet and email policy should be defined in workplaces in order to
give transparent advice to the employees and set limits on their possible use, while employers
should strictly discriminate between email accounts that are used for private email at or from
the workplace and those that are used for email on behalf of the employer only.305

2.2.1. Hungarian regulation
2.2.1.1. Legislation
There is no special regulation in connection to the monitoring of the use of computers, emails
and Internet connections in the workplace, therefore the general rules of the Civil Code, Data
Protection Act and Labour Code are applicable.

2.2.1.2. Case law of the Data Protection Commissioner
Seeing that there is no substantive legal regulation on the monitoring of Internet and computer
access we can only consider the Commissioner’s case law. On this basis the employer is not
authorised to monitor the use of the personal computer made available to the employee
without the consent of the individual concerned.
2.2.1.2.1. Cases on the monitoring of computers
Case law in this sector also affirms that program and data files installed and/or stored on the
computer and made available to an employee may not be monitored or supervised by the
employer unless the computer was rendered exclusively for the aim of work and the employer
was prohibited from installing programs for his/her own initiative. Beyond information and
consultation the consent of employee is also inevitable requirement. The notion of
“monitoring” covers access to and inspection of records stored on the computer. The
enumeration and listing of programs installed on a computer itself can be a processing of
personal data and the result of this monitoring cannot be transferred or published without the
informed consent of the concerned subject.306
If the employee gives the computer back to the employer, he should either delete the personal
and confidential files or, otherwise, the consent of the data subject shall be considered granted
as it was he/she who transferred or made accessible the data for another subject. 307 The
principle of finality or purpose specification also should be taken into consideration. If the
data controller found non-official or non-work-related data on the computer he/she should call
the employee to remove them all. Monitoring itself can extend to the detection of forbidden
and/or unlawful files – e.g., voice records, sound tracks and video records stored there.
Beyond detection, however, the controller is not allowed to inspect the content of these files.
Watching the video records or listening to the music files should be well outside the legal
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competence of monitoring.308 The right to monitor does not entitle the employer to gain
access to and knowledge of any private document stored on the computer used by the
employee.309
The employer is prohibited from monitoring the use of the computer by spyware installed
without the informed consent of the employee. As the Commissioner stated in 2005, this
should be deemed that form of covert information-gathering operation which can be legally
pursued only by leave of the court.310 The Commissioner’s statement also declared that there
are pragmatic solutions for the monitoring of computer use, Internet browsing and workplace
behaviour of employees which should respect the dignity and personal rights of the concerned
subjects. Accordingly, the use of spyware constitutes disproportionate restriction.
A specific problem of monitoring computers has been revealed in a consultative case when an
employee of a Hungarian affiliate of a German company turned to the Commissioner. The
German parent company had ordered that the computers of employees should be fitted with a
spyware program that enabled the central company management sitting in Germany to
monitor literally all data: every file, record and transaction on the computers. This
arrangement was objected to by employees and one of them asked the Commissioner about
the legality of the company spyware. The Commissioner pointed out that, by this measure, the
employer – in this case the head of the Hungarian affiliate – would become the data processor
and the German parent company the data controller. Consequently, the rights of the employer
would be transferred to the German company from the Hungarian subsidiary. This would
infringe the rights of employees as Hungarian jurisdiction does not extend to Germany and
has no influence on the decisions of the German parent company. This switching of
responsibility for monitored data infringes the interests of Hungarian employees irrespective
of the formal granting of their consent. It is important to stress that the Constitutional Court
formulated the requirement of transparency in the context of data processing and declared that
the concerned subject is qualified to assert his/her rights. In this case both requirements were
infringed.311
2.2.1.2.2. Cases on the monitoring of Internet use by the employer
Firstly, Data Protection has made it clear in several recommendations that the IP address and
opened websites, the timing of a visit to a website etc. are personal data, since they can be
attached to a natural person.312
The Commissioner also emphasises that monitoring Internet usage should be based on the
employee’s consent, consent which is based on accurate information.313 Later, the
Commissioner stresses the need for these conditions.314 If private Internet use is forbidden and
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the employee was informed of the possibility of monitoring, then the employee’s action in
opening a website is regarded as consent to monitoring. 315 Monitoring internet usage is not
allowed if the employer allows it to be used for private purposes. If it is only allowed to be
used for official purposes, then monitoring usage is only legal if the employer gives
information about this possibility to the employee. It is forbidden to monitor the visited
website in secret.316
2.2.1.2.3. Cases on the monitoring of emails
The case law of the Data Protection Commissioner covers the issue of monitoring email, and
although numerous recommendations were issued, their content was not totally consistent.
The case law of the Data Protection Commissioner distinguishes between emails sent and
received. The commissioner says, generally, that the employer has greater rights to monitor emails sent by the employee since he has given consent to this by writing the email. 317
Later this distinction was repeated, and the issue of consent was also re-emphasised: if the
employee is informed of possible monitoring by the employer, then consent is given by the
very act of writing the email.318
In another case, in 2006, the Commissioner stated that an employer may look into an official
e-mail sent or received in accordance with the employee’s duties, based on the employer’s
instructions. In this case the privacy rights of the third person have to be protected. The
document does not refer to any necessity for the employee’s consent.319
Later, the Commissioner strengthened the need for consent and stated that, in order to
‘process [including monitor] e-mails, both the sender’s and receiver’s consent had to be
obtained”.320 The statement is based on the assumption that there is no special legal provision
for processing such data, and so the legal basis can only be consent. We should stress that, on
one hand, the voluntary nature of the consent is questioned in an employment relation, and, on
the other hand, once we accept that the consent is voluntary, consent would probably not be
given by the employee if he had anything to hide and if monitoring might have serious
consequences.
The recommendation also declares that the employer must inform all employees of the rules
of monitoring, and then, once the employer writes an email, he must accept the possibility of
monitoring. The commissioner does not expressly state this in this recommendation, but
alludes to the fact that consent is regarded as having been given in this case by the writing of
the e-mail.
The very same recommendation also states that ‘the employer has the right to ask the
employee to print out the sent or received official e-mails. […] If the e-mail address is
allowed for use solely for official purposes, the employer also has the right to monitor the
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heading of the e-mails […] and ask for a specific e-mail to look into’.321 The employee can
only refuse to show this email if it breaches a third party’s privacy rights, but, if the employee
still refuses to show the e-mail written by him referring to the third party’s right of privacy,
the employer may impose labour law sanctions – states the recommendation.
In our opinion, for monitoring and examining an official email written by the employee no
consent is needed; it is based on the labour law rules on the right to monitor and so derives
from the employment relationship of the parties. Once the monitoring of email is based on the
employee’s consent, this consent can be withdrawn without sanction – although in practice
this would not work.

2.2.1.3. Judicial case law
There is no judicial case law in connection to the use of computers and emails by the
employees or the privacy issues of monitoring Internet usage, however there was a notable
case in which the court had to decide whether the private use of the computer and Internet
may be legal grounds for the unusual termination of the contract of employment or not.
In this case, the employee visited – among others – erotic websites on the Internet, using both
his own and a colleague’s computer. The Supreme Court says that this behaviour can be
regarded as a serious breach of the contract of employment, since private use was forbidden,
and so this activity was a legal ground for terminating the contract of employment. 322 We
should, however, mention that the judgement did not refer to how the employer obtained the
information about the websites visited, and whether collecting this information was lawful or
not.323

2.2.1.4. Academic papers, scientific opinions
2.2.1.4.1. Issues connected to the monitoring of computers
After analysing the case law of the Commissioner, HEGEDŰS adds some comments:




In the case of private files, not only inspection but also copying and erasure are
unlawful. The employer is not allowed to remove these files unless he unsuccessfully
called upon the employee to carry out the deletion.
As far as possible, the monitor of the computer shall not be carried out manually but
by automated means.324

2.2.1.4.2. Issues connected to the monitoring of Internet use by the employees
Academic papers firstly distinguish between the official and the private use of the Internet in
the workplace. Generally it is the employers right to determine the conditions of Internet use:
he may allow or prohibit it. The main problem is that, in practice, it is usually unclear and the
employee may use the Internet for private purposes with the tacit consent of the employer. 325
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If the employee may use the Internet for private purposes, the employer cannot monitor the
websites opened.326 If Internet use is only allowed for official purposes, then the employer
may monitor usage, but only if the employer gives his consent, and only if the employee was
informed about potential monitoring. Other data protection principles, such as proportionality,
should also be borne in mind.327
Besides the content of the websites visited, the monitoring of other relevant traffic data may
also be important (e.g., too much traffic may mean illegal downloading and copyright
infringement). There are no general rules concerning traffic data. Although ARANY TÓTH
refers to the applicability of the provisions of the Electronic Communications Act, 328 we still
think that the employer is not a subject of this regulation.329
Academic papers generally suggest other methods of restricting the private use of the Internet
such as filtering some websites by keywords, or only allowing certain (listed) web pages to
open.330 Although these are privacy-friendly methods, we think that, in practice, they are
complicated and rarely work well. Another way may be ‘Anonym filtering’ with which a
message can be sent to all employees to stop private use331 – this can work in practice.
2.2.1.4.3. Issues connected to the monitoring of email communications
Firstly, the relevant academic sources point out that the e-mail is also a subject of the
protection of correspondence, similarly to the traditional mail,332 and also a subject of the data
protection regime if the e-mail address and/or the content can be attached to a natural person –
as, in practice, it normally can.
Secondly, the relevant legal literature also emphasises that the content of the e-mail belongs to
two parties and so is the personal data of both sender and receiver, one of whom may be a
person outside the workplace. Hence the required legal basis for processing such personal
data may be the consent of both parties.333 We should add that, in practice, it would not be
easy to obtain the third party’s consent, which would need to be based on proper information
provided about the data processing.
Thirdly, the official or private character of the email is also a key issue. Private emails cannot
be monitored by the employer unless the employer and the third party give consent. 334 We
think that, besides consent, a further requirement has also to be met: a legitimate reason to
monitor private emails. In practice it is quite rare that the employer would have any legitimate
interest and purpose in monitoring private email, except for one clear case: to separate the
private from official e-mails in order to examine the latter. According to academic papers, the
right to read the content of emails by the employer is still restricted even if it is an official e-
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mail address; it also has to be based on the consent of both the employer and the third party –
consent is regarded as given if the employer knows of possible monitoring.335
Fourthly, academic papers also distinguish according to whether the e-mail was written by the
employee or was received from a third party.336 This distinction is based on the Data
Protection Commissioner, and some authors agree, 337 whilst others do not: ARANY TÓTH
expresses the view that e-mails should have been granted the same, or very similar, legal
protection regardless of the parties.338 Although we admit that the same principles apply to
both categories of e-mail, we agree with the distinction since the legal basis is different in the
case of e-mails written by the employee compared to those written by a third party. In
practice, however, it is hard to realise this distinction.
Finally, ARANY TÓTH mentions the issue of the traffic data of an email, and she suggests that,
for processing these data, the principles of the Electronic Communications Act 339 should
apply.340 Although we agree that it is useful to use the provisions of the ECA, we should
mention that an employer is not subject to the ECA even if he acts as a special ‘service
provider’ of the Internet, e-mail, or as a host-provider. This is quite problematic, since the
data processing attached directly to these services (e.g., traffic data) is not derived from the
employment relationship, and so the legal basis of this data processing is at least questionable.
Generally, the issue of the employer’s legal position as a service provider is something of a
black hole: neither the Data Protection Commissioner nor academic papers 341 deal with this
issue at all.
By way of summary, it would seem that the issue of monitoring an employer’s e-mails is quite
contradictory both in respect of the Data Protection Commissioner and of academic papers,
which are mostly based on the fact that the legal basis for such data processing is unclear.

2.2.2. German regulation
2.2.2.1. The employer's right to monitor personal computers or notebooks,
internet and email usage
As a rule, there are no separate regulations in contracts of employment regarding the use of
personal computers and notebooks. The activity of the employee is often described only
generally and reference is made to workplace or job descriptions only rarely. 342 The use of
PCs and notebooks is regulated individually on the basis of the right to manage of the
employer, as the owner of the operational means and whose legal norm is the economy of
operation in accordance with Article 315 of the Civil Code.343 The common result of this is
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that the duty of the employee is to use the equipped workplace for official purposes. 344 In
exceptional cases, in accordance with the provisions of Article 315 of the Civil Code,
individual colleagues may be released from this obligation, which can often be the case with
older colleagues who are rather afraid of using technology. 345 Regarding this, it should be
noted that certain work conditions may not consolidate over a longer period of time either to
the extent that they would become unilaterally unchangeable components of the contract.346 In
addition, the general principle of equal treatment set out in Art. 3 Sec. 1 of the basic
constitutional law347 requires the employer to equip all comparable work places with
computers.348 There is the duty not to treat individual employees or groups of employees for
irrelevant reasons more unfavourably than other colleagues in a comparable situation. 349
Regarding the transfer of a PC/notebook, in the case of notice to quit or exemption, the
obligation to return it must be provided for in the employment contract. 350 By this the
employer can assert different claims concerning the return, as he deems appropriate. 351
As the owner of the means of operation,352 the employer basically has the right to decide
freely about whether and to what extent he would like to allow his employees the use of
internet and e-mail-services.353 Thereby the employee may basically neither claim permission
for private use,354 nor may the internet be used for private purposes in the absence of the
employer's permission (no matter whether expressis verbis or implied).355 In emergencies or
in urgent cases,356 private use is exceptionally permitted, irrespective of the type of
communication means used.357 Generally, on the other hand, such use is forbidden which
violates the law or is obviously contrary to business interests.358
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2.2.2.2. Cases from the jurisdiction359
The jurisdiction has already dealt on several occasions with the use of computers and the
corresponding control over them.360 The question of the extent to which the employer may
monitor official internet communication has not so far been the subject of the highest judicial
jurisprudence.361

2.2.2.3. Academic debate
The private use of e-mail and internet is often neither specifically forbidden nor explicitly
permitted by the employer.362 The question arises how to consider this situation in legal terms.
Even if no general answers can be given in this context, there are some principles that could
develop concerning the private use of e-mail and internet in the workplace, which should be
described in the following.
2.2.2.3.1. In the absence of an explicit regulation the private use is not allowed
Partially the position is that in the absence of an explicit regulation, private use can be
allowed.363 The employee could assume that such actions are tolerated, because the use of
operational technical equipment to an appropriate extent could be a socially acceptable
gesture by today's standards.364 This view, however, misjudges the fact that, due to lost
working hours, the employer suffers considerable damage from his employees.365 On the
other hand, the employer is still the one who decides on the use and application of operational
means, and so the employee must not assume that he is entitled to private use. 366 In this
respect private use is principally to be excluded without explicit authorisation or toleration by
the employer.367
2.2.2.3.2. Explicit and implied regulations of use
Private use can be explicitly regulated by means of mailing circulars to the entire personnel
(total commitment), by individual contractual clauses or in-house agreements.368 Furthermore,
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the set up of a private e-mail address through the employer is to be considered as implied
authorisation of private use.369 The mere provision of internet access, however, is to be
considered differently.370 In addition, tacit authorisation could be the case where, despite
having knowledge of the private use of the operational means of communication, the
employer does not intervene, and consequently the practice is apparently tolerated by him.371
2.2.2.3.3. Operational practice
It is debatable, in the absence of a specific agreement, whether or not the employee may claim
private use according to the principles of operational practice and due to the implied
behaviour of the employer. This would be conceivable if, the simple toleration of private use
by the employer over a longer period of time would have such explanatory value on which the
employee could sufficiently rely.372 This is rejected by the view whereby,373 among other
things, it is argued from the position of the employer as the owner of the equipment.
Therefore, the principle should be applied that all acts by the employee which are not
explicitly permitted are forbidden.374 Through private use, or by overriding the scope of
permission specified by the employer, the employee commits a breach of duty which the
employer does not have to accept.375 This view, however, misjudges the qualitative difference
between simple omission and toleration.376 Whilst in the case of omission it is the behaviour
of the employer that does not allow the creation of a situation of confidence, the situation is
different in the case of toleration. Here the employer has knowledge of private use and
accepts this over a longer period of time377 without complaint.378 The extent of toleration in
accordance with Articles 133 and 157 of the Civil Code is to be interpreted with an objective
onlooker’s vision, and so from the perspective of an employee with common sense - and by
taking into consideration mutual work contract interests.379 Consequently, the contractual
primary and ancillary obligations of the employee comprise the standard to be used to
determine where one stands.380 This is maintained within the scope of his primary obligations,
while the former is primarily to fulfil his work responsibilities in such a way that neither the
Above all else with respect to § 75 Abs. 2 Satz 1 BetrVG such agreements more frequently produce a just effect
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369
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quality of the results of his work nor his productivity is disproportionately negatively affected.
In this context, the implied authorisation of use is limited by excess prohibition,381 whereby
the individual cases must be considered individually by taking particularly into account the
existing work load on the employee. Therefore, the extent of use is regularly limited to times
when operational interests are not impaired.382 These are periods where the employee does not
have to fulfil duties or – as in the case of a lack of work – can do his job with breaks and time
to spare.383 Likewise, within the scope of their contractual ancillary obligations, employees
must respect the operational and financial interest of the employer. 384 In addition, the
employer subsequently cannot merely specify the limits of the permission for use, 385 but he
can also prevent the development of operational practice in advance, by specifying adequate
regulations in the bylaws and service agreements 386 for reasons of legal certainty387 - and by
enforcing and monitoring compliance with the prohibition of private use by means of
monitoring 388and also by formally sanctioning the offences.389
2.2.2.3.4. Restriction and withdrawal of permission
Restrictions of the permission for private use can be imposed in terms of time, place and
content.390 Also, the employer has the possibility to withdraw permission for use as long as
the private use was permitted as a voluntary service without intent to enter into a
commitment.391 On the other hand, on the basis of the labour contract, or if permitted, on
operational practice, the employee has already claimed private use, the withdrawal of
permission must be preceded by notice of termination pending a change of contract.392
2.2.2.3.5. Allowed extent of monitoring e-mails and internet use
The question arises as to whether, and to what extent, monitoring of employer-provided email and internet use is permitted.393
Limits of purely official and private internet communication394 as the starting point for
the extent of the employer's surveillance power
Basically, it should be noted that the extent of the employer's powers over private e-mail and
internet use is significantly lower than in the case of purely official use, and so a clear
381
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distinction must be made.395 Use, basically, always has an official character if it is designed to
promote the work.396 Such exists if the internet communication shows some reference to the
official tasks of the employee and corresponds to the objective interests of the employer.
These also include private use for official reasons, which, for whatever reason, are performed
from the sphere of the employer. Such use is permitted due to the employer's duty of care in
accordance with Articles 611, 242 of the Civil Code.397 Further, the social exchange at work
can be assigned, even through e-mail traffic, to the sphere of official use.398 In fact, the
employer cannot prevent this totally.399 All other forms of external communication are to be
assigned to the private sphere.400
Monitoring of official internet communication (banning of private use)
If there is a ban or prohibition on the private use of e-mail and internet and this is
implemented by the employer, the admissibility of storage and the evaluation of the
employee's traffic data401 is to be judged according to the contractual purpose of Article 32
sec. 1 of the Federal Data Protection Act402 by taking into consideration the employee's right
to informational self-determination.403 External data (e.g. sender and receiver of the emails,404 time of sending) can serve as connection data in relation to the e-mail traffic.405
Concerning internet use, the time of accessing a site,406 the duration of the internet use and the
protocols of accessed websites,407 as well as any expenses incurred408 (for instance for reasons
of the control of abuse and cost control),409 or the prevention and removal of interference with
the EDP410 system can play a role. When making the necessary assessment, the interests of the
employer have basic priority regarding purely official use. Thereby, as a rule, regarding at
least a regularly monitored prohibition of the private use, it is assumed that the monitoring of
the purely official use of e-mail and internet is accepted.411 The monitoring of e-mail in terms
395
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of content will then not result in the violation of the employees' right to informational selfdetermination, since they, considering the prohibition of private use, must accept the fact that
the communication takes place not only in the relation to the receiver. 412 Hence, by permitting
purely official use, the employer may, in general, only store the employees' data 413 for which
he has extensive monitoring possibilities available. In this way, in standard web-browsers he
can obtain knowledge of the cache contents and can draw conclusions as to the surfing
conduct (e.g., Internet addresses, time of access to a website) of the employees.414 In addition
to this, by means of detailed log files 415 the employee's data traffic can be analysed.416 It must
be noted that the allowed extent of protocol and the scope of data to be analysed must be
carefully verified and determined in advance.417
Monitoring of private internet communication
Far more complicated is the legal status in the case of the private use allowed in addition to
the purely official use (so-called mixed use).418 If such permission exists, then not only do the
provisions of the Federal Data Protection Act apply, but, in accordance with Article 3 No. 6 of
the Telecommunication Act419 and Article 2 Sec. 1 No. 1 of the Telemedia Act, the employer
is to be considered as service provider.420 This has the consequence that he becomes subject to
the legal telecommunication restrictions of § 88 et seq. of the Telecommunication Act and §
11 et seq. of the Telemedia Act. The provisions shall apply even if the employer restricts the
scope of use in terms of time or in scope and employees exceed these specified terms and
conditions of use. Ultimately, by this, monitoring or inspection of the communication data is
always de facto concealed to the employer.421 Partly it is believed that, by making a written
general declaration, employees release the employer from respecting the telecommunication
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secrets and could, therefore, have control over authorised private use. 422 An opposing opinion
proposes to restrict this possibility, at least to the extent that it would be necessary to
determine (depending on each case), whether there is a corresponding written declaration of
approval for the respective communication type or for the clearly imminent process. 423
Monitoring of internet and e-mail use within the scope of application of the
Telecommunication Act
From Article 88 Sect. 2 of the TKG there comes, according to the prevailing view that, in
compliance with his status as a service provider, 424 the employer has the obligation to protect
telecommunication secrets.425 This has its effect on the extent of the protection of the
employee. Hence, the employer may basically note the content of the internet communication
if the private use of the internet is permitted. 426 As is clear from Article 88 sec. 3 sentence 1
and sentence 3 of the TKG, the inspection of the content as well as the closer circumstances
of telecommunication and the disclosure to third parties is only permitted if this is required for
those named purposes and to the extent that it is permitted by the TKG or by another law
referring to telecommunication activities. However, first of all, the obligation to notify set out
in Article 138 of the German Penal Code must be met (cf. Article 88 sec. 3 sentence 4 of the
TKG). In accordance with government reasoning427 even de lege ferenda nothing alters the
fact that the employer is classified as telecommunication supplier. 428 The inspection of emails by the employer is not only denied when e-mails are stored in an external mailbox and
are only accessible via the internet, but, due to the factual possibility of access through the
provider despite the user's password, it is, in consequence, beyond his control. 429 Rather, there
is a comparable situation, where - as usual - e-mails are downloaded from the e-mail server of
the employer into the mailbox of the employee, which is installed as a program on the
employee’s computer. Since the computers of employees are connected through a corporate
network with the employer's e-mail server, the system administrator can technically access the
mailbox of the employees, by resetting the password and thus enabling monitoring. In
addition, it must be noted that the employer, as owner, may at any time demand that the
employees return the relevant terminals (eg. PC, laptop, Smartphone). These reasons speak
for the fundamental extension of protection of Article 10 of the Basic Law on E-mails that
have already been transmitted and opened, as long as these are in the mailbox of a computer,
which can be accessed via the corporate network without the consent of the employee.430
Additionally, it is to be noted that the employer within the meaning of service provider in
accordance with Article 109 Sect. 1 No. 1 of the TKG is required to make appropriate
technical arrangements and other measures in order to protect the secrecy of
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telecommunications and personal data. In addition to technical and organizational measures,
this also includes monitoring measures taken regarding the maintenance of the stipulated
principles.431 Specifically, unauthorized persons must not obtain knowledge of connection of
data, for example, those arising from telephone calls or the use a database, and the scope of
those eligible to obtain knowledge must be kept as narrow as possible.432
Monitoring of internet and e-mail usage within the scope of application of the
Telemedia Act
Since the employer either himself offers specific services or, at least, mediated in access to
such, the data protection obligations set out in the TMG must be observed regarding the
monitoring of private internet communications.433 In accordance with Article 1 Sect. 1 of the
TMG, all electronic information and communication services which are not classified as
telecommunication services or broadcasting fall under the concept of telemedia service. 434
The delimitation of scopes of application of the TKG and TMG depends on whether the
question concerns the technological transmission process as such (TKG) or the preparation or
use of the transmitted content (TMG).435 Here, Article 11 sec. 3 of the Telemedia Act restricts
the scope of application of telemedia, which consist mainly436 of the transmission of signals
over the telecommunication networks and are, therefore, also subject to the TKG. 437 Offering
the private use of corporate e-mail and other internet applications to employees is also usually
considered as telemedia.438 For the employer it follows that, as a rule, it is not permitted to
resort to the employee's data resulting from private use, by means of monitoring the
communications or performance of the employee.439 Then, according to the TMG only the
data protection provisions of Article 15 para. 8 of the TMG (assertion of right), as well as the
corresponding penalty provision of § 16 para. 2 No. 4 of the TMG, are applied with respect to
the collection and use of the personal data of the user, cf. § 11 sec. 3 of Telemedia Act. There
could be deviations but only in the case of the voluntary explicit consent of the employee. 440
In the event that the scope of application of the Telemedia Act, beyond the scope of Article 11
para 3 of the TMG, is broadened, and on the basis of the principle of data avoidance and data
economy, care must be taken that, by developing and selecting the technical equipment, no (or
as little as possible) personal data is collected, processed or used. 441 Also, the employer must
respect the principle of anonymization and pseudonymization laid down in Article 13 para 6
sentence 1 of the TMG, where this is technically possible and reasonable. Concerning this, in
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accordance with Article 13 paragraph 6 sentence 2 of the TMG, the user is to be informed.
The duration of use must not be recorded. Furthermore, the checking of free services is
forbidden.442 In accordance with Article14 para. 1 of the Federal Data Protection Act, the
service provider may collect and use the user's personal data only to the extent that is
necessary for the establishment of, is contextual to, or for the modification of a contractual
relationship between him and the user concerning the use of telemedia (so-called inventory
data). These data relate only to the contract as such, and not to its implementation.443 In
addition, § 15 paragraph 1 of the Telemedia Act stipulates that the service provider may only
collect and use the user's personal data to the extent that it is necessary in order to enable and
give account of the use of telemedia (so-called usage data).
Preventive control of e-mails in accordance with the Federal Data Protection Act
In addition to the specific telecommunications right of data protection, the regulations of the
BDSG also apply. The question is, first, whether Article 32 of the BDSG can be used to
permit the preventive monitoring of e-mails. It is conceivable, regarding this, to consider
Article 32 Paragraph 1 Sentence 2 of BDSG. As is apparent from the wording, it is necessary
to specify basically that the actual evidence should justify the suspicion that the person
concerned has committed a criminal offence within the employment relationship. In the
preventive monitoring of e-mail-traffic, this may be suspected, but the evidence is not yet
strong enough, so that Article 32 paragraph 1 sentence 2 of the BDSG does not constitute
valid permission. Valid permission could, however, result from Article 32 paragraph 1
sentence 1 of the BDSG. Preventive controls could then be required to fulfil the purpose of
the employment relationship. At this point, reference can be made again to Article 88 of the
TKG. In accordance with Article 88 paragraph 1 old. 1 of the TKG, the content of the
communication, i.e., the text of the e-mail is subject to the secrecy of telecommunications. As
an exception, Article 88 paragraph 3 sentence 3 p 2 of the BDSG allows the employer, as a
service provider, to gain knowledge of the content of telecommunication when another
statutory provision provides for this and when, at the same time, reference is made
specifically to telecommunication processes. However, Article 32 of the BDSG does not
function simply as such derogation, so that this, as the legal basis for preventive measures
through the monitoring of e-mails, is eliminated.444

2.2.3. Conclusion
No specific Act was found regulating this topic in Hungary or in Germany. From the case law
in the area of computer and Internet surveillance in workplaces we conclude that the findings
of the courts are rarely examining cases from a personal data protection perspective, most of
them are based on arguments from Constitutional law, Civil law, Criminal law, or Labour
law. On the other hand no clear limits had been appointed by these on the question regarding
to the extent which the employer may monitor computer usage, internet and email
communication. The jurisprudence of data protection authorities deals with individual cases –
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in these they consider all the unique circumstances of monitoring, which may vary on a large
scale – therefore this can refer only to the negative borders of applying surveillance
technologies, and cannot be treated as a coherent legal background on the rules of monitoring
technologies. The summary of the research in these issues is that we have to examine the
computer, Internet and electronic correspondence monitoring systems and processes in the
given situation case by case to determine the limits of their legitimate use.

2.3. Regulation of social networks
Technological advances, especially in recent years, were also accompanied by the
development of so-called social networks, which have now to be seen as an integral part of
everyday life and enjoy great popularity.445 This raises the question of how to resolve the
tension arising in this context between, on the one hand, self-realization, freedom of
expression and social interaction and, on the other hand, informational self-determination of
users and non-involved third parties446 by taking all interests into consideration.
There is a rather high risk that employees use social networks for private purposes in working
hours, and so monitoring usage may be important for the employer, but may also breach the
employee’s privacy, and also raise data protection and labour law issues.447 A negative
message sent on a social network may affect the loyalty of the employee or even damage the
reputation of the employer. Besides this, the timing of a comment or any other activity may
reveal the fact that the employee was using Facebook during working hours. In order to
follow the technologically driven social changes form a legal point of view the Article 29
Data Protection Working Party adopted an opinion on social networks in 2009, 448 what can
serve as a basis when building a common jurisdiction in the Member States.

2.3.1. On the nature and functioning of social networks
The term social network refers to internet platforms that allow an individual to present
himself.449 In their functioning, there is almost no difference between the individual networks.
The user first registers on the platform by creating a profile with a username 450 which is
secured by a user ID and password. In this context, it is also the user who decides what and
how much information he discloses. Depending on the structure of the social network, this
information may be both private and professional in nature.451 Whilst in professional networks
it is primarily information on the employment history and of the activity carried on which
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play a role,452 in private networks these are supplemented by information such as the
relationship status.453 The disclosure of this data includes, at the same time, the consent of the
person concerned.454 In addition to the simple presenting of one's own person, social networks
also allow interaction with other members, either by individual communication (messages,
chats, posts), by joining discussion forums or by networking with other users (either directly
or indirectly through joining interest groups). The general linking of individual profiles which
develops on the basis of multiple interactions ultimately creates the network.455

2.3.2. The importance of social networks in the digitized world of work
In the digital world of work social networks are becoming increasingly important. There is
now not only an enormous influence on the world of work attributed to the field of social
media, but the forecast of the future relevance of social networks is also optimistic. 456 For
example, the shift of social network functions into the company is emphasized as the most
important future trend in the industry.457 This development naturally brings along not only
advantages, but holds also significant risks for the employee regarding the handling of his
personal data.458 In order to create personal profiles, data is collected from generally
accessible sources by means of a so-called ‘crawler’.459 The data to which particular
importance is attached are above all those from social networks.460

2.3.3. Hungarian regulation
2.3.3.1. Legislation
There is no special regulation in this field, and so the general rules of the Civil Code, Data
Protection Act and Labour Code are applicable.

2.3.3.2. Case law of the Data Protection Commissioner
Generally, this problem is not commonly met in Hungarian legal practice and legal literature –
except in one new paper which focuses on the labour law issues of social networks.461
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2.3.4. German regulation
2.3.4.1. Cases from the jurisdiction
So far there has been no court decision made, which had as subject matter the sanctioning of
employees by their employer due to the use of Web 2.0.462 The same applies to sanctions
imposed due to the monitoring of social networks by the employer. However, due to the
growing popularity of the portals, a discussion within the judiciary on this subject is regarded
as vital.463

2.3.4.2. Academic debate464
As already mentioned, in accordance with the right to manage, the employer may, in
principle, be free to prohibit the use of the internet completely at the workplace. Nevertheless,
the principles which are applied here do not, by a long way, correspond with reality. Rather,
using the internet for official purposes and also private use are an integral part of business
practice.465 This raises the question of the extent to which the employer may make use of his
right to manage regarding online self-presentation by employees. Then again, this depends on
whether it concerns a private or a professional network.
2.3.4.2.1. Right to manage regarding self-presentation in private social networks
It is fundamental to emphasize that in principle, the employer may only issue instructions
which are related to the activities of the employee. 466 The jurisdiction has already declared
that the personal circumstances of an employee may be disclosed only to the extent to which a
legitimate, justified and equitable interest of the employer exists in relation to the employment
relationship.467 This leads to two limitations of the right to manage by the employer regarding
the appearance of workers in a private social network: first, regarding the employee's private
handling of the content of social networks, the employer simply must not give instructions.
Secondly, social networks which mainly serve to offer private presentation to the employee
are completely closed to the employer.468
2.3.4.2.2. Right to manage regarding self-presentation in professional social
networks
The picture concerning the legal situation regarding employees in professional social
networks is different. It should first be noted that employee data are disclosed not only
462
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internally, but basically on a generally accessible platform on the internet.469 Therefore, the
disclosure of this data depends fundamentally upon the consent of the worker concerned. 470
An exception occurs when the data are required to meet work requirements, or it is customary
to disclose such.471 In the public sector, according to the Federal Administrative Court, at least
when no safety concerns preclude it, the disclosure of the name, function, and official contact
information of those officials who are responsible for external relations shall be considered as
permitted by law.472 Concerning this, some country data protection authorities express
themselves rather critically in respect of the fact that, by crossing borders, the data are also
available in countries without adequate data protection standards.473 Ultimately, as a result, it
is possible for the employer to arrange only an incomplete profile in official social networks
according to the right to give instructions.474
2.3.4.2.3. Requirements of the right to manage in terms of content
The employer is entitled to develop the use of the internet, by prohibiting or restricting it. In
this respect the principles applicable to communication via e-mail also apply to the legal
assessment of social networks. In contrast to simple internet use, within the social networks
interactions take place between individual users. Compared to sending purely business emails, the monitoring of communications in social networks is, for the employer,
disproportionately more difficult.475 In addition to this factual issue, the question from a legal
perspective is whether the view of subjecting official e-mails to the possibility of monitoring
by the employer,476 may be carried over to monitoring exchanges within social networks. It
seems highly questionable that messages sent in social networks be classified as corporate emails or as business letters (Article 257 of the German Commercial Code.) 477 However, a
parallel can be drawn concerning the fact that in both cases the communication takes place in
the form of text and constitutes part of business communication, hence giving the company
the right to do so. Ultimately, however, there is no complete agreement, as it cannot be clearly
established whether, for example, such statements of the employee in discussion forums have
been made on behalf of the company or whether they are expressions of the employee's own
opinion. It is recommended to differentiate according to the relevance of the topics to the
company. According to this, topics irrelevant to the company should rather be assigned to the
private sector, whilst those in the corporate sector should be in the form of statements
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concerning its products.478 However, the company should be involved if the question concerns
the correspondence of employees with customers, if performed within the framework of their
activities and where project-related factors are the subject matter.479
2.3.4.2.4. Dealing with employee data on termination of employment
At the latest with the termination of the employment relationship, the question arises as to
who holds the rights to the user's account of the social network and to the corresponding data
(such as business contacts and customer relationships).480 After leaving the company, the
employee is obliged to return any and all equipment provided to him.481 A user account is
surrendered by the disclosure of the relevant access data. 482 Concerning this, however, the
employee is only required to do so if membership in the social network was funded by the
employer or the user account was made available to him otherwise but nevertheless by the
employer.483 Such a claim for surrender is not justified by the mere establishment of a user
account in the network with the knowledge and intention of the employer. If the employee is
subject to an obligation to return, he has the right to delete personal data before handing over
the user account. This applies even if the employer was allowed only purely official use.
Since, even through purely business-related dealings with clients, content with private
references can be exchanged, the employer cannot assert any economic interests in such.
Should the employer gain knowledge of these data, this would mean an unlawful interference
in the personal rights of employees.484 On the contrary, even if the employer does not require
the employee to disclose the access data, the employee may be required to make available
certain data contained in his account.485 Thus, such data must be disclosed to the employer
which are required to carry on the business of the employee that is, for example, any customer
files486 or customer data487 created by the employee. In addition, the obligation to surrender
also covers the business correspondence relevant in economic terms, either regarding current
projects or those documents which are ipso jure required by the employer.488

2.3.5. Conclusion
So far there has been no cases taken to the courts or to the data protection authorities
regarding the use of social networks in the workplace, however the spreading of these sites
and the more employee joining and log into them will turn this subject regarded as vital, and
start a discussion within the judiciary. Another point worth mentioning is that without the
existence of relevant case law in any of the examined countries, German academic sphere is
478
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on a significantly higher level of debate concerning the use of social networks in workplaces
than Hungarian data protection experts.

2.4. Monitoring of telephone calls
The employer may also have an interest in monitoring his employees’ telephone calls, 489
especially telemarketing calls, sales follow-up calls, and technical support calls.490 It is
usually necessary for the employer to be able to monitor the use of voice telephony (mobile or
fixed), especially in cases where the cost of telephone usage is covered by the employer. On
the other hand surveys show that we have extended our expectations of privacy for phone
calls in the workplace, employees believe that that no one is secretly listening in to a call. 491
In addition it has to be stressed that audio surveillance is a broad category that includes
sounds within, and also outside of human hearing, although covers computerized technologies
used to analyse the content of the communication or stress level of the subject.492 These allow
a much broader range of application:








Eavesdropping stands for the common voice surveillance of other people’s
conversation, which is often applied in the context of relationship difficulties or
business spying.
Wiretapping is a rapidly developing technology used mainly by law enforcement
agencies to investigate and convict cases related to violent crimes and drug trafficking,
usually it refers to a court-authorized covert monitoring of conversations.
Mobile listening or recording, also known as “wearing a wire” has a questionable
legality, as it is sometimes covers the use of hidden microphones and transmitting or
recording devices for the purpose of monitoring or saving the information of a
communication. In the workplaces they can be applied to safeguard personal rights,
employees and potential employees sometimes wear a wire to record incidences of
discrimination, sexual harassment or workplace abuse.
Sound monitoring and listening devices may be installed to monitor safety around
industrial equipment and to enquire about employees working in hazardous areas in
general, used primarily with laser or electronic listening equipments placed in working
areas.493
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2.4.1. Hungarian regulation
2.4.1.1. Legislation
There is no specific regulation concerning the use of telephones by the employees, although it
is indirectly regulated by the Civil Code; by the Law on Electronic Communications;494 by the
Labour Code; and also in general by the Personal Data Protection Act.
The Civil Code gives protection to personal secrets, including the secrecy of communication,
and it also provides protection against the voice recording of individuals as one element of
general personal rights.495
Voice telephony services are regulated within electronic communications regulation, although
there are no employment-specific rules. Service providers are obliged not to disclose traffic
and location data without the consent of the user.496
The Labour Code provides the possibility for employers to limit the use of equipment
provided for work purposes - which includes the possibility of defining the conditions for
telephone usage.497
Telephone usage always involves the processing of personal data and so the rules laid down in
the Hungarian Personal Data Protection Act shall also be applied to the use of telephones by
employees.

2.4.1.2. Case law of the Data Protection Commissioner
The processing of personal data of the employees relating to the use of voice telephony
technology is a recurring issue for the Commissioner. The most important recommendations
issued recently are taking into consideration the following subject matters:




Monitoring telephone and internet use of the employees;498
Monitoring the use of telephone in the workplace in respect of personal income tax
regulations;499
Recommendation on accessing data on telephone calls made by public servants.500

The approach of the Commissioner can be summarised by the following factors:




Employers have the right to monitor the telephone usage of employees, although
they do not have the right to access call history or to request service providers to
provide data concerning the numbers called and received telephone calls and their
duration, since data concerning telephone calls are containing not only the personal
data of the employee but of the other party to the individual calls.
The same rule applies to cases when personal income tax-related rules handle in
different ways the expenditure on personal and official calls.
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The Commissioner recommended sharing the cost of telephone usage between the
employer and the employee at a pre-arranged rate, or by defining the maximal cost
which an employer should pay, rather than by means of an item-by-item checking
of all calls.
If an item-by-item review of official and private calls cannot be avoided, then the
selection of private and official calls can only be done by the employee. In this case
the employer shall be provided with the list of calls in a sealed envelope and the
employee should mark the official calls, simultaneously making the numbers
illegible.

2.4.1.3. Judicial case law
There is no judicial case law in this specific field.

2.4.1.4. Academic debate
In the legal literature further summaries of the recommendations of the Commissioner can be
found.501 ARANY TÓTH suggests the creation of specific rules of electronic surveillance (e.g.:
‘phone, GSM, camera, internet usage etc.) of employees within the framework of regulations
relating to the employment relationship. ARANY TÓTH argues that there is a need for such a
regulation, since the current rules of law on data protection do not provide sufficient guidance
as to the situations in which the processing of the personal data of employees is possible,
therefore in employment relationships, the consent of the employee as the basis for personal
data processing is always questionable.502

2.4.2. German regulation
2.4.2.1. Cases from the jurisdiction
In fundamental decisions of the BAG503 and the BVerwG504 concerning outgoing official
telephone calls, the employer was basically entitled to the right to collect, store and use
telephone data for cost control and cost accounting purposes.505 Should the employer wish to
overhear a phone conversation for later evidence, the consent of the external conversation
partner is usually needed.506 In the special work situation of a call centre, open listening-in is
permitted by law for performance assessment purposes only to the extent to which it serves
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the training process and takes place in the most unobtrusive way - hence limited to the
probationary period.507

2.4.2.2. Academic debate
Regarding the admissibility of the recording and monitoring of telephone calls and telephone
communication data, it is mainly the explanations regarding the monitoring of e-mail and
Internet use which apply. The assessment of the legitimacy of the surveillance measures
depends therefore again on the question as to whether the employer also permits the private
use of official landline and mobile phones.508
2.4.2.2.1. Permitted private use
A worker does not have the right to use official telephones for private purposes. 509 Should the
employer have allowed private use, again, the provisions of the TKG are applied with the
result that the employer's monitoring options are possible to a clearly much more limited
extent.510 Phone call data (destination number, time and duration of the call, number of charge
units incurred) may be collected and controlled in accordance with Article 96 paragraph 1 of
the TKG511 only if they are needed for billing purposes, see Article 97 of the TKG. This is
conceivable if private use is permitted only against payment. 512 However, this is in practice
usually not the case.513 Regarding the volume of collected and used data, the full destination
number is unnecessary for cost calculation, since the area code is already sufficient for the
determination of the charging zone.514 If the employee can use a business telephone free of
charge, the employer may generally evaluate the communication data only in the case of
troubleshooting (Article 100 paragraph 1 of the TKG), or if there is a reasonable suspicion of
abuse (Article 100 paragraph 3 of the TKG).515 However, the employee's performance
assessment must not be linked to the collection of communication data. 516 Both listening to
and recording the content of telephone conversations are prohibited as interfering with the
right of the spoken word.517 Moreover, private conversations of the employee enjoy protection
through telecommunication secrecy as set out in Article 88 of the TKG. 518 Monitoring the
content of the conversation is limited to very exceptional cases. What might be conceivable
here is, for instance, the existence of reasonable suspicion of a crime against the employee,
which has a significant effect on the employment relationship (such as disclosing trade secrets
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or the sexual harassment of colleagues at work).519 Regarding the recording and monitoring of
telephone calls and communication data in the case of the permitted private use of official
mobile phones, there are no differences as to the legal situation regarding the monitoring of
landline phones.520 It should be noted that the employer may call the mobile phone of the
employee to ask his/her actual whereabouts.521
2.4.2.2.2. Exclusive official use
If only official use of landline and mobile phones is permitted to the employee, the scope of
application of the TKG is not broadened and the admissibility of surveillance measures is to
be measured against the provisions of the Federal Data Protection Act. 522 Since, however, the
employer does not act as telecommunications provider, violations of telecommunications
secrecy do not apply. The recording and monitoring of telephone communication data is
basically allowable.523 In the absence of monitoring of the conversation content there is no
interference with the right to one’s own words,524 although it does interfere with the
employee's right to informational self-determination.525 However, as part of the assessment
process, the legitimate interests of the employer in expense and abuse control are normally
given greater weight.526 Again, the full destination number does not need to be recorded, since
the first part of the called number is sufficient for cost control purposes.527 There can be
deviations from this in the case of abuse control, in order to provide evidence of private
use.528 Conversely, telephone communication data must not be recorded for general
performance assessment, even if the private use of telephones is prohibited.529 Regarding the
monitoring of the content of official telephone calls, a stricter rule than that apply to the
monitoring of e-mail content is used.530 Listening to and recording telephone calls is to be
generally considered as unlawful interference with the right to one's own word.531 In very
exceptional cases justification may possibly arise, if, for instance, there is well-founded
suspicion of a criminal offence which has an effect on the employment relationship.532
Ultimately this derives also from the wording of Article 32 paragraph 1 sentence 2 of the
BDSG,533 which can be used as justification for the detection of a crime committed within the
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employment relationship.534 The legal situation regarding open listening to official telephone
calls appears differently. This measure may be allowed for training and monitoring
purposes.535 Comprehensive employee monitoring is again unjustified. This argumentation
applies also in respect of the business use of mobile devices.536 Since normally the consent of
the caller does not exist, in the case of the use of ISDN technology the storage of his/her call
number as well as other data is specified according to Article 28 paragraph 1 sentence 1 No. 2
of the BDSG.537 If the incoming calls are private in character, this shall not lead to the
application of the TKG.538

2.4.3. Conclusions
As in both countries many forms of acoustic surveillance are in use for decades, the legal
literature had time to discuss various aspects of the practice, and authorities could build up the
legal framework around the legality of these technologies. Besides this fact the better
equipped workplaces and development in surveillance technologies will raise new legal
challenges in this field, and specific legislation may be drawn up for audio surveillance in the
future. From the case law of telephony surveillance we conclude that employees usually have
only limited rights to use official telephones, but it depends on the policy of the employer in
each case. If private calls are limited (or banned) in a workplace employer do not have the
right to access the complete call history of the employees or to request service providers to
provide data concerning their calls. Another point worth mentioning is that monitoring the
content of conversations in the workplace is limited in both countries to very exceptional
cases, and the third party, who becomes also the subject of the monitoring, shall always be
able to give or refuse his consent for this type of surveillance.

2.5. Video surveillance
The installation and large-scale use of CCTV systems is a very common phenomenon in
several fields of daily life, such as business activity, crime prevention, traffic monitoring,
transport safety and public or private security. CCTV cameras are often regarded as Big
Brother’s electronic eyes, as the hardware and software of these systems are increasingly
intelligent and the proliferation of these systems poses a major threat to the privacy of the
inhabitants of industrialised countries. The costs of installing these systems are falling by
degrees, and video captures can be easily fed directly onto the internet, so distant employers
can monitor numerous cameras.539 Thus, the frequent use of CCTV systems generates a great
deal of personal data, what can be used to create a personality profile of the employee, 540
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while on the other hand, surveys indicate that privacy expectations of employees in their
workplace are lower than outside working hours.541
Monitoring and supervision by the employer may cover the use of all the tools, implements
and equipment for the sake of protecting confidential knowledge and information, to monitor
safety and to check on employees working around hazardous areas. 542 However, beyond
determining the personal nature of certain data and the extent of monitoring rights, the actual
mode of supervision also poses awkward problems in the field of data protection regulation.
Due to the continuous pressure associated with video surveillance, personal rights are
especially at risk in the workplace,543 therefore giving the subject of various international
research projects in the last decade.544 The national level of camera use regulation in
European workplaces is heavily influenced by the general framework of the EU law, yet do
not cover all aspects of CCTV surveillance.545 The legal form and scope of video monitoring
regulations differ due to the implementation of EU directives in the Member States, even
there is a lack of specific legislation on this issue in some countries.546 In order to form a
common jurisdiction in this field the European Data Protection Supervisor issued a guideline
on video surveillance in 2010.547

2.5.1. Hungarian regulation
2.5.1.1. Legislation
Under the Hungarian regulation there are no specific rules in the Labour Code on the
installation and use of CCTV systems in the workplace, 548 and so we can only refer to the
general rules and try to draw rational conclusions for particular cases. The basic principles of
data protection are interpreted by the Data Protection Commissioner.

2.5.1.2. Judicial case law
In the Official List of Court Decisions we find total of 8 cases since 2007 in which the use of
a CCTV system in the workplace had any relevance. These cases were disputes concerned
with unfair dismissal and employment discrimination. Only one employee has filed a lawsuit
against an employer because of the installation and use of a hidden camera in the place of his
continuous work. In this case the court has applied only the provisions of the Civil Code, not
even mentioning the Data Protection Act, and decided contrary to the jurisdiction of the Data
Protection Commissioner, allowing this practice for the employer. 549 Consequently we have
no explicit court decision on the conditions of the legitimate use of video surveillance.
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A common feature of these cases was that the video record was not a matter of dispute but
merely a piece of evidence; both the court and the parties involved invariably accepted the
record as proof.550

2.5.1.3. Case law of the Data Protection Commissioner
The crucial point of debate on the legitimate use of CCTV systems is the goal of the
surveillance. In business life and in the working world, the main purposes are the protection
of property and the monitoring of employees. A further critical point, however, is the fate of
video images. In real time systems, technical or security staffs follow the images produced by
the cameras, but nowadays this is relatively rare. Current CCTV systems are equipped with a
mass storage device and video records are stored for a shorter or longer period. This mode of
use implies a major threat to privacy.
Video surveillance in the workplace is admissible only for legitimate purposes and no
departure from this rule is lawful. The Commissioner stresses that the current practice of
unlimited recording and storing of video images does not comply with the Act on Data
Protection. Employees should be informed of the installation of any such system and its
purpose must also be declared.551 The Commissioner stressed that the information must also
reveal whether or not the video images are recorded and stored. The employee is also
authorised to see and examine any records made of him/her.552
Surveillance and video recording is legitimate if the employee has been informed and has
consented. This also refers to the processing of personal data connected to this activity. 553
Consequently the operation of a hidden camera is a serious and extreme infringement of
Employee Privacy.554

2.5.1.4. Academic papers, scientific opinions
In the legal literature mainly summaries of the practice of the Data Protection Commissioner
can be found, with some further explanations of his recommendations and positions
concerning the camera surveillance. MAJTÉNYI identifies monitoring with the use of CCTV
systems as the core problem of privacy protection in the place of work. He draws attention to
the fact, that camera surveillance in these places can only be justified if the extent of invasion
to privacy is proportional with the rights to be protected by applying the monitoring system,
and data subject were properly informed about all the circumstances of the surveillance. 555 On
the accurate consideration of interests of parties concerned CCTV monitoring ARANY TÓTH
argues that the duration of operating cameras, the time of the day when the system is used,
and in some cases also the number of the data subjects observed have to be taken into
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consideration, as these details can reasonably affect the legitimacy of the surveillance. She
highlights that the individualized observation of a given employee, as well as monitoring with
the use of hidden cameras are unlawful acts.556 In her point of view the data subjects have to
be informed in details about the monitoring, which includes also the role of the recordings in
connection to the decision-making process of the employer, and the possible legal remedies.
She points out the interest groups of the employees should have more important roles and
functions concerning the operating of CCTV systems.557
HEGEDŰS shows that setting up camera surveillance, in some cases even independently from
their legality, is a common practice in workplaces, as these can be operated easily, and their
price is affordable. CCTV systems are frequently used not just for security reasons, but for
labour inspections, despite that none of the interests of the employer could serve as a lawful
reason for it, coming from the fact that continuous surveillance of the subjects could lead to
the distortion of the personality.558 On the effect of the camera surveillance of the citizens, it
has to be stated, that notwithstanding the numerous research projects and publications on the
topic, no clear tendencies can be driven up describing the personal outcomes of the subjects
after constant monitoring with CCTV.559

2.5.1.5. Self-regulation
One collective agreement of the Budapest Transport Company mentions the importance of
complying with data protection regulation: Point 3 of the 2nd Annex to the collective
agreement of the company has the title ‘Description of the regulation regarding monitoring f
drivers’. Point 3.1. describes the general guidelines which have to be followed during
monitoring. This is contained in the following general and short text: ‘During monitoring
conducted by camera and video camera, it is necessary to pay special attention to the
protection of personal data and the regulation of the Act on the Protection of Personal Rights.
Recordings can be used only for documenting the monitoring of the worker and with due
consideration to the Protection of Personal Data in materials aiming to prevent accidents.”

2.5.2. German regulation
2.5.2.1. Cases from the jurisdiction
In a number of decisions560 the Court has indicated that the privacy rights of employees takes
general precedence over the security interests of the employer.561

2.5.2.2. Academic debate562
In respect of methods of video surveillance, a distinction must be made between publicly and
privately accessible areas and between overt and covert systems.
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2.5.2.2.1. Video surveillance in publicly accessible areas, Article 6b of the Federal
Data Protection Act
After the re-introduction of Article 6b of the BDSG, a legal basis is provided in German law
for the surveillance of publicly accessible areas. Article 6b paragraph 1 of the BDSG regulates
the question of admissibility of the collection of personal data by means of optical-electronic
devices.563 It is clear from the explanatory memorandum, the objective of the standard is the
preservation of informational self-determination by means of an appropriate balance of
interests.564 A regulation should be developed, which on the side of the operator of the
installation provides for a restrictive practice, whereby video surveillance is limited to
sensitive observation purposes.565 Due to the fact that even the observation itself is recorded,
the relevance of data protection law shall not depend on whether or not the image material is
stored in the port.566 What is normally referred to by the provision set out in Article 6b of the
BDSG are public and private places within the meaning of Article 2 of the BDSG within the
framework set by the regulation. If video surveillance is conducted on behalf of the employer
by a contractor, according to Article 11 of the BDSG, in the case of contract data-processing,
the corresponding place shall continue to be so.567
Scope of application
The scope of application of Article 6b of the BDSG is limited to publicly accessible rooms.
Due to the literal meaning of the term ‘room’ what is to be understood is a three-dimensional
space - i.e., in addition to the floor, the space above this surface is also covered.568 In addition,
it is unclear what requirements a ‘publicly accessible space’ should meet. On the one hand,
opinion is that the room should be defined as a constructionally delimitable enclosed place. 569
Others reject this criterion. The reason given is that an adequate requirement can be derived
neither from the wording of Article 6b of the BDSG nor from legal argument. 570 The decisive
point is rather whether, according to the wish of the legal owner, the room is dedicated to the
public or to public traffic.571 Therefore, such places fall within the scope of application, whose
intended purpose is to be visited or used by an indefinite number of persons or by persons
identified only according to general characteristics.572 Accordingly, public use is only
indisputable if a decision to allow public use has been made by the persons entitled to do
so.573 In accordance with the explanatory memorandum, this also includes platforms, the
exhibition halls of museums, retail shops574 or ticket halls.575 In assessing whether work
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places are to be classified as public places, a differentiated approach should be adopted. In the
case of these, public accessibility is often missing.576 Article 6b of the BDSG is therefore only
a guide for the admissibility of video surveillance of publicly accessible places, if the
employees perform their work in premises open to the public. 577 In individual cases making a
distinction between publicly accessible and non-public places may run into difficulties. There
were attempts to withdraw the cash desk area of a supermarket from the scope of application
of the provision as an enclave within the public sales area not directly accessible by public
traffic.578 However, for technical reasons, it is quite unavoidable that a video camera directed
on the cash area not accessible to customers, will also record parts of the publicly accessible
area or that customers – e.g. during the payment process when entering the PIN code of their
bankcard – will find themselves in range of the camera.579 Consequently, the cash area cannot
be classified as a separate, delimitable place within the publicly accessible area. 580 It remains
to be established that Article 6b of the BDSG can be the sole permissive rule for the
observation of publicly accessible places; the infringement of the limits between the public
and non-public places is however currently not permitted. Thus, cameras must be positioned
in a manner in which solely the public place is observed.581
Open video surveillance
The question is how open video surveillance of publicly accessible places should be evaluated
in legal terms.
Details of admissibility
According to Article 6b paragraph 1 of the BDSG, the observation of publicly accessible
places by means of optical electronic devises (video surveillance) is only permitted if it is
required only to fulfil the duties of the authorities (Nr. 1), to exercise householder’s rights
(Nr. 2) or to safeguard specified interests (Nr. 3) and there are no indications that legitimate
interests outweigh those affected. When it comes to assessing the admissibility of video
surveillance, therefore, a number of steps are to be implemented.
Carrying out lawful video surveillance in accordance with § 6b paragraph 1 of the BDSG
requires first a permissible observation purpose.582 In the area of employee data, according to
Nr. 1, the purpose is only of minor significance and also the perception of company
regulations (Nr.2.) serve only rarely as the legal basis for video surveillance. 583 Thus, the
company regulations include the civil rights of the owner (Articles 903 f., 1004 of the BGB),
and of the authorized user (Articles 859 ff. of the BGB), which are aimed at expelling the
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troublemaker from a room and also at prohibiting his/her future entry. 584 However, employees
must obtain access to the work place in order to be able to perform their job,585 and so the
perception of the legitimate interests for the precisely specified purposes (Nr.3) 586 is the most
important purpose of the video surveillance of publicly accessible places. 587
In a second step the appropriateness and necessity of the measure (Article 6b paragraph.1 last
main clause of the BDSG) must be reviewed. According to this, a measure is necessary if it
represents the least stringent among the available and equally appropriate means necessary to
achieve the desired success. In this context it is necessary to clarify whether and how the
purpose of monitoring can be achieved and whether the selected video surveillance is at all
objectively suitable for this purpose.588 It is also necessary to consider whether the objective
pursued could have been achieved even with a milder, equally effective 589 means, which
however is less restrictive regarding the personal rights of employees. 590. Due to the scope,
video surveillance must therefore be limited functionally and spatially to a necessary
minimum extent.591 Concerning this, it should be considered whether the increased use of
security personnel or the use of other security devices (e.g. locks, safety checks) would also
serve the purpose and could therefore replace the use of video surveillance.592 As long as this
is the case, video surveillance would be inadmissible due to the lack of necessity. Regarding
the implementation of control measures, among others it is to the principle of data avoidance
and data economy set out in Article 3a of the BDSG.593 Mostly video surveillance is among
several equally appropriate means the most invasive one.594 Furthermore, as far as possible,
cameras should be installed so that as little personal information is collected, as possible, for
example, videos shall only be recorded, if it is really necessary (e.g. during bank- or shop
business hours) and in spatial terms only the scope is recorded, which is really necessary for
the purpose.595 If solving of inventory discrepancies is at issue, employees may only be
observed by means of video surveillance, if measures of internal audit and revisions of the
enterprise’s resource planning system taken in advance, and other examinations of work
processes have not yield a result.596 In assessing the question of whether there are other
technical alternatives available, it should be considered, whether the stored records are
necessary or remote monitoring is also sufficient.597 This latter was classified by the court
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however as not equally effective as recording, in particular for the investigation of theft.598
The approach, the considerations of which include the alternative of a human rather than
technical observation by supervisors and colleagues, 599 raises practical concerns. It is,
therefore, a criticism that equal suitability of the means used tends not to apply, especially if
the misconduct to be cleared up is aimed at secrecy. 600 Apart from that, it is doubtful whether
in-house spying would affect the personal rights of employees less that open video
surveillance.601
As a final step, as it follows also from Article 6b paragraph 1 last main clause of the BDSG,
that an examination of appropriateness602 should take place. Here, the employer’s interests
represented by video surveillance and the monitoring purposes should be weighed against the
legitimate interests of the employees involved in the observation. 603 In this regard, conflicts of
constitutional rights can often arise, such as the right to informational self-determination and
the right to privacy on the one hand, and property and physical integrity (for example in case
of impending attacks) on side of the employer.604 The degree of importance attached to the
interests of the observed persons in the course of consideration, depends largely on the
intensity of the invasion of the general right to privacy.605 In particular, spatial, temporal,
personnel and technical factors may play a role in the consideration. Important in terms of
classification of the severity of the infringement is the place where the surveillance takes
place.606 In any case, observations are inadmissible that violate the privacy of the people
observed, such as the surveillance of toilets and changing rooms for theft prevention. 607 In
general, observation will not include particularly sensitive issues of privacy, but will rather
encroach on the less vulnerable social sphere.608 It must be noted here that workers in publicly
accessible places are in such an environment where they cannot assume that they are always
unobserved.609 Additionally, the temporal component is significant in terms of the extent of
the observation pressure generated by the video surveillance system. On the one hand it is
decisive whether the surveillance measure is limited to a specified period or is performed
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permanently.610 On the other hand, it is important to know how many hours per week
monitoring takes place and whether the employees have any knowledge of the operating hours
of the surveillance system.611 In quantitative terms, the number of people affected by the
monitoring plays a role.612 Further, it is important whether the persons involved have created
an attributable cause for the surveillance (e.g. by violating the law) or whether this was done
without giving reasons.613 It may, however, be taken into account that those affected by the
surveillance are thus given the possibility of being relieved of suspicion of a crime or
wrongdoing.614 In technical terms it is a determinant factor of consideration whether the
employer uses analogue or digital recording technology. 615 By using digital video recording, it
is possible to process the acquired images automatically and also to zoom out and filter
individual persons.616 The invasion of the right to privacy may be accordingly intensive.617
The use of so-called ‘thinking cameras’, which are able to evaluate images independently
according to predefined patterns, and to trigger alarms when abnormalities happen, is to be
evaluated even more critically.618 There may also be cases where the interests of the person
concerned are critically impaired if, for example, he is not identifiable by the observers
(primarily because the optical-electronic device works with low resolution).619 As a result,
therefore, general statements regarding the balancing of interests are prohibited.620
Targeted surveillance of employees
As a rationale for targeted surveillance of employees the suspected committing of a crime or
other misconduct may be considered.621
In terms of assessing the admissibility of video surveillance measure the degree of suspicion
and the concrete situation is relevant and decisive. According to the Federal Labour Court this
is to be determined on the basis of evaluating the overall circumstances by weighing up the
intensity of the infringement against the weight of justifiable reasons. 622 The secret video
surveillance of an employee623 is permitted in the event of concrete suspicion of a criminal
offence or other serious misconduct committed to the detriment of the employer, less
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restrictive means to investigate the suspicions have been exhausted, the hidden video
surveillance is practically the only remaining means and is otherwise not considered as
disproportionate.624 The initial suspicion needed for open video surveillance must be
sufficiently specific in personal, spatial and functional terms. As a measure, it is proposed to
assume, but at the same time also to be content that the alleged misconduct can be handled, is
likely to be contained and is generally likely to happen.625 The disproportionate nature of
surveillance does not come from the mere fact that suspicion is not only and solely limited to
the employee observed. In this regard, there must be proportionality in the sense that the
observation is used to limit the suspicion already identified in spatial and functional terms to a
concrete person. At the same time, monitoring represents the only means of excluding other
employers from the narrow circle of suspects.626 In the resolutions concerning mail
distribution centres, the Federal Labour Court also addressed the question of suspicious
circumstances.627 According to the basic message, it may be established from the decisions
that video surveillance can be proportionate at least if carried out independent of a suspected
offence of specified individuals and is limited in spatial terms to the area of suspicious action,
and, in temporal terms, to the investigation of the incident. Regulations without any spatial,
temporal and personal limitations are inadmissible. However, since a far larger group of
uninvolved employees will be involved in the surveillance, the privacy rights of many more
employees will be encroached on without giving rise to such.628 In this respect also no video
surveillance may take place for the mere monitoring of employees’ performance and
organisational conduct.629
The question of whether the targeted surveillance of employees may be performed even if the
threshold of the case of suspect sufficiently concretized in personal, physical and functional
terms is not yet reached, remains unanswered by the courts. In the literature, it is proposed to
consider such an approach, at least for monitoring the employees’ performance and
organisational conduct in the absence of suspicion as inadmissible. To be able to safeguard
the interest of the employer, the employee's job performance to a specific degree in a quality
manner and thus to compare it to the remuneration payable, breach of the employee’s privacy
rights - intensive due to permanent monitoring pressure - cannot be justified.630
There are situations conceivable in which, although there are still no adequate grounds for
suspecting an employee of a criminal offence, the need for crime prevention exists because of
the particularly high risk of crime being committed in the workplace. In such situations, the
employer's interests are less at risk with the result that an abstract-preventive observation can
be considered only in exceptional cases.631 This requires the existence of a special risk
situation,632 i.e. a hazardous situation which goes beyond the general possibility of the risk of
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crime.633 This must be explained in detail by the employer, 634 and the explanation must meet
stringent requirements. In addition to the likelihood of the occurrence of criminal offences,
possible damage can also constitute a serious reason. 635 It is proposed, therefore, that
consideration should favour the employer's interest in prevention, this at the expense of the
personal rights of employees, if already isolated instances of misbehaviour can cause serious
damage.636
Video surveillance of non-involved third parties
In companies serving the public the focus of surveillance is mostly not on a targeted
employee, although this constitutes a generally desirable by-product.637 For the operators of
optical-electronic devices it will be important primarily to preserve their in-house authority
within the property boundaries638 and to use video surveillance for preventive purposes639 or
as a repressive means for the prosecution of offenders. 640 It has not yet been cleared, whether
and to what extent the principles established by case law apply, if employees are also merely
monitored. Partly, it is proposed to treat the same set of circumstances as in the case of
targeted employee surveillance.641 This approach, however, crosses factual boundaries, since
the, now usual, independent video surveillance is inadmissible in supermarkets, banks,
museums, or on railway station platforms once employees come into the recording field of the
camera (which, in practice, cannot be avoided,642 since the range of goods must be checked
and filled in supermarkets and the waste containers must be emptied on railway platforms).
Another view argues that video surveillance is always to be accepted as inherent in the
workplace, if permitted in relation to any third party in accordance with Article 6b of the
BDSG.643 This is perceived as inadequate, because in Article 6b of the BDSG the legitimate
interests of all stakeholders are taken into account, hence also those of the observed
employees.644 Nevertheless, it is found that in the case of the surveillance of non-operating
third party as the employer’s main motive, a preventive purpose could be considered as
fundamentally legitimate.645 At this point, the set of interests differ from that of the targeted
surveillance of employees.646
Temporal boundaries of increasing surveillance and adaptation pressure
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So far the question has remained unclear how long workers must endure the surveillance and
adaptation pressure. In the literature, efforts are made to make a distinction in this context
between the different operating areas. When monitoring the outside and entrance areas, the
mentioned pressure can be classified as rather low, due to the fact that employees rarely do
their work there. The situation is different in the publicly accessible and for the employer
sensitive indoor areas. Even if the situation is, for the employees, very close to constant
surveillance pressure, the interests of the employer are to be classified as more substantial
relative to those of the involved employees - at least in the case, when, in the inside areas,
video surveillance is the only promising way to take preventive action against crime by
customers.647 This can be assumed, at least for a publicly accessible company, in which the
commission of certain crimes648 represent a typical business risk.649 This does not require the
realisation of the danger. On the contrary, it is unreasonable for the owner of the company to
wait for the installation of a video camera until he himself first becomes the victim of such an
offence.650 Regarding the risk of criminal offences committed by customers, the owner of the
company considers himself to be exposed to a clearly larger, typically anonymous group of
potential offenders than the case would be regarding crime committed by employees. The
interests of the employer protected by Article 14 of the GG weighs accordingly heavy in
protecting his in-house authority and protection of his property.651 In contrast, on the
employees’ side it is a relatively minor breach of privacy, if their surveillance is not the
purpose but only an unintended side effect of preventive video surveillance. In most cases,
workers are staying only temporarily in the focus of the camera. Also note that, for example,
in the case of the surveillance of bank branches, the surveillance serves ultimately also for
their own security.652 Against this background, in order to encroach on the privacy right as
little as possible, video equipment may not be used in an inappropriate manner in order to
perform the targeted surveillance if employees.653 For the prevention of store robberies it is
sufficient, for example, to direct the camera at the cash desk passage, instead of focusing on
watching the conduct of the employees by means of directing it on to the cash register
itself.654 This would again require concrete suspicion.655
Secret video surveillance in public places despite Article 6b paragraph 2 of the BDSG?
The Federal Labour Court has considered secret video surveillance in public places in
circumstances of a concrete suspicion of a crime or other serious misconduct as permissible.
The employer can claim permissibility, to the detriment of the employer, if less restrictive
measures had been exhausted and covert video surveillance was thus the only remaining
means left for the business and this was not, overall, disproportionate.656 Due to the fact that,
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in respect of secret video surveillance, prior legal protection is virtually precluded and
subsequent legal protection is made difficult, this weighs more heavily on the judiciary than
does open surveillance.657 Whether, despite the introduction of Article 6b of the BDSG and
the associated requirements, the fact of observation and the responsible entity can be made
recognizable and restrained by appropriate measures (Article 6b paragraph 2 of the BDSG) is
arguable. The purpose of the norm is primarily to ensure transparency.658 The affected party
should be able to adjust his behaviour in a manner that he may be observed or to be able to
avoid observation.659 Therefore, recognisability is a prerequisite for the legality of video
surveillance in publicly accessible areas.660 As to which requirements are prescribed
concerning recognisability, the question is answered inconsistently. On the one hand, the
installation of the camera in such a manner that it is clearly seen when entering the public
space should be sufficient. However, on the other hand, hanging a sign - or even indicating
whether people are observed or recorded, is required.661 Although others see no need for
detailed information about the nature of the surveillance, they require at least some
recognizable reference to the camera, which rules out covert action.662 As is apparent from the
wording,663 to make the observation identifiable is the obligation of the responsible entity. 664
Accordingly, some argue that covert video surveillance is per se and without exception
inadmissible and, despite the associated consequence that, for employers this will be the only
effective means used in individual cases to clear up criminal offences, if committing such is
based on secrecy.665 Hence, recognising exceptions to the prohibition of secret video
surveillance as recourse to general reasons for justification and the grounds for excuse, 666 is
argued against.667 This contradicts a number of representatives who affirm the applicability of
general reasons for justification and legal excuse.668 It is mentioned, in respect of the latter
view in particular, that, if the legislature had wished, exceptionally, to exclude the
applicability of these interdisciplinary legal principles from the area of data protection law, it
would have required an express exclusion of this regulation. 669 If we apply this reasoning,
then, in exceptional situations, it is possible to conduct covert video surveillance in public
places in spite of Article 6b Paragraph 2 of the BDSG - which can be supported by the
legislation of the Federal Labour Court.
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Legality of further use, Article 6b Paragraph 3-5 of the BDSG
From the admissibility of observation under Article 6b paragraph 1 of the BDSG, the
legitimacy of the processing or use of personal data obtained under paragraph 3 does not
automatically follow. This requires separate examination.670 According to Article 6b
paragraph 3 clause 1 of the BDSG, the processing or use of data collected under paragraph 1
shall be allowed if it is necessary to achieve the objective pursued and there are no indications
that the legitimate interests of those affected are damaged. As a result, for each processing
step of data produced by video surveillance, an independent balancing of interests must take
place.671 If the data are no longer required to achieve the purpose or the legitimate interests of
those affected are in conflict with further storage, they must be immediately deleted (Article
6b paragraph 5 of the BDSG),672 i.e. usually within one to two working days. The most
effective way to meet the automatic deletion requirement is through periodic deletion, or
through self-overwriting of past recordings. Again, the principle of data avoidance and data
economy (Article 3a of the BDSG) in this context is crucial. 673 If the data collected by video
surveillance are assigned to a particular person, the duty to notify shall exist regarding the
processing or use, in accordance with Articles 19a and 33 of the BDSG, see Article 6b
paragraph 4 of the BDSG. Specifying a purpose to be determined, on a case-by-case basis,
and as mentioned in Article 6b paragraph 3 clause 1 of the BDSG, has particular
importance.674 The admissibility of any further processing of the images must strictly follow
the precise purpose of the observation to be determined according to Article 6b paragraph 1 of
the BDSG.675 The processing or use of the data for other purposes is possible only under the
conditions set out in Article 6b paragraph 3 clause 3 of the BDSG, i.e., to the extent necessary
to prevent threats to the state and public security and to prosecute crimes.
2.5.2.2.2. Video surveillance of publicly inaccessible areas
It is also unclear to what degree video surveillance is aimed at non-public areas.676 Non-public
places include all spaces which may be entered only by a certain group of people.677
Justification by consent
Again starting from the point of preventive prohibition and subject to permission as stipulated
in Article 4 paragraph 1 of the BDSG, the admissibility of the video surveillance of publicly
inaccessible areas may arise from the consent given by workers, as long as this possibility is
allowed in the employment relationship.678
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No analogous application of Article 6b of the BDSG
The use of Article 6b of the BDSG could be considered as other legislation in accordance
with Article 4 paragraph 1 of the BDSG analogously for video surveillance in publicly
inaccessible work places. The prerequisite for an analogy is the existence of an unintended
regulatory gap, and also comparative interests.679 However, there are currently no unintended
regulatory gaps,680 and so the legislator deliberately restricted the scope of application of
Article 6b of the BDSG regarding publicly accessible areas, and the need for special
regulations was emphasised as part of a separate Employee Data Protection Act.681
Comparable interests are also lacking. In contrast to publicly accessible places, this does not
involve a group of mostly anonymous people recorded by the camera for only a very short
time, but the employees observed are well-known to the employer in non-publicly accessible
workplaces.682 Since the employees spend a longer period of time at their respective
workplaces, and due to their contractual obligations, they usually have no possibility to avoid
observation and are exposed to much longer monitoring and greater pressure to conform. 683
The fact that, in individual cases, the intensity of invasion can be larger in publicly accessible
than in publicly inaccessible places,684 is not in contradiction to the fact that, when drafting
Article 6b of the BDSG, the legislator focused on rather less intensive encroachment. 685
Breach of Articles §§ 28, 32 of the BDSG
To the extent that Article 6b of the BDSG is inapplicable – as in the case of video surveillance
in publicly inaccessible places - the admissibility of video surveillance measures are
determined depending on the objectives pursued by the surveillance measures according to
Articles 28 and 32 of the BDSG.686
Open surveillance
Although for repressive purposes, Article 32 paragraph 1 clause 2 of the Federal BDSG is
applied for open video surveillance of publicly inaccessible areas, it must not be generally
used for the conviction of the perpetrator.687 Other cases are to be measured against Article 32
paragraph 1 clause 1 of the BDSG and in accordance with the government reasoning also
against Article 28 paragraph 1 No. 2 of the BDSG.688 Just as in the case of Article 6b of the
BDSG, the measure must not only be appropriate and necessary, but it must also be fair,
which again depends on the individual case and requires the consideration of legal interests.689
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According to government reasoning, the data protection principles developed by the Federal
Labour Court are to be taken as the basis of such consideration,690 and here again, in
particular, account should be taken of the principle of proportionality. 691 Under narrow
circumstances, the balancing of interests can fail at the expense of the employees, 692 if, in the
case of employee surveillance in publicly inaccessible places, it is a by-product of other
surveillance purposes,693 and the measure also serves to protect the employees working there,
or the employer has a legally justified security interest.694
Covert surveillance
Concerning publicly inaccessible places, there raises the problem of whether or not Article 6b
Paragraph 2 of the BDSG reveals a blocking effect.695 According to government reasoning, a
special statutory regulation is needed for covert surveillance. 696 Regarding the balancing of
interests, it should again be noted that the self-protection possibilities of employees are
restricted in the case of covert surveillance.697 Due to the high intensity of invasion, the latter
may be considered only as a last resort. Further, in the area of privacy (for example, in
showers, changing rooms or toilets) video surveillance must not take place. 698

2.5.3. Conclusion on the use of CCTV systems
Although the countries surveyed have relatively different legal regimes, a common ground is
that in employment relations they follow the regulation of the European Union, despite not
having a single sector-specific legislation on camera surveillance. From the case law in the
area of camera surveillance we conclude that it plays a major role in regulating workplaces. In
Hungary data controllers generally follows the recommendations of the Data Protection
Commissioner, what is based on the general rules of data protection and have already formed
a vast body of case law. The academic debate is also based on the case law of the Data
Protection Commissioner. Contrary, there are only a small number of legal cases brought
before the courts, and do not have a significant role in the legal practice. The German
regulation and academic debate is more detailed, and judicial decisions also play an important
role for determining the legal background of installing and using camera surveillance in the
workplace. In this point we have to conclude that there can be no general, universal
description concluded on the legitimate practice of video surveillance, as each CCTV system,
and also their goals, way of use may differ. We have to take into consideration all the aspects
of the given case, and implementation of guidelines, standards for monitoring and
examination of the special circumstances in individual cases are more important than
searching for an overall, joint best practice, a case-by-case approach has to be applied.
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2.6. Regulations for using GPS and GSM technology for tracking the
location of employees
The monitoring of employees outside actual company premises is also possible.699 To extend
the physical scope of monitoring, all that is needed is to use one of the various technical aids
which are available, such as GPS or GSM.700 GPS technology can be used for tracking the
movement of employees, providing accurate positioning between 4 and 15 meters.701 If the
employer makes equipment available to the employee, he can continuously detect the location
of the employee and monitor his activity.702
The most common data protection problems are related to the use of GPS devices tied to
vehicle movements driven by employees, but also the tracking of individuals connected to
their work is being implemented to a greater extent.703 It has to be stressed that mobile phones
and smart devices of the employees equipped with GPS and with the related applications have
raised personal data protection issues recently.704

2.6.1. GPS location
GPS is a global navigation tracking system which can be used to determine the location of an
employee, becoming an affordable off-site monitoring option for even small companies. Due
to the drop in their price GPS systems are widely applied in order to reduce fuel costs for
company vehicles, to increase employee efficiency by saving time through real time routing,
and increasing productivity by increasing billable hours.705 GPS tracking is also possible via
mobile devices.706 For this a GPS receiver must either be installed in the terminal itself or the
device itself should be able to connect to an external GPS receiver. Using the software
installed on the device the GPS position can be requested at specific intervals and transmitted
through the cellular network, where the mobile phone acts as a GPS transmitter. 707 It is also
relevant, that on most of the mobile devices and phones, also in vehicles it is possible to turn
off the GPS function.708

2.6.2. GSM location
In addition to GPS in connection with mobile devices, GSM positioning is also a possible
measure for monitoring employees. When using this technique, the positioning of the mobile
device is carried out through using the cellular structure of the cellular network to determine
the location. Specifically, first of all, the respective radio cell is detected in which the device
is located, since a specific ID is assigned to each cell. Depending on the density of radio cells,
699

For example when field representatives or courier drivers shall be controlled, cf. Däubler, 2005, p. 770.
Global System for Mobile Communications, Mozek/Zendt, 2011, part 23 mgn. 9.
701
WP185, p. 5.
702
Meyer, 2009, p. 18.
703
Petersen, 2007, p. 337. There is also concern about privacy invasion when some employer use tracking
systems to monitor employees even in private places or off the job.
704
In order to follow the technologically driven social changes form a legal point of view the Article 29 Data
Protection Working Party adopted an opinion on Geolocation services on smart mobile devices (WP185).
705
National Workrights Institute, 2003, p. 6.
706
Gola, 2007, p. 1143.
707
Meyer, 2009, p. 19.
708
National Workrights Institute, 2003, pp. 15-17.
700

92

the location can be determined with an accuracy of up to 100 meters.709 Although, with the
aid of complementary measures such as calculations concerning running-time, more accurate
positional determinations can be made, GSM positioning in terms of accuracy ultimately
remains significantly behind that of GPS.710 The use of technology is, by contrast, quite
simple. Hence, to implement the measure only a mobile phone is needed, this is unlocked for
determining its position and operated within the GSM network. The activation itself takes
place mostly not through the mobile phone operators, but through external third parties.
Depending on the method of the service, the simple sending of a one-time SMS is enough, the
affected person being informed by SMS from any location - or is asked for his consent.711
WiFi access points can be seen also as a source of geolocation information, 712 however their
relevance is still low in employment relationships nowadays.

2.6.3. Hungarian regulation
2.6.3.1. Legislation
There is no specifically GPS or GSM surveillance technology-related regulation in Hungary.
However, the use of location data that can be collected through the use of mobile ‘phone
services falls within the scope of electronic communications-related data protection
regulation. Section 156 subsection (13) and (14) of the Law on Electronic Communications
states that electronic communication service providers (including mobile telephone service
providers) can process location data only with the -permission of the subscriber (or user) and
only for the purpose of the provision of value-added services.

2.6.3.2. Case law of the Data Protection Commissioner
The tracking of employees with the help of GPS or GSM technology (or with the combination
of both) is a recurring issue in the Commissioner’s practice, and the most important recent
recommendations of the Commissioner are:
 Determining the geographical position of employees with the help of GPS;713
 Determining a geographical position with the help of SIM-card cell information in
respect of employees;714
 Recommendation on the use of a position determination system in employees’ mobile
‘phones;715
 Recommendation on monitoring the location of employees on the basis of mobile
telephone cell information;716
 Recommendation on the use of a GPS-based position-tracking system in employees’
vehicles;717
709
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 Recommendation on a GPS system installed in the mobile ‘phones of employees;718
 Recommendation on the GPS system introduced by a multi-national company;719
 Personal data protection conditions relating to personnel-tracking systems.720
The approach of the Commissioner can be summarised in the following factors:
1. The location of a person is his or her personal data and that of a vehicle is the personal
data of the person using it.
2. If an employer installs location-tracking systems in vehicles or mobile ‘phones used by
employees, then the employer is considered to be a data processor.
3. Processing the location data of employers is not authorised by law. It is a
misunderstanding for Section 103 subsection (1) point a) of the Labour Code to be
regarded as providing a suitable legal basis for processing such data. 721 Hence, only the
consent of the data subject can provide a suitable basis for data processing.
4. Only the location of those employees whose work makes location-tracking necessary
(and where there are no other means available to monitor the proper performance of the
employee) can be tracked by such systems.
5. Location tracking can only be used during working hours. The Commissioner has
recommended on several occasions that it should be possible for the employee to switch
off any location-tracking system installed.

2.6.3.3. Judicial case law
There is no judicial case law in this specific field.

2.6.3.4. Academic papers, scientific opinions
In the legal literature further summaries of the recommendations of the Commissioner can be
found.722

2.6.4. German regulation
2.6.4.1. Cases from the jurisdiction
Since location systems have not been the object of law court decisions in relation to employee
data protection, it is suggested that the pronouncements of the judiciary on the subject of
video monitoring should be referred to.723

2.6.4.2. Academic debate
Often, by using GPS for tracking company cars and mobile phones, operational profiles of
employees are created.724
2.6.4.2.1. GPS tracking of company vehicles725
718
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If the employer is interested only in monitoring the working hours of workers, this can
normally be achieved by analysing the data from the digital tachograph of the company
vehicle.726 If, additionally, however, a status report is to be produced in order to monitor the
use of the company vehicle, a GPS transmitter is usually installed in or on the vehicle.
Technically, GPS stations permit the position of all objects or people to be tracked and
determined although it is mainly used in tracking vehicles.727 As far as the function is
concerned, the sender’s own position is first determined via data-matching with GPS
satellites.728 After this, the location data are stored for a specific time, compressed and
transmitted.729 This is done by setting up a wireless connection to a predefined receiver. For
evaluating and processing data, special software is used which permits the visualisation of the
route being driven on a map. If the systems allow the assignment of positional data to a
specific person, their use should be measured against BDSG § 6c. Such direct individual
reference is always needed if the issue is not only the general determining of a vehicle’s
position, but when an employee is assigned as the only driver of a particular company car.
Similar to RFID systems, one medium processes and transmits data independently, and the
employee is unable to trace when and how much of their personal data is being handled.730
Accordingly, the employer must again meet the information requirements of § 6c BDSG.731
Further, the collection and storage of data requires the consent of the employee or a firm legal
basis. In the absence of specific statutory regulations for location systems, recourse must be
had to the general data protection rules.732 This means that §§ 28, 32 BDSG again are at the
centre of the admissibility test of data protection laws. In this respect it is highly relevant to
the above evaluation criteria. In the literature there is a parallel to be drawn to jurisprudence
developed in connection with video surveillance, and monitoring is required to be carried out
in a legitimate way with the knowledge of the employee; also required is an adequate
assessment of employers and employees’ interests.733 It should be taken into account at this
point that tracking a person’s movements by GPS has not previously been classified by the
courts as the most intensive intrusion into the general right to privacy.734 At least in relation to
video surveillance or to the recording of telephone conversations, which open up wideranging monitoring control options, there is a lower intensity of intervention in the GPS
positioning. Since in this case the given location of the employee is only approximate, then
this allows, at most, indirect conclusions concerning the behaviour of an employee.735 Again,
however, we should try to avoid sweeping assumptions; an assessment should be made on a
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case-by-case basis depending on the legal situation. In this way the time of checking and the
particular circumstances can be evaluated. As basic permissible interests of the employer, in
addition to the random monitoring of the behaviour of colleagues, increased ‘out-of- office’
efficiency736 and the costs of a company’s cars are also to be considered.737
Tracking by GPS whilst on duty
If tracking is carried out only during working hours where the legitimate interests of the
employer are concerned, ongoing suspicion means that independent monitoring of employees
may be considered.738 The reason for this is that private journeys using the company car
should, in principle, not be undertaken. If, however, private use of the vehicle is allowed, the
tracking system should be disabled during this period. The priority of the employee’s interest
in not being monitored in his private sphere is to be maintained over the employer’s interest in
monitoring the vehicle which he owns.739 Tracking should not extend to the leisure time of the
employee.740
Covert use of GPS tracking
§ 6c BDSG does not accept the use of covert GPS tracking. 741 According to § 4 paragraph 3
BDSG and § 98 paragraph 1 TKG,742 due to the supposed informing of employees by the
employer, there is the strong view that the covert use of GPS tracking for obtaining residence
data should not be allowed.743 Others consider, more liberally, covert tracking at least in cases
where a particular employee is suspected of having committed a crime or serious misconduct
and where there are no other alternatives for investigating the suspicion.744 At this point, as a
consequence, a parallel to secret video surveillance could be drawn. Should we allow this,
GPS monitoring must be a maiore ad minus admissible due to the relatively low intensity of
intervention.745
2.6.4.2.2. Privacy in telecommunication
The provisions related to telecommunications data protection require service providers to
obtain prior permission for location operations.746 The use of location data is regulated in § 98
TKG 747 and, according to the clarification appended to the government draft, the progressive
development of telecommunications should be taken into account, which allows the site-
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related use of telecommunications services (Location Based Services, LBS).748 In this regard,
dealing with location data depends on the consent of the participant749 as a contractor or
service provider.750 In accordance with § 3 No. 20 TKG, any natural or legal person who has
signed a contract with a provider of telecommunications services for the provision of such
services counts as a participant. If the subscriber and the user of the mobile device is not the
same person, § 98 paragraph 1 sentence 2 TKG prescribes informing the user about prior
consent.751 As a consequence, it is legally permissible that the employer leaves the transfer
mobile device unlocked for location determination without informing the employee about the
possibility of permanent localisation.752 Insofar as the requirements of § 98 TKG are
available, it indicates no permission for the employer to be able to carry out a localisation
check at any time.753 Rather, going further (and, therefore, far beyond the area of
telecommunications data protection) it is questionable whether or not an impermissible
intrusion takes place into the personal rights of the employee, if he or she is left with an
unlocked mobile device.754 In the planned balancing of interests, several factors play a role.
Comparing the localisation of the mobile phones with that of a company car with permitted
private use as mentioned above, with the first measure, the employee has, in theory, a chance
to avoid localisation, if he or she switches off the device.755 By contrast, impermissible
invasion in the personal rights of the employee might occur if there is a commitment for the
employee to carry the device with him outside regular working hours to be accessible. Unless
there is a legitimate interest of the employer, the employee will have to tolerate at least –
parallel to the GPS tracking of company cars – location checks during the period of service.
As a minimum requirement, an employee will then be able to require the employer to
establish criteria for the implementation of site rules and to be kept informed.756 Regardless of
the scope of § 98 TKG, this follows from § 6c BDSG, which is also applicable to the SIM
card of a mobile device.757

2.6.5. Conclusion
While the introduction of GPS technology into the workplace has yet to be addressed by the
courts, the Hungarian Data Protection Commissioner has dealt with numerous cases relevant
to the topic, and the academic debate in German has already started on the legality of
determining the employees’ location. It is clear from their opinions that in both countries there
are many positive and legitimate uses for GPS equipment. Employees must be aware of the
possible invasion of privacy that comes with the technology, especially in cases when they are
allowed to use official vehicles and devices in off-working hours, and for private routes. It is
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highly recommended for employers to make it possible, and inform workers about the
possibility, to switch of these devices out of their working periods, and use other processes
and regulation to prevent the overuse of company-owned properties.

2.7. Regulation of transponder-based and biometric identification
systems
A common method of preventing the entry of unauthorised third parties to the working area as
well as to the more sensitive areas of corporate premises is the use of entry monitoring
systems. With such a system, employees and others can have access only to certain areas. 758
In this chapter several types of identification systems connected to workplaces are examined,
however one of the most regularly used technology, Radio-frequency identification system
(RFID) has to be the subject of a separate chapter due to its wide range of applicability.

2.7.1. Description of commonly used systems
2.7.1.1. Transponder-based systems
One way to control access is with the help of transponders.759 To restrict entry to an area, the
transponder must be placed in a transponder field, so that any data which is left there (e.g., the
ID-number of an employee) can be sent. If the owner of the transponder accepts him as
legitimate, he will be admitted. In this way the system can be set up so that the transponder
will allow access only to particular areas or at certain times - that is, in terms of space and
time. Smart cards are widely used as transponders, as these are putting information and
processing power on credit card–size devices.760 As the employee will normally have his own
personal transponder (e.g. access card or key) and must carry this with him at all times, it will
– depending on the number of transponder fields and the intensity of the monitoring – enable
to log an individual’s entry and exit patterns and sometimes also their movements. Further,
various smart cards have been in use for physical access control, as these more complex
transponder systems offer a central, computer-based control, which facilitates the systematic
recording of the use of the transponder, hence a relatively accurate employee location system,
resulting in the generation of movement profiles.761 By this, with the use of suitable software,
for example conclusions can be drawn about the whereabouts of an employee or his contacts
with other employees.762

2.7.1.2. The use of biometric systems
Access or entry control can also be carried out by means of the comparison of biometric
data.763 Biometrics involves techniques used to identify individuals based on a particular trait
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or physical characteristic unique to that individual.764 Any human physiological and/or
behavioural characteristic can be used as a biometric characteristic as long as it satisfies the
following requirements:


Universality: each person should have the characteristic;



Distinctiveness: any two persons should be sufficiently different in terms of the
characteristic;



Permanence: the characteristic should be sufficiently invariant (with respect to the
matching criterion) over a period of time;



Collectability: the characteristic can be measured quantitatively.765

As biometric features, physiological or passive (e.g., fingerprints, face, iris or veinrecognition) or active (e.g., voice recognition, signature, password) can serve.766 By using
biometric techniques, the identification of individuals is made possible - solely on the basis of
their personal, individual physical features.767 These systems acquire and use biometric
information in four steps:


a physical characteristic is scanned,



the characteristic is converted into digital code,



the code is stored in a database, and



the database and digital code are accessed to identify the individual at a later time.

Biometrics systems can operate in two modes: a verification mode or an identification mode.
In verification mode, the biometric system validates a person's identity by comparing the
person's biometric data with the stored biometric data previously collected and stored in the
system database. In this case, the system conducts a one-to-many comparison to establish a
person's identity. The identification mode is generally used for negative recognition, where
the goal is to prevent a person from using multiple identities. Unlike systems that function in
verification mode, which can use non-biometric data to meet its goals, negative recognition
can only be established through systems that use biometric data.768
The use of such access control systems will certainly be opposed, since the biometric
information concerning the employee will be stored in a central databank. On the other hand,
it should be accepted that biometric data comprises sensitive information. To avoid any
possibility of data misuse, the treatment and handling of such data must be appropriately
careful and discreet.769 If transponder systems and biometric authentication are linked, the
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merit of the former, due to the lower level of intrusion into personal rights when employees
are monitored, must be acknowledged.770

2.7.2. Hungarian regulation
2.7.2.1. Legislation
The basic regulation on processing of biometric data is the act XLVII. of 2009. on crime
registration, and on national registration of sentences passed by courts of EU member states
against Hungarian citizens and on registration of criminal and policy biometric data. Other
regulations of the Hungarian legal system refer to this Act and do not lay down any further
rules. There is no particular regulation in the Labour Code or in the Data Protection Act on
collecting and processing biometric data in the field of work, however basic principles of data
protection are interpreted by the Data Protection Commissioner in the light of transponder
based or biometric surveillance systems.771

2.7.2.2. Case law of the Data Protection Commissioner
During recent years the Commissioner has had very few cases on processing biometric data
and these mostly refer to Criminal Records or distributing social relief, which is not relevant
in the scope of our project.
On the subject of biometric data, the Commissioner generally affirms the principle of minimal
amount of data. He stresses that, out of several equivalent processing methods, what should be
chosen is that which involves less infringement or the restriction of self-determination and
which results in less personal data collected. 772 In connection to biometric entry systems in
workplaces the Commissioner highlighted, that these can be applied legally only if they
process data essential for and directly connected to a justifiable goal, and no other
surveillance methods (e.g. entry camera surveillance, or recording the time of passing through
the access control system) are applied simultaneously.773 In case of installing entry
surveillance systems employers should choose devices which process no, or less sensitive or
personal data, preferably smart cards or access keys (if it is also possible) rather than
biometric systems.774 In similar cases the Commissioner also stressed that appropriate
information should always be given to the data subject about the processing of biometric data.
According to the Commissioner, the processing of such data can be accepted only under
limited special conditions.775

2.7.2.3. Judicial case law
There is no relevant judicial case law.

2.7.2.4. Academic papers, scientific opinions
No significant academic essays on this matter.
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2.7.3. German regulation
2.7.3.1. Cases from the jurisdiction
There are only a limited number of judicial decisions referring to entry control systems to
date.776 It is, however, proposed to draw on jurisdiction dealing with surveillance or
monitoring by video.777

2.7.3.2. Academic debate
Biometric data can, on an individual case basis, and depending on the specific utilisation778 be
classified as a special form of personal data in the sense of § 3 Abs. 9 BDSG. Whilst this is
not the case if what is involved is a simple check of the right of the employee to enter there
would, perhaps, be conclusions to be drawn in respect of the health of an employee with the
aid of biometric data which might be judged to have been obtained other than legally. 779
Data protection admissibility is evaluated according to whether the handling of data is
covered by the consent of the person concerned or by legally permitted conditions. By the use
of personalised transponders, personal data is taken and processed so that the legal evaluation
of the use of such a system accords with the BDSG.780 However, if when using the system it
occurs that one employee attached to a group of people authorised to enter the centre stands in
the midst of them and is the only person not recorded, then the utility value of the BDSG in
relation to personnel cannot be accepted.781 In the scope of the BDSG the evaluation of the
legitimacy of the measures again accords to the requirements of the law pertaining to
encroachment of §§ 28, 32 BDSG and subject to the rationale of the specific test criteria. It is
conceivable that priority will be given to recording the time of passing through the access
control system, if what is needed is the related data for examining working hours and
remuneration issues.782 Also the reliability of the employee in terms of his location within the
business premises in cases where, from the standpoint of the employer there are special
reasons for using an extensive entry control system, e.g., due to particular security
requirements or because of some special characteristics of the business. 783 Amongst these will
be businesses which handle especially hazardous materials or where corporate know-how is
particularly valuable.784 In the absence of a suitable security need, at least no biometric
technology needs to be installed.785 It should also be noted that biometric processes assume
that the employee knows of their use. The covert recording of biometric data is in conflict
with the employer having knowledge of the properties of the system as per § 1 AGG, 786 for
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example in respect of the basic health or background of his employee. 787 Storing such features
and other sensitive data as per § 3 Abs. 9 BDSG is normally conditional on the consent of the
employee.788 However, storage of the data cannot be justified by agreement between
management and works committee, since the legitimacy of the processing of sensitive data
can, according to § 28 Abs. 6 BDSG, only come with the consent of the individual concerned
or with the submission of an exemption application according to § 28 Abs. 6, 7 or 9 BDSG. 789

2.7.4. Conclusion
On one hand country reports clearly show that in both countries entry control systems are
applied in workplaces due to particular security requirements, or for examining working hours
and remuneration issues. On the other hand no specific legislation can be found on this topic,
therefore basic principles can be drawn only from exceptional cases of data protection
authorities (in Germany also from court jurisdiction), which are the basis for academic debate.
The relevant jurisdiction confirmed that in general the lower level of intrusion into personal
rights when employees are monitored, must be acknowledged, but each case of installing
biometric access control system has to be examined separately to decide if they can be
operated legally.

2.8. Regulation of RFID usage
Radio-Frequency Identification (RFID) is a technology that uses radio waves to transfer data
from an electronic tag, called an RFID tag or label, attached to an object, through a reader for
the purpose of identifying and tracking the object. RFID systems, in comparison with the
previously examined access control systems make possible one essentially more accurate
monitoring of employees, in which, by means of radio tags, information can be retrieved
about the location, movement, or audio signals associated with their use.790 The technology
has improved extensively since the 1990s, the cost of RFID devices have dropped, and realtime tracking are now available, giving the possibility of individual object tracking, that could
be used legally for logistics operations such as warehousing and delivery. 791 Due to their
small size, these tags can be used in workplaces as an in-house pass or for other purposes,792
and can, in extreme cases even be fixed to the clothing. 793 With the aid of RFID technology,
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personal data can be handled if information with the identification data of a person (photo,
name, address, and recurring ID number) can be loaded on an RFID tag.794
The use of RFID technology has engendered considerable controversy and criticism by
privacy advocates. The two main privacy concerns regarding RFID are:
Since the owner of an item will not necessarily be aware of the presence of an RFID tag and
the tag can be read within two digits in terms of metres without the knowledge of the
individual, it is possible to gather sensitive data about an individual without his consent.
If a tagged item is paid for by credit card or in conjunction with use of a loyalty card then it
would be possible to indirectly deduce the identity of the purchaser by reading the globally
unique ID of that item (contained in the RFID tag). This is only true if the person undertaking
the watching also had access to the loyalty card data and the credit card data, and the person
with the equipment knows where you are going to be.795
The European Commission and its Article 29 Working Party follow the changes in this field
and issued several documents to ensure that the RFID industry and the relevant stakeholders
develop a framework for privacy and data protection impact assessment. Firstly released a
recommendation on the principles of guarantees of privacy in the field of radio frequency
identification in 2009,796 and then improved it to an Opinion of the Working Party in 2011.797
These prescribe that Member States should ensure that RFID operators carry out a
comprehensive privacy test before the installation of these systems. The RFID operators are
obliged to make and release a report on the results of the test to the competent authorities.

2.8.1. Hungarian regulation
2.8.1.1. Legislation
In Hungary there are only two legal documents in relation to RFID technology. Both
Government Decree 346/2004. (XII. 22) on the National Allocation of Radio Frequencies and
Decree No. 35/2004. (XII. 28.) IHM of the Minister of Information and Communication
Technologies on the Use of Radio Frequencies refers to RFID only in a technological context
and makes no reference to privacy regulations concerning the technology.

2.8.1.2. Case law of the Data Protection Commissioner
The present case law of the Data Protection Commissioner does not cover the use or misuse
of RFID technology.

2.8.1.3. Judicial case law
There is no relevant judicial case law.
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2.8.1.4. Academic papers, scientific opinions
There is no relevant academic papers.

2.8.2. German regulation
2.8.2.1. Cases from the jurisdiction
Decisions referring to entry control systems are, to date, on a small scale,798 and RFID
systems have not yet been the subject of judicial decisions. It is, however, proposed to draw
on jurisdiction dealing with surveillance or monitoring by video.799

2.8.2.2. Academic debate
By the use of personalized RFID tags, personal data is taken and processed so that the legal
evaluation of the use of such a system accords with the BDSG. 800 From the perspective of
legal data protection the use of RFID systems should be treated more circumspectly in
contrast to the situation with the transponders and biometric surveillance technologies
mentioned earlier.801 The use of tags by the employee is often not sufficiently transparent. If,
perhaps, RFID readers can be installed to cover the area of the business premises, an accurate
and unbroken movement profile of the workers will be produced without the need for any
action by the personnel. Due to the increased danger of the misuse of RFID systems, there
must, in comparison with other technologies, be a higher level of protection available for use
than with other technologies.802 At least in respect of active RFID tags 803 there should apply §
6c BDSG804 which governs the mobile storage and handling of personal data805 (§ 3 Abs. 10
BDSG).
Basically, all media fall within this category, which are equipped with a single processorchip.806 Also, if somewhat differently, this would apply, if as with a normal entry control
system, essentially unchangeable information such as an ID number is involved. 807 From the
user § 6c BDSG requires a variety of explanatory information such as the duty of the
individual concerned to reveal his identity, or, because of the mode of operation of the
technology also his rights in respect of the giving of information, insofar as knowledge of this
had not already been required. Alongside this there exists, depending on the particular case,
with each concrete use of the RFID technology, an additional requirement to inform,
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according to § 6c Abs. 3 BDSG, which is not defined more precisely.808 It is, however,
recommended that there should be some signal marking the recording of data – perhaps an
acoustic tone.809 The use of RFID technology is part of the information to be provided to
employees, in that perhaps this also must be given as information insofar as the analysis by
the particular electronic reading process creates a movement profile. 810 For the rest, the same
general approach should apply as for the already mentioned entry control systems.811 What
concerns the surveillance of the whereabouts of an employee with technological help (as,
perhaps, with RFID) for the purpose of performance monitoring, will generally be
inadmissible. Something else can emerge in special cases such as, for instance, setting up
special checkpoints on the regular rounds of the security personnel.812

2.8.3. Conclusion
The use of RFID systems in the workplace means an up-to date technological threat to our
privacy, therefore EU bodies have taken it as a hot issue and conducted various researches in
the last few years. However, in Hungary and Germany there were only a few cases in
connection to RFID and workplace privacy. Hence, academic debate focuses on this issue as a
theoretical problem, what needs to be analysed more in details in the future. Till then the
suggestions of the data protection authorities and general rules of personal data play a
significant role.
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3. SUPERVISION REGIME AND SANCTIONS IN THE FIELD OF PRIVACY
AT WORKPLACES

3.1. Hungarian regulation
3.1.1. Sanctions according to Data Protection Law
3.1.1.1. Court action
According to the Act on Data Protection, data subjects may file a court action against the
controller for any violation of their rights for information, correction or deletion. The court
shall hear such cases immediately, and the burden of proof of compliance with the law lies
with the data controller and data processor. This rule concerning the burden of proof clearly
gives an advantage to the data subject: if the data controller cannot prove that the data
processing and data processing were lawful, he will lose the case. When the decision is in
favour of the plaintiff, the court shall order the controller to provide the information, to
correct or delete the data in question, to honour the data subject’s objection.813
If the data processing causes any damage to the data subject as a result of unlawful processing
or by breaching the technical requirements of data protection, the data controller shall be
liable. The data controller shall also be liable for any damage caused by a data processor
acting on his behalf. The data controller may be exempted from liability if he proves that the
damage was caused by reasons beyond his monitor.814

3.1.1.2. The Data Protection Commissioner and the National Data Protection
and Freedom of Information Authority
3.1.1.2.1. The Data Protection Commissioner
The previous Data Protection Act established the institution of Data Protection
Commissioner. The provisions of the Act on the Ombudsman for Civil Rights also applied to
the Data Protection Commissioner, with the exceptions set out in the Data Protection Act.
Generally the Data Protection Commissioner had greater powers than, in general, an
ombudsman – mostly owing to the provisions of the European Data Protection Directive.
The Data Protection Commissioner was elected by Parliament for six years, and the first
Commissioner took office in 1995.
In the case of any violation of the rights of a person in connection with his personal data this
was to be reported to the Data Protection Commissioner unless a court action is already
pending concerning the case in question. The Data Protection Commissioner had the
competence, upon request or ex officio to oversee compliance with the regulations of the Data
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DPA § 17, new DPA § 22
DPA § 18, new DPA § 23
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Protection Act and other legislation related to data protection. He investigated the reports he
received, and made recommendations either in general, or to specific controllers.815
Publicity was also an important tool for e Data Protection Commissioner. He had the
competence to announce to the public the opening of proceedings, and any illegitimate data
processing.816
If any unlawful data processing operation is detected, the Commissioner could advise the data
controller (processor) to cease such operation. In this case the data controller (processor) had
to comply within 30 days and report it to the Data Protection Commissioner. If the controller
or processor failed to comply and cease the specified unlawful processing of personal data,
the Data Protection Commissioner had the competence to order, by resolution, that unlawfully
processed data be deleted, or he could prohibit the unauthorised data processing operations
and suspend any operation aimed at transferring data abroad. The data controller (processor)
could turn to the court within 30 days following the date of receipt of the resolution.817 Owing
to these competences the Data Protection Commissioner has acted since 2003 also as an
authority and not only as a traditional ombudsman. The changes have been subject to some
criticism in the legal literature, mostly due to a lack of rules concerning the execution and
realisation of the resolution.818 The Data Protection Commissioner did not have the right to
impose a fine if illegal data processing is detected.
3.1.1.2.2. National Data Protection and Freedom of Information Authority
As mentioned earlier, the new Data Protection Act significantly changes the supervision
regime of Data Protection (and Freedom of Information). The Act establishes a brand new
authority: the National Data Protection and Freedom of Information Authority (NDPFIA)
responsible for Data Protection and Freedom of Information. This new authority replaces the
current model and so the mandate of the Parliamentary Commissioner for Data Protection and
Freedom of Information came to an end after three years at the end of 2011, instead of the
original six years which Parliament adopted. This mode of legislation may infringe the EU’s
Data Protection Directive’s provisions on the independence of national regulatory
authorities.819
The new Authority is empowered with all the powers that the Commissioner has, except for
the right to turn to the Constitutional Court. The “ombudsman-like” powers are summarized
in the ‘investigation proceeding’. An investigation conducted by the Authority may have the
following main outcomes:
 the Authority calls upon the data controller to remedy unlawful data processing and,
respectively, terminate the situation threatening with unlawful data processing;
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 the Authority may prepare a report (which is open to the public) if it does not initiate an
administrative or court procedure;
 the Authority may initiate a so-called ‘data protection proceedings’;
 the Authority may initiate a so-called secret-supervision proceedings’;
 the Authority may initiate court proceeding and
 the Authority may decide to terminate the investigation.
So the Authority has new powers, namely the possibility to start different types of public
proceedings: ‘Data protection proceedings’ or so- called ‘secret-supervision proceedings’.820
The NDPFIA starts data protection proceedings if the illegal data processing affects a wide
range of data subjects, affects sensitive data or if it causes significant injury to the data
subject’s interests.821
As sanctions, the Authority may order by resolution the correction of personal data, the
deletion or blocking of personal data, it may prohibit the whole data processing or transfer to
third countries, it may order the provision of information for the data subject, and – as a
totally new feature – it may impose a fine between HUF 100,000 (approx. EUR 330) and
HUF 10,000,000 (approx. EUR 33.000 EUR) on the controller of personal data.822
Generally the supervision of Data Protection is regarded as a mixed model, since the National
Data Protection and Freedom of Information Authority has, on one hand, a number of
“ombudsman-like” powers and, on the other hand, public proceedings powers, including the
right to impose fines.

3.1.2. Sanctions based on the Labour Code
Firstly, it is necessary to distinguish if the damage was caused before employment (during the
hiring procedure) or during employment. There are special rules governing liability for
damages in the Labour Code, but they are only applicable in the course of employment. The
hiring process, therefore, falls under the “general” liability rules, 823 which means, in the
context of privacy in the workplace, that the regulation of the DPA shall apply, since the
employer is still a data processor even if the employment relationship does not, in fact,
occur.824
For damages caused by any party during employment – including, of course, damages caused
by the employer by a breach of privacy – the regulations of the Labour Code are applicable.
Under the Labour Code the employer is liable to provide compensation for damages caused in
connection with an employment relationship. The employee is relieved of liability if able to
prove that the damage occurred in consequence of unforeseen circumstances beyond his
control, and there had been no reasonable cause to take action for preventing or mitigating the
damage; or that the damage was caused solely by the unavoidable conduct of the aggrieved
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party.825 The regulation of the Labour Code conforms to the regulation of the DPA, as both of
the Acts contain the same special liability rule.

3.1.3. Other sanctions
3.1.3.1. Sanctions based on the Civil Code
Since data protection, the right to one’s own image (and recorded voice) and the right to
privacy are regarded as inherent rights, the legal consequences of infringing such rights shall
also apply, regulated by the Civil Code. According to § 84, a person whose inherent rights
have been violated has the following options under civil law, depending on the circumstances
of the case:
 to demand a court declaration that an infringement has occurred,
 to demand that the infringement be halted and the perpetrator restrained from further
infringement;
 to demand that the perpetrator makes restitution in a statement or by some other suitable
means and, if necessary, that the perpetrator, at his own expense, make an appropriate
public announcement of this restitution;
 demand the termination of the injurious situation and the restoration of the previous
state by and at the expense of the perpetrator and, furthermore, to have the effects of the
infringement nullified or deprived of their injurious nature;826
These are so-called objective sanctions, which are applicable regardless of any damage caused
by the data controller.

3.1.3.2. Sanctions based on the Criminal Code
In case of some really serious breach of privacy, irrespectively of happens in the workplace or
in any other location, may be sanctioned by the Criminal Code.
There are criminal law sanctions concerning the misuse of personal data: § 177/A of the
Criminal Code states that any person who, in violation of the statutory provisions governing
the protection and processing of personal data,
 is engaged in the unauthorised and inappropriate processing of personal data;
 fails to take measures to ensure the security of data;
commits a crime, if he thereby causes significant injury to the interests of another person or
commits the crime in order to gain illegal benefit. It is also a crime if anyone fails to provide
information to the data subject, as required by law, if it causes significant injury to the
interests of the data subject.827
The Criminal Code also names the crime of ‘violation of the privacy of correspondence’
According to § 178, any person who opens or obtains a sealed package containing a
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communication which belongs to another person for the purpose of gaining knowledge of its
contents, or conveys such to an unauthorised person for this purpose, as well as any person
who ‘taps’ or ‘hacks’ into correspondence sent through telecommunications equipment
commits a crime.828
Finally, the Criminal Code regulates the illegal possession of private secrets and says that any
person who opens or obtains the sealed package of correspondence of another person and
records such by technical means, captures correspondence forwarded by means of
communication equipment or computer network to another person and records the contents of
such by technical means for the illicit possession of private secret commits a crime. 829

3.2. German regulation
Similar to the Hungarian regulation examined before the violation of laws by employers and
employees can also lead to sanctions of data protection, labour law and to further sanctions in
Germany.

3.2.1. Sanctions in the field of data protection
Apart from a wide range of sanctions in specific data protection regulations (see some
examples of the criminal and civil penalty provisions of §§ 148, 149 TKG) the Federal Data
Protection Act states for example, that infringements against the data protection law are
punishable with fines as misdemeanours. The catalogue in § 43 BDSG offers a number of
ways to sanction non-compliance of legal requirements. Thus, according to § 43 paragraph 3
sentence 1 BDSG violations of notification and information requirements (see § 43 paragraph
1 No. 8 and No. 8a BDSG) can be fined with up to 50,000 €, an infringement in cases of
paragraph 2 can be punished with a fine of up to 300,000 €.830 On § 44 BDSG certain acts are
even criminalized.831 The obligations of the BDSG meet the responsible entity (§§ 1,
paragraph 2, 2 BDSG) this means the head of the department or the management.832 Besides
the rights mentioned in § 6 paragraph 1 BDSG, in some cases, the parties also have an
opportunity to assert their cancellation rights or claims for damages for unauthorized or
incorrect collection, processing or use of their personal data in accordance with § 7 BDSG.833
The violation of a notification does not disclose this possibility. For public-legal sector
employers, for example, a strict liability may arise from § 8 BDSG.834
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3.2.2. Sanctions in the field of Labour Law
Regarding the process, there is a chance of suspension of banning the use of legal
consequence of an improper act, based on unauthorized employee monitoring. 835 Illegally
obtained evidence in civil proceedings is generally not unusable, only when according to
protective purpose a prohibition of use is announced in the gathering of evidence an injured
norm.836 This is especially the case if through obtaining the evidence constitutionally
protected basic positions have been violated,837 furthermore if the employer has violated
privacy rights of the employees.838 In this context it is important to note that employer and the
works council meet a duty of care in accordance with § 75 paragraph 2 sentence 1 BetrVG,839
which prescribes protection and promotion of the free development of personality of the
workers engaged. But employees also have to reckon with the consequences for breach of
duty. Unauthorized use of, for example, operational information and communication
technologies threaten them with warning letters, with ordinary or in some cases with instant
dismissal840 as well as pay cuts.841 Sometimes they may get liable for causing damage
unlawfully.842 Regarding pecuniary consequences it is important to note that there are
privileges in employment liability which, depending on the degree of indebtedness and the
extent of damage may limit or even exclude the liability. 843 This applies only to damages that
have occurred in connection with the operations of the employee, but not for damage due to
unauthorized private use.844

3.2.3. Other sanctions
The sanctions of German law are by no means confined only to the work- and data protection
area. Especially when illegal surveillance activities are in question, the employer runs the risk
of being punished under the provisions of the StGB. The protection of information in the
broadest sense, can predominantly be realized through § 202a StGB (Spying data), § 202b
StGB (Interception of data), § 202c StGB (Preparing the spying and interception of data), §
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203 (Violation of private secrets), § 263a (Computer fraud), § 268 StGB (Falsification of
technical records), § 269 StGB (Falsification of evidentiary data), § 270 (Deception in data
processing in legal relations) § 274 StGB (Suppression of evidentiary data), § 303a StGB
(Changing data) und § 303b StGB (Computer sabotage).845
In case the employer accesses contacts illegally or controls telephone calls improperly, he
may be liable to prosecution for violation of telecommunications secrecy (§ 88 TKG) to § 206
StGB.846 Apart from the feature as a telecommunication provider, criminality according to §
201 StGB (Violation of the confidentiality of the word) is added.847 What is more the
violation of the law on the written word entails also a criminal offense under § 202 of the
Penal Code (violation of the secrecy of correspondence.). The sending of messages through
electronic ways has not been mentioned yet. This means that the closed character of the
document is missing.848 Here, again, § 206 StGB849 appears, which also includes the
protection of e-mail traffic.850 On part of the employee a fraud may be committed (§ 263
StGB) if due to unauthorized private use costs can be feigned as officially necessary.851
Furthermore, it is possible to penalize the violation of specific duties of confidentiality, e.g. of
§ 17 UWG (betrayal of business and trade secrets) or § 67 BBG (secrecy).852 In addition, in
the retrieval and dissemination of content from the Internet there can also appear a violation
of criminal or copyright (see the offenses of §§ 106 ff. UrhG)853 provisions.854 Since the
present data protection liability standards of §§ 7, 8 BDSG there are no final regulations
represented,855 a possible recourse to the general civil claims remains.856 Illegal surveillance
measures can entail e.g. sensitive compensation claims.857

3.3. Conclusion
The concept of informational self-determination and the current legal framework of the
protection of personal data was started to be implemented into the Hungarian national law
only in the end of the 1980s, close to the fall of the communist regime.858 After all, nowadays
in Hungary, just like in Germany – where privacy rights have been developed for decades, at
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least in West Germany – the current regulation contains various legal procedures and
sanctions in case of unlawful processing of personal data. Despite of the lack of sectorspecific and secondary norms regulating the monitoring, especially the technical surveillance
of workers, there is a complex system of legal protection available for employees. There are
many applicable laws like Acts on data protection, Civil law, Labour law, or Criminal law;
and ways to get remedies, such as turning to court or to supervisory bodies calling for
investigation of individual cases, or the level of privacy protection in their workplace. There
are reasonable expectations for privacy in the workplace in both of the countries, the court
rulings and data protection authorities interpret the general rules of data protection – even
though some of the decisions are quite unpredictable859 – and offer a high degree of legal
protection to the workers.
To conclude the question of supervision regimes we have to highlight, that there are various
forums and proceedings available for employees to choose from in case of privacy breach
occurs. Contrary, as it was clear from the low number of cases and recommendations could be
found connected to the issues examined, subjects of unlawful monitoring are in the absence of
knowledge about their rights and possibilities, and their informed consent as the legal basis of
data processing may be questioned.
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133

