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1. INTRODUCTION AND BACKGROUND

Nowadays, thanks to the rapid development of motlrhnology, employers can resort to a
comprehensive repertoire of measures for monitogimgployees. At the same time the new
achievements of the Information Age face rigorotsitiny under operating data protection
measures and from demands for increased effortiatayprotectionists. Now, in the light of a
variety of so-called data scandals in German coieparpublic discussion on creating a
separate Employee's Data Protection Act — alretidg Bor a number of years — has finally
moved (and correctly so) into the focus of legdigyo Science, jurisprudence and also the
legislator are all trying hard to accommodate thelwes to the new circumstances and to
develop possible solutions to setting an adequatee§pect of potential conflict within the
employment relationship) and appropriate level @ll\walanced protection in the field of
employee data security. However, to what dangersmployees exposed in the workplace?
At what point do controlling, measuring and monitgrby come up against the juridical
boundaries? How are we to succeed in developingteefnologies such as GPS, GSM or
RFID? How can individuals defend themselves? What pd&ib are open to the employer?
What can be expected in practice and what arectistfle alternatives to current approaches?
These and other questions need to be answeredsagarbackground of responsible dealing
with employee data. Moreover, there is on occaaitow threshold between what is allowed
and what is not — between legal and illegal momtprThe employer treads a narrow path
between enforcing his legitimate interests and eawting on the personal rights of his
employees.

1.1.Objective and methodology

The following examples should provide an overvidwhea essential questions of the current
and planned legal situation in the field of the ®yee's data protection law and serve to
make the reader sensitive to the issue of privacthe workplace. First an inventory of
essential background information is shown whichtaims, beside the constitutional-juridical
context, a depiction of the potential conflictsimferest between employer and employee. In
this connection carefully chosen monitoring measare introduced and analysed. To show a
more practical aspect, the position of the datdegtmn authorities is shown with particular
reference to a more responsible handling of emglsygata. Finally the sanctions are shown
before a closing statement follows on the legalagion.

! Cf. e.g. the overviews of Daubler, 2010, mgn.f2aas well as of Schmidt, 2010, pp. 207-208 ané@ktter,
2008, p. 609.

2 GPS = Global Positioning System; GSM = Global &ystfor Mobile Communications; RFID = Radio
Frequency ldentification.
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1.2.Basic concept of data protection in Germany and thdogmatic
bases of the general protection of personality righ

In Germany, data protection law is arranged as eciap personality right whose
constitutional-juridical roots lie especially inetiundamental rights of the free development
of the personality (Art. 2 par. 1 GG) as well agha protection of human dignity (Art. 1 par.
1 GG)? The law has been the subject of numerous couisidas® and it is and will remain
so. Deriving from Art. 2 par. 1 GG, in conjunctiwith Art. 1 par. 1 GG, the general right to
privacy grants a comprehensive right of respectth@ individual and for his personal
development. The reference point of this protection is the aciy of the basic legal entity,
the person, as sutzrom this there emerges the obligation of the damental right (...) to
guarantee elements of the personality which areimdhemselves objects of the special
freedom guarantees of the GG, but neither do taky second place to these in terms of the
constituted meaning of personalityThe Federal Constitutional Court stresses thantesl
for such loophole-closir§ exists in particular “also in view of modern dey@hents and
with them to related new dangers for the protectibthe human personality™. Thereby we
arrive at the essential significance of the geneigtht to privacy with respect to the
effectiveness of a fundamental right with whicmitst be fully harmonisetf.It goes without
guestion that this personal protection must be la¢dsapplied in the workplace.

1.3. Taking stock of protection of personality rights atthe workplace

By virtue of the power of the state and the privetenomy to exercise widespread control
over almost all domains of work, employees facedaeger that they are unable to protect
their private sphere to the required extent. Camogrtechnological innovation in recent

years, there has been a constant increase inbededanger of the misuse of personnel-
related data. Starting from access to email coomdgnce to the possibility of creating and
evaluating relevant movement and personality psfibf colleagues, there are almost no
fields where even a single movement or action coudtl be — at least theoretically —

% Gola, 2010a, mgn. 45. On the historical developgnuérthe personality right protection, cf. Gola/Wika,
2010, mgn. 1 ff.

* Kerstin Orantek, 2008, p. 51.

® Cf. BVerfGE 27, 1 ff. (Microcensus); 34, 238 fl.qnband); 65, 1 ff. (Population count); 80, 367(Hiary) or,
from more recent past the verdict on online ingzgton of computers of 27 February 2008 (NJW 2@22).
Cf. with regard to the Supreme Court Jurisdictiontloe handling of employee data Gola/Wronka, 2@1®&75
ff.

® Constant jurisdiction of BVerfG, Cf. just: BVerfGBS5, 202, 219; 72, 155; 82, 236, 269; 90, 263, 270
"BGHZ 13, 334, 338; 26, 349, 354,

8 BVerfGE 27, 1; Ehmann, 1997, p. 196; Schmidt, 1$7243.

° BVerfGE 54, 148, 153; 95, 220, 241; 99, 185, 19%8t, 361, 380.

9 BVerfGE 106, 28, 39.

1 BVerfGE 54, 148, 152; 65, 1, 41.

2 Dj Fabio, 2011, Art. 2 GG mgn. 127.



monitored. It is, therefore, totally clear that therking environment is precisely where many
different facets of the personal rights of the esgpk can be affected.

1.3.1.The needs of the employee in respect of personalitghts

If we talk in terms of monitoring levels in the vkpface, employees are not helpless under
the law, and they are able to challenge their eygpltegally in respect of the right to privacy.
Concerning the direct involvement of the fundamlemight as a third component, the
constitutional right is involved not only from theoint of view of the staté but the
fundamental right as an objective value-system ail®wover the general claudesn the
domain of the private econom{In this sense the personality rights of the emgéogire in
danger of violation in several ways, and such wiofes can appear in the working
environment in many forms.

1.3.1.1.The protection of personality rights over the right of informational
self-determination'’

As far as the area of working conditions is conedthit is not only the state that needs data
in order to be able to carry out its duties, bt phivate sector also — e.g., if it is to decide on
contractual condition¥ Without regard to the form of monitoring as wedl @ the data
processing procedures to be carried out, the emaplisyobliged to respect his employee’s
demand for the protection of his personal righttheform of the right of informational self-
determination (the so-called fundamental right oétad protectionf° The Federal
Constitutional Court explained that “under the atods of modern data processing (...) the
protection of the individual against unlimited i storage, application and transmission of
his personal data is embedded in his general palisomight (...). The fundamental right
guarantees the individual’'s authority to the extiat he himself can basically decide about
the omission or use of his personal dataHe can basically decide himself when and within
what framework he is prepared to reveal his pelstrmamstances. Thus “there are no more

13 Naturally the range of potentially violable empdeyrights in labour law is not limited to violat®rof
personal rights, although within the private spherethe field of employment, treatises currentiypdeto
concentrate on this area.

14 According to Art. 20. Sec. 3 GG the legislativeeeutive und judicature are bound to the fundaneiufats.

!5 As e.g. the general clauses of BDSG and BGB, Fgiigi010, mgn. 342.

16 Roloff, 2009, § 5 mgn. 2; cf. basically with theassification of fundamental rights as objectivduea
BVerfGE 7, 198, 203 ff. as well as specially to thdirect third-party effect of the general perdagaight
BVerfGE 35, 202, 219 ff.

" Fundamental right to data protection, TinnefeltifRrink, 2010, p. 727. Cf. further Schaar, 20@8d also
the brochure of the Federal Agency for Data Pratactnd Freedom of Information, accessible from:
http://www.bfdi.bund.de/SharedDocs/Publikationefdbroschueren/Dokumentation25JahreVolkszaehlungsur-
teil.pdf?___blob=publicationFil§05.05.2011.]

18 Concerning the vulnerability of the fundamentghts within employments cf. e.g. Miiller-Glége, 20@gn.
278-293.

19 Gola/Wronka, 2010, mgn. 7.

% Gola, 2010a, mgn. 45. Thus, for instance, accgrthrg 75 par. 2 s. 1 BetrVG employers and worksncis
have the duty to protect and promote the free dgweént of the personality of the employees. Furtihey have

to promote the independency and the initiativethefemployees. The right to informational self-deti@ation
was developed by the Federal Constitutional Couitsiso-called census adjudication (BVerfGE 65, 1)

' BVerfGE 65, 1, 44.
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irrelevant data among the conditions of automati@ grocessing® since all data relevant to
an individual date enjoys the protection of thedamental law — regardless of whether or not
it contains a sensitive item of informatidhHence, not only is an individual protected against
new technology in respect of private and intimaatadbut the employer is also required to
comply with various basic requiremeffsData must be collected directly from the person
concerned (the principle of direct collectidn)Extensive computer-assisted profiling and
complete data collection is forbidden, insofar hs& tallows a complete picture of the
individual involved to be creaté.According to the principle of necessity, the hamgilof
personal data is limited to the extent actuallyurexfl, and data are to be used only for
defined and legitimate purposgsThe core issue of private life is inviolabfeunreasonable
intimacies pertaining to the employee or self-aatoss may not be collected. An additional
requirement is for the open handling of data —gheciple of transparency. In this respect,
the individual has the right to check informatido,examine records and to be notified of
relevant matters, to correct data, to block or edelete it?® The person involved has also the
opportunity to find legal remedies and turn to daga protection authority.

1.3.1.2. The precedence of the personality right protectiorover the right to
ensure the integrity and confidentiality of information technology system¥

Of recent rulings, that of the Federal ConstitugioGourt in its decision in respect of online
searches has developed the fundamental right tagige the confidentiality and integrity of
information technology systems should be menticféthis expands the guarantees derived
from constitutional rights and from the rights tfarmational self-determinatiols.In this
case the personal and material areas of the litaeofndividual are protected from access in
the IT area if it is the information technology ®m as a whole which is accessed and not
only the individual communication processéSecret access to the information technology
system that an employee uses or can use are, augoocthis, not allowed® In this case it is
not only the confidentiality of saved data but atbe ability to control the data in the
processing that has to be protectedihe IT law is subsidiary and comes after, e.g.,
telecommunication privacy (Art. 10 Paragraph 1 GiB)the right to informational self-

22 BVerfGE 65, 1, 44.

% BVerfGE 65, 1, 45.

4 Tinnefeld/Petri/Brink, 2010, p. 727.

%5 Cf. to this aspect Gola/Wronka, 2010, mgn. 454 ff.

2 BverfG, NJW 2010, p. 839; 1 BVR 370/07 with refare to BVerfGE 65, 1, 42.

> BVerfGE 65, 1, 44-45.

8 BVerfGE 109, 279, 291.

29 Cf. BVerfGE 65, 1, 46; Tinnefeld/Petri/ Brink, 201p. 727.

%0 Cf. BVerfGE 65, 1, 46.

31 So-called fundamental right to IT, Tinnefeld/PeBtink, 2010, p. 727.

32 NJW 2008, p. 822.

3 Tinnefeld/Petri/ Brink, 2010, p. 727.

3 BVerfG — 1 BvR 370/07, 1 BVR 595/07 (clause 201).

% Tinnefeld/Petri/Brink, 2010, pp. 727-728. on thekgem of how far employees may use the IT-systefibke
employer as their own, cf. BVerfG, NJW 2008, p. 832well as the case study by Petri, 2009, ppf.55 f
% BVerfG, NJW 2008, p. 824.
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determinatior?” As a ‘catch-all’ fundamental right, it has the étion to close loopholes in
protection and, in this way, to broaden and urfify protection of the private sphéfeThe
new dangers, which can occur due to technical dpeweént and to new life-circumstances,
can, in this way, be avoidéd.

1.3.1.3. Further features of the personality right protection

The protection of the personality rights of empleyean also be achieved in many cases in
respect of their own word and imafe.

1.3.1.3.1The right to the spoken word"*

The protection of the spoken word gives the indmaidthe power to decide basically whether
the content of a communication should be open tmliiis partner in conversation or to a
wider circle alsd? Spontaneous speech has to be protected againstiregand subsequent
replay at any time, and in this way the right off-determination in connection with the
spoken word is also protect&This relates to categories such as secret vomzdimgs” or
listening with the help of monitoring equipméniConcerning the level of protection, there is
no congruity with the right to privacy.The right to the spoken word protects in gendral t
self-determination of certain sensitive conversatamntents on the one hand and, on the
other, it restricts the place of the conversatiomfthe domain of the private sphéfe.

1.3.1.3.2. The right to the written word

As one part of the personality rights, right to thetten word include the right to not to
publish certain private notes — the so-called pyvaf correspondenc@.in particular, right to
the written word have increased significance inratividual's working life, where they may
involve documents, such as letters relating togjpplications'

1.3.1.3.3.The right to an individual’'s own picture

By the right to one’s own picture, the individualprotected from all forms of unauthorised
copies, the circulating either in a material waybgrmeans of technical equipment directly
transmitting images of his personal appearafide.this way, the person concerned has the
kind of self-determination right which means thatibasically his decision as to if, how and

37 BVerfGE 120, 274, 302.

3 Durner, 2011, Art. 10 GG mgn. 59.

39 BVerfG, NJW 2008, p. 824 with reference to BVerf6& 148, 153; 65, 1, 41; 118, 168.

40 Cf. to this BVerfG — 1 BvR 1611/96; E 106, 28; BA@ AZR 51/02, NZA 2003, 1193, 1194; 1 ABR 16/07,
NZA 2008, p. 1189; Dieterich, 2011, Art. 2 GG mg8.

1 Concerning the right of the spoken word cf. BVeEfG4, 238, 246 f.; 54, 148, 154.

“2BVerfGE 54, 148, 153; BGHZ 27, 284, 286; BAGE 866, 376; Dieterich, 2011, Art. 2 GG mgn. 43.
“3BGHZ 80, 25, 42; BVerfG, NJW 1992, p. 816.

“ BVerfG 1992, 815, 816; BAG, NJW 1998, 1331, 1332.

5 Gola, 2010a, mgn. 48.

5 BVerfGE 106, 28, 41.

*" Gola, 2010a, mgn. 49. Cf. further BGH, NJW 20031 28.

8 Gola, 2010a, mgn. 51.

49 Cf. further BVerfGE 80, 367.

*¥ Gola, 2010a, mgn. 58.



when he would like to present himself to third jEtor to the publit and, further, who may
save, use and transmit the data in the form otauE>* We can exemplify such a violation
of a right in the field of video-monitoring measorents. The legal regulations of the right to
one’s own image are §§ 22 ff. KUG and § 201a StBénglty Law Code)®

1.3.1.3.4. The protection of the confidentiality of communicdion in Art. 10 GG

A further matter to be protected, belonging to¢htegory of personality rights, includes Art.
10 GG - for the individual the guarantee of thefictemtiality of communication?

Scope of protection

According to the postulation of Art. 10 Abs. 1 GiBe confidentiality of both correspondence
and of the post and telegraph-services are indelafrt. 10 GG includes an important
guarantee of freedom which supersedes the geneashmiee of Art. 2 Abs. 1 i.V.m. Art. 1
Abs. GG>® Art. 10 GG is applied independently of the contmd method of sending a letter
or of sending a message via telecommunicafigxl forms of transmission of information by
means of telecommunication equipment belong tdighe.>” An important connection for the
confidentiality of telecommunication is the actumaédium of communication used and the
dangers of confidentiality which result from theewaf the mediuni® The protection involves
the whole process of communication as such — ghdhe time from the beginning to the end
of the transmissiort, When the protection actually starts has so farbeen discussed either
by the jurisdiction nor by the literatuf®, but, according to the BVerfGe (Federal
Constitutional Court), protection ceases “at thenmant when the message has arrived at the
addressee and the transmission process is SveBesides its preventive-legal nature
(protection against learning the contents and theremdetailed circumstances of the
telecommunication through the state) there is ohetuthe secrecy of the telecommunication
and at the same time the requirement that the stas¢ protect the individual insofar as there
are third parties who run telecommunicatfSreperations.

Limitation of the right of information self-determaition based on the actual control of
data

The limitation of the secrecy of telecommunicatibm the right to information self-
determination applies depending on whether or hetdata are outside the sphere of the

1 BVerfGE 63, 131 and 142; constant jurisdictioriaf BGH, cf. NJW 1996, p. 986 with further referesic
2 Gola, 2010a, mgn. 58.

%3 Seitz, 2011, part 8 mgn. 6.

> BVerfGE 85, 386, 398; 100, 313, 366; 115, 166,;188la, 2010a, mgn. 94.
* BVerfGE 67, 157, 171; 100, 313, 358.

*® Gola, 2010a, mgn. 94.

>’ BVerfGE 85, 386, 396; 100, 313, 358.

8 BVerfGE 124, 43, 54 f.

9 Gerhards, 2010, p. 192.

9 De Wolf, 2010, p. 1209.

1 BVerfGE 115, 166, 184.

82 BVerfG, NJW 2002, p. 3620; Gola, 2010a, mgn. 95.
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person involved® Data connected with communications which are methiin the domain of

a participant in the communication no longer ertjog protection of Art. 10 Abs. 1 GG, but
they are protected by the right to informationalf-determination. The protection of the
secrecy of telecommunications ends when the proakfise transfer of the information is
over and the addressee has actual possession d&t#té The specific dangers of distance-
(i.e. tele)communication no longer exist for thed@$see, since he has the power to take
appropriate precautions against unwanted data-etes

1.3.2. Limitations of the personality rights of the emploee

As is the case with other fundamental rights, teesgnal rights of the employee do not
require absolute protectiéf When examining a breach of personal rights we ralsst take
into consideration the relevant personal rightthefemployef’ Personal protection is, hence,
limited by the valid (company) interests of the dmypr°® Breaches of the personal rights of
the employee can, therefore, be justified by acegphe greater validity of the interests of
the employef?

This conflict of fundamental rights is to be harnsaad in such a way that the conflicting
rights can be harmonised most reasonébly respect of the employer, the fundamental
rights in addition to economic freedom of actionrt(/&2 Abs. 2 GG), the freedom to exercise
his profession (Art. 12 Abs. 1 GG) and his riglmsespect of ownership (Art. 14 Abs. 1 GG)
should be considerédd.Even in respect of important interests of the eyl (such as issues
of legal compliancé§ the principles of data protection must also beakto consideration
to an appropriate degré&This assessment mechanism is incorporated alsoeitievel of
simple law, such as in the BDSG, where the weighihtpe interests of the persons involved
and those of the data-processors plays a centealrconnection with the admissibility of the
data processing.

1.3.2.1. The different regulations in the public and private sectors

Within the public and the private sectors there arkarge number of regulations at both
federal and provincial (Land) level that can bemportance in connection with breaches of
personal rights in the workplace. In the publicesghwe can find sector-specific regulations
on reporting and archiving systems in the fieldocial-data protection or in education, in the
medical sphere or in relation to the security (@@lice) authorities. Within the private sector
there are, among others, regulations introducedhi®handling of multimedia in the field of

3 BVerfG, NJW 2006, p. 976.

 BVerfG, NJW 2006, p. 978. Gerhards, 2010, p. H@8yolf, 2010, p. 1209; Vietmeyer/Byers, 2010, @08
% BVerfGE 115, 166, 184; BVerfG, NJW 2008, p. 825.

% Tinnefeld/Petri/Brink, 2010, p.728.

7 0r the related interests of the colleagues o&thployee, Moll, 2009, § 32 BDSG mgn. 45.

% Tinnefeld/Petri/Brink, 2010, p. 728. Moll, 200938 BDSG mgn. 45.

®9BAG - 2 AZR 485/08 remark 36.

" Dieterich, 2011, introd. mgn. 71.

" Tinnefeld/Petri/Brink, 2010, p.728.

"2 The concept of “compliance” is more commonly umsttend than the totality of organisational measwiesh
are necessary for a business to conform wholly thighlaw. Tinnefeld/Petri/Brink, 2010, p. 728.

3 Cf. to this aspect e.g. Petri, 2010, pp. 305 ff.
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ICT in Telecommunications Act or in Telemedia Atit should be emphasised that in the
usually relevant field of regulation of the fededata protection law 8§ 12 Abs. 4 BDSG, in
the case of the legal relations of employees inptiidic sector there is frequent reference to
regulations applicable to the private seétofhe purpose of this norm is, on the one hand, to
provide for those working for the public sectorrdform data protection rigHf On the other
hand it ensures the principle of equal treatmeriblic and non-public working-relations.
Beyond 88 2 Abs. 4, 1 Abs. 2 Nr. 3 BDSG the applicafield of the BDSG relates to all
private employers, so that also personnel-relestatet enjoy uniform protectioff.

1.3.2.2. The interest of the employer in monitoring the emfpyee

There can be several sound motives on the palteoémployer for carrying out monitoring.
Basically, the employer may be interested in oliegriay video some process, department or
the personnel located there, perhaps, for exampla,dangerous location such as a nuclear
power-statiorf? In the telecommunication field several factors magy a role such as
checking the loss of working time by employees giselecommunication services, the risk of
damage to the firm’s electronic-data-processingvioyses or spam via the internet and e-
mail, the committing of a crime at the workpl&€eynauthorised access to the e-mails of
employees in their abseritas well as generally doing everything possiblerisure smooth
running” and avoiding the responsibility for criminal or favil offences and obligations to
provide information to the security authofitgould play the rol&* For example, committing
an offence in relation to the employer-employeatrehship may well lead to a loss of
reputation by the employ&?.In general, taking the side of the employee tadyeaithout
careful thought and without considering the inteyesf the employer is something to be
avoided.

1.3.2.3. The limits of supervision: the line between legadnd illegal monitoring

Deciding the permitted limits to the monitoring eiployees is currently a rather difficult
problem for employers. A major factor in the quastof whether the employer has such a
right and, if he has, then to what extent, musthalight of the conflicting legal interests of

" Gola/Wronka, 2010, mgn. 31.

"5 For a critique of the regulation cf. Heckmann, @08 12 BDSG mgn. 29 by reference to e.g. Damm2@i].,
§ 12 mgn. 22 and Simitis, 1989, pp.52-53. Cf. &sda/Wronka, 2010, mgn. 216 ff. In spite of therppain EC
data protection law, the basic separation betwedfiggand non-public areas has been maintained.

® Gola/Schomerus, 2010, § 12 BDSG mgn. 7.

"Wedde, 2009, § 12 BDSG mgn. 14.

8 Cf. WeilRnicht, 2003, p. 450; Mengel, 2004b, p.201

¥ Gola/Wronka, 2010, mgn. 833.

8 Wwith the accompanying danger of damage to thetagipn of the employer cf. Tinnefeld/Petri/Brink)ZD, p.
728. with reference to the ruling of the Federdbduar Court (NJW 2006, 2939 ; E 111, 291) as an @k&nthe
downloading of pornography.

8 Vietmeyer/Byers, 2010, p. 808.

82 Cf. Pauly/Osnabriigge, 2009, § 6 mgn. 128.

8 Gola, 2010a, mgn. 28, 29, 198.

8 Cf. to this aspect Holzner, 2011, p. 13 which agsocost-risk analysis and also working time arguaii®n.
8 pauly/Osnabriigge, 2009, § 6 mgn. 127.
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employer and of employee, be considered in ternpsagortionality®® There may actually be
situations in which an overriding and justifiedergst of the employer is present if we for the
moment ignore the purpose of a working relationskilpe exchange of labour for
remuneration§’ Taking technical developments into account, tieréor example, a justified
interest of the employer concerning the right ofoimation self-determination of the
employee through the use of technical equipmensék the information for which he has a
valid need in an economically rational way, rapidhd at a reasonable co&t.Ilt is expressly
forbidden to formulate general answers in definiimg border-line between legal and illegal
monitoring. Any evaluation and analysis of the datatection law context must be individual
case-dependent and should be carried out in thedighe overall situatioft

1.3.2.4.Mutual dependence within the employment relationsip

The employer-employment relationship is, in genemlcontinuing account of mutual
indebtednes?’ The relationship is typically marked by a highegree of obligation between
the parties® For these parties the employment contract meaais titey must be highly
dependent on each other within the relationships Téads us again to the question as to
whether the employee has any effective possititsigree to the use of his personal data. At
the same time it is questionable if the employeabte to block the misuse of data by the
employee.

1.3.2.4.1. The consent of the employer and the criterion ofaluntariness

In the directive on data protection the data sulsjezonsent shall mean any freely given
specific and informed indication of his wishes byieh the data subject signifies his
agreement to personal data relating to him beiogessetf in respect of a specific case and
with knowledge of the facts of the case, throughctvithe person involved accepts that
person-relevant data concerning him can be prodé3sehe possibility that parity in a
contact may be disturbed and, hence, the negaistifance between the tlacould mean
that a situation involving compulsion might arise the disadvantage of the employ&e.
Therefore one of the main features of consent irrkypoactice is the criterion of
voluntariness? It is a matter of dispute whether, under the cirstances of an employer-
employee relationship, consent can be given effelgtiat all. Some of the literature rejects

% |n several decisions the Federal Labour Law haessed this problem (cf. e.g. NJW 1984, p. 291DWN
1986, p. 2724 or recently NZA 2011, p. 571).

87BAG, NJW 1986, 2724, 2726; Pauly/Osnabriigge, 286@mgn. 43.

* BAG, NJW 1986, 2724, 2726.

89 BVerfG NJW 2002, 3619, 3624 by reference to EZB8, 248; 367, 373 ff.

9 Miller-Glége, 2009, § 611 BGB mgn. 16.

%1 Kramer, 2007, book 2 introd. mgn. 97.

920n the requirements for voluntariness within tteaning of § 4a par. 1 s. 1 BDSG cf. BGHZ 177, 253} as
well as Maties, 2008, p. 2220.

9 95/46/EC Art. 2. In German Law the term consentaiso defined as prior agreement, § 183 BGB,
Gola/Schumerus, 2010, § 4a BDSG mgn. 2.

% Gola/Schomerus, 2010, § 4a BDSG mgn.6 f.

% Biillesbach, 2003, ch. 6.1, mgn. 14; Gola, 2002,1p0; Simitis, 2011, § 4a BDSG mgn. 64 f.;
Backes/Eul/Guthmann/Martwich/Schmidt, 2004, p. 15&hmidt, 2009b, p. 1298;

% Cf. to this Wedde, 2009, § 28 BDSG mgn. 24; RidHKortstock, 2005, p. 384; Maties, 2008, p. 2220.
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the possibility of consent in genetalith, among other reasons, the explanation thegal
intrusions in the person rights of the employeencarbe legitimised by consefft,as the
employee would lack the necessary independ&hicethis way there could be the permanent
danger that consent was the result of the abuse émployer’s position of powél Neither
can it be prevented that the employer providesaase according to which the employee
declares that, when making his decision to condentyas under no form of presstiteThe
situation would be different if there were a wodauncil and if outline conditions had been
negotiated with ther®? Others are of the opinion that a general and utgimrefusal of
voluntary consent would not be possibléand it is recommended that a free decision by the
employee should not be refused since this migltnafor effective consent in cases where
consent has neither been forced nor obtained beptien’®* Very often, however, the
individual has practically no right of choice conuieg the erasure of his d&taThis is only
true in the context that practising his professitiimately serves shaping and maintaining his
livelihood® Besides this financial factor, his standing inatiein to his superiors or
colleagues may also play a role. It is advisabledwer to obtain consent independently of
the contract of employment, as linking the conttactonsent might well suggest a possible
lack of willingness or give the impression of corgpen®’ Further, it should also be
remembered that any restraint on free consenbigach of European law, as Art 7 lit. a. of
the Data Protection Directive declares consentlzssis of justificatiort’®

1.3.2.4.2The employer's possibilities in case of misuse oath by employees

Employers may have a legitimate interest in theqmtoon of their data. The unauthorised
disclosure of data to third parties threatens wéhous disadvantages both in intangible and
in economic term&” Due to this, employers try to mitigate the los®tigh the involvement

of internal security departments or investigatianivaities combined with preventive and
detection measuréd’ This is actual almost impossible to the extentetmployer intends to
do. He has at least the possibility to protectdasa against unauthorized access, perhaps
through the implementation of effective securitysteyns. However, the employer will
eventually have to prepare himself to repressigalyction the abuse of data, in the course of

9 E.g. Simitis, 1999, p. 628; Simitis, 2001, p. 48leyer, 2008, p. 372; Meyer, 2009, p.16; TrittisHer,
2009, p. 344.

% Kunst, 2003, p. 77.

% Schrader, 2002, p. 197; similar Meyer, 2009, p. 17

1% paubler, 2005, p. 770; Gola/Schomerus, 2010, BESG mgn. 7.

191 Meyer, 2009, p. 17.

192 Gola/Schomerus, 2010, § 4a BDSG mgn. 9. on tlaioekhip between consent and in-house agreement. O
questions of industrial constitutional law cf. ietdil Roloff, 2009, 8 5 mgn. 53 ff.

193 Taeger, 2010, § 4a mgn. 60; Hilber, 2005, p. Hald, 2006, p. 252; Schuster, 2009, pp. 135-136Heviii
2008, p. 36.

194 Grimm/Schiefer, 2009, p. 337.

195Wohlgemuth, 1988, mgn. 12; Gola, 2010a, mgn. 324.

196 ¢, fundamental BVerfGE 7, 377, 397 to the defimitof job which enjoys protection under constitugl
law (Art. 12 par. 1 GG, so-called freedom of prefes.

197 Maties, 2008, p. 2221.

198 Forst, 2010, p. 1044.

199 Regarding the prevention of economic crime by mess enterprises cf. Langrock/Samson, 2007, p..1684
110 Gastell, 2008, p. 2945.
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which he takes action against the employee for @karaccording to 8 17 UWG (Unfair
Competition Act).

1.4.Overview of the relevant legal sources

The employee's data protection law takes from abmurof different legal sources, including
both European and National sources.

1.4.1.European law dimensiori**

1.4.1.1.Charter of Fundamental Rights of the European Union

With the entry into force of the Treaty of Lisdohthe Charter of Fundamental Rights of the
European Unioft® acquired a binding legal for¢&® The European fundamental rights
protection, which was created by the European Cafudustice as the source of fundamental
legal principle based on the constitutional tradis common to the Member States, as well as
the ECHR''® was extended by a written catalogue of fundamemtahan rights through
Article 6 Paragraph 1 Sub-par. 1 of TE9.The Charter of Fundamental Rights of the EU
deals explicitly with the protection of personatalan Article 8.

1.4.1.1.EU data protection directives

A superordinate meaning shall behove in this cdrttex Directive 95/46/EC of the European
Parliament and of the Council on the protectiomdfviduals with regard to the processing of
personal data and of the free movement of suchafa2dth October 1995 It is to a great
part the basis of the current German Federal Datde@ion Act (BDSG), and it can
accordingly serve as a mean of interpretation middse of doubt® In the field of data
protection regarding electronic communication sssithe Directive 2002/58/EG of 31st July
2002 is applicablé®

1.4.2.Legal sources of national data protection law

In addition to the constitutional principfé8a number of various legal sources have gained

increasing significance in terms of privacy atWarkplace'*

1L Cf. furthermore to the aspects of international Baubler, 2010, mgn. 64 ff.

12 Treaty of Lisbon amending the Treaty on Europeariot) and the Treaty establishing the European
Community, signed at Lisbon, 13 December 2007

13 The Charter of Fundamental Rights of the EU waspttl in December 2000 at the Nice Summit. For the
significance of this for Labour Law cf. Daubler,(@@&, p. 380.

14 Calliess, 2011, § 6 EUV mgn. 1.

Y5 Cf. Art. 6 par. 3 TEUCalliess, 2011, § 6 EUV mgn. 1.

16t Art. 6 par. 1 TEU.

17 Directive 95/46/EC on the protection of individsialith regard to the processing of personal datiacenthe
free movement of such data

18 paubler, 2010, mgn.61. To further questions ctigk[2001, p. 266.

119 pirective 2002/58/EC concerning the processingpefsonal data and the protection of privacy in the
electronic communications sector (Directive on @ciy and electronic communications)

120 ¢t as above, Sub-sections 1.2 and 1.3.

121 Tg the question of whether the private data pitimecehould be integrated into the Civil Code (BG#) the
controversy between Steffen and Weichert, 20095p.
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1.4.2.1.BDSG and field-specific data protection regulations

When it comes to field-specific sets of facts ie field of employee data protection, the
German law offers — in the absence of a field-$meemployee data protection law — a
number of statutes and statutory orders to covsrttpic?* According to the subsidiarity
clause of 8 1 par. 3 s. 1 of the Federal Data Bliote Act the federal legislation has priority,
which provide for the processing of personal dauiding the disclosure theretf The
obligation to observe the legal confidentiality igations or the professional and special
administrative confidentiality, which are not basmd legal regulations, remains unchanged
according to § 1 par. 3 s. 1 of the BDSG. The iatabetween the special data protection law
and the German National Data Protection'Ads the consequence of the principle included
in Article 31 of the Constitution (federal law takprecedence over state law), according to

which the federal special data protection law esjogmacy of applicatiof?
1.4.2.2.Data protection in scope of the federal data protemn law

Frequently there are no field-specific regulatiotisjs the processifg of employees' data
should be assessed against the provisions of ther&leData Protection Act.

1.4.2.2.18 32 of the BDSG as the basic regulation for empleg data protection

Up till now, within the Federal Data Protection Aabour law issues have not been taken
seriously. Within the scope of preventive prohdmtwith the obligation to seek permission of
§ 4 par. 1 of the Federal Data Protection A£€ 32 of the BDSG includes as basic regulation
for employee data protection in par. 1 diverse p&sions regarding the data processing in the
employment relationshitf®

1.4.2.2.2 Fundamental facts, and 8 32 par. 1 s. 1. of BDSG

§ 32 par. 1 s. 1 of Federal Data Protection Acluishes three different permissions, pursuant
to which it is possible to derogate the prohibitiwith 8 4 par. 1 of the BDSG. In order to
open up the personal scope of application of 8&@2 ps. 1 of the Federal Data Protection

12 E 9. AEntG, AFBG, AGG, AKiG, AltZG, AO, ArbMedV, mSchG, ArbSiG, ArbzG, AUG, AufenthG,
AWG, BbiG, BetrVG, BGB, BildscharbV, BKV, DEUV, EgEG, EStG, FeV, FreiziigG/EU, GenG, GenDG,
GewO, GGBefG, GefStoffV, HeimarbeitsG, HGB, IfS@yrliSchG, KUrhG, LadSchiIG, LuftSiG, SGB 2-7, 9-
10, SUG, StGB, StPO, StVG, TKG, TMG, UrhG, VVG, ZP@. Tinnefeld/Petri/Brink, 2010, p. 728 mgn. 27.
Cf. also the enumeration in Thon, 2006, p. 137.dRdigg details, these are impossible to review tdutheir
enormous scale. In this respect their follows nyeeekimple outline example, which cannot claim &a all
complete.

123 5chmidt, 2010, § 1 BDSG mgn. 32.

124 Daubler, 2010, mgn. 49. Cf. albtip://www.datenschutz.de

125 5chmidt, 2010, § 1 BDSG mgn. 32.

126 Regarding the terminology see § 3 para 1. of th8® and Zéll, 2010, § 32 BDSG, mgn. 1.

1271n general the admissibility of the handling ofsmnal data can be proved, apart from any agreemetite
concerned party, by the legal permission derivirognfthe BDSG according to the merits of the casdegal
provisions which permit or order the specific hamgllof data (among which are found perhaps in-hausge
agreements) is not dealt with separately. Cf. &smzen, 2010, pp. 259-260., 88 227 BGB, 8§ 3251838
which, inter alia, should also produce legal priovis in this sense (cf. e.g. BAG, NJW 2005, 31% 84 well as
Richardi/Korstock, 2005, p. 382; doubting Bayreutt®005, p. 1040; in the outcome also Grosjean32@0
2651).

128 7511, 2010, § 32 BDSG mgn. 1. Concerning the hist background cf. Schmidt, 2009a, p. 200.

16




Act, in the case of those affected it must be apleyed person pursuant to 8 3 par. 11 of the
Act. The concept is defined broadly and is notompliance with the social security concept
of the employed person, which in relates only tpkeyees:®® It rather embraces also among
others persons employed for vocational trainings@enel with the same status as employees,
applicants and persons whose employment relatiprisas terminatet?® Pursuant to § 32
par. 1. s. 1. of the Federal Data Protection Aetatimissibility of the processing of employee
data may arise for the purpose of the employmelatioaship. In this sense, permitted
employment purposes may arise from the legislatgpirements, collective agreements as
well as from the labour contratt In contrast to the wording, besides the purposesigely
defined in the la#?? all other purposes of the employment relationshipuld be permittetf®
Having regard to the wording of § 32 par. 1 s. lthed BDSG, the requirements of data
processing must meet the necessity critefférccording to the will of the legislatur® the
characteristic of necessity is understood to thgekt extent in a sense that a proportionality
check must be performédf During this it must be first checked whether thecgssing of
personal data can be abandoned or at least themaeans available that are although a less
intensive but equally suitable for achieving thgecbive. Subsequently, in a second step it
must be asked whether, after due consideratioheofriterests of employers and employees,
the processing of employee data is appropriat¢hipurpose of employment. The necessity
test takes thereby a subjective benchmark as besrsequently, it must be performed
regarding a specific individual situation and bgessing the specific facty.

1.4.2.2.3Identification of offences, § 32 par. 1 s. 2 BDSG

In relation to the basic offence § 32 par. 1 sISB*®imposes stricter requirements, in case
the admissibility of data processing is considefed disclosure of criminal offencés’
Pursuant to the wording of the legislation, in &ddi to offences committed in connection
with the work item, those are also embraced whidh @mmitted only the occasion of
employment-*° Purely defaulting or unlawful conduct falls on thther hand within the scope
of § 32 par. 1 s. 1 BDSG, which governs other Yiotes of the law** Having regard to the
final half-sentence of the norm, within the scopeveighing up of interests, in particular the

1297611, 2010, § 32 BDSG mgn. 13.

130 Bundestag, 2009a, p. 27; cf. § 3 par. 11 BDSG.

131 Gola/Schomerus, 2010, § 28 BDSG mgn. 14 f.; SémztD10, § 28 BDSG mgn. 101 ff.; Lembke, 2010, intr
BDSG mgn. 41; Z6ll, 2010, § 32 BDSG mgn. 15.

132 That is, establishing, implementing and termirgtime employment relationship

1337611, 2010, § 32 BDSG mgn. 17, Thiising, 2009, 845, 867.

134 Cf. to this criterion the critique mentioned byiilBing, 2009, p. 867.

135 Bundestag, 2009a, pp. 35-36. With reference tadewsion of the BAG (BAGE 46, 98 = NZA, 1984, 321;
BAG, NZA 1985, 57; BAGE, 81, 15 = NZA 1996, 536, 3%BAGE 53, 226 = DB 1987, 1048).

136 Schmidt, 2009a, pp. 198-199.

137761, 2010, § 32 BDSG mgn. 17.

138 The wording of this provision corresponds with@®Zar. 3 s. 1 TKG, Cf. Thiising, 2009, p. 868 Hgnence

to BAG, NZA 2003, 1193 and NZA 2008, 1187.

139 E.g. theft and corruption, Bundestag, printed emaft6/13657, p. 36. Regarding the question as ¢o th
relationship between § 32 Para. 1 S. 1 and S.2 BB86&cf. Franzen, 2010, pp. 260-261.

140 peutsch/Diller, 2009, p. 1462.

141 Bundestag, 2009a, p. 36; Schmidt, 2009a, pp. 193.,regarding the problematic features of thellagipn.
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nature and extent in relation to the reason mustanbe disproportionately. According to the
explanatory memorandum, by the reason of dataatmte on the one hand the nature and
severity of the offence and on the other hand thensity of suspicion is meal{t The
greater the weight of suspicion and the more setlfeedamage to or threat to the legally
protected interest, the more intense can be thervietion in the personality rights of
employees. However, intrusive measures must onlytHee last resort (ultima ratidf>
Regarding the weighting of conflicting interestsistrecommended, as far as possible to
recours&** to the jurisprudence of the Federal Constitutiddalirt'* In case of information-
related fundamental right interventions by the goweent the weight of the curtailment
depends among others upon which content is covaeyetthe curtailment, in particular the
degree of personal relevance of the informatiorceamed each have on their own and in their
connection with others and the means by which theagents were acquiré®f Furthermore,
the extent of impairment of the right to informaiad self-determination depends on the threat
or not groundless fears of consequences of dalectioh for those concernéd’ The secrecy

of an action leads thereby to increase of its witg*®

1.4.2.2.48 32 par. 2 BDSG as extension for manual data prosging

Pursuant to 8§ 32 par. 2 of the Federal Data Pioteé&ct paragraph 1 shall be applied also
regarding the manual data processifighccording to the explanatory memorandum, in this
respect the principles of data protection in empiegt relationship are dealt witf Thus
any employee-related data collections (e.g. recofdsianagers and interviewers from job
interviews and annual management discussions, khasvany notes taken about the personal
performance) are subject to the scope of § 321pBDSG*

1.4.2.2.5Competition with Article 28 of Federal Data Protecton Act*>?

So far the relationship between Article 32 and &eti28 of the BDSG has been clarified
insufficiently. According to the explanatory memidam, through the revision of Article 32
of the Federal Data Protection Act the principlesrmployment data protection developed by
the jurisprudence should not be changed, but oninsarized™>® In this respect, some
suggested, to recourse mainly to the principleldged for Article 28 of the Federal Data
Protection Act> According to the explanatory memorandum for emplegt purposes

142 Byndestag, 2009a, p. 36.

143761, 2010, § 32 BDSG mgn. 46.

144 BVerfGE 115, 320.

15 Thiising, 2009, p. 868, who approaches the recipretationships of the parties in a contract opyment
from a central perspective, and, further Hillgrul2807, p. 209 and Bausback, 2006, p. 1922.

146 BVverfGE 115, 320, 347 by reference to E 100, 3&; 107, 299, 318 ff.; 109, 279, 353.

147 BVerfGE 115, 320, 347 by reference to E 100, 3&; 109, 279, 353.

148 BVerfGE 115, 320, 353 by reference to E 107, 324,; NJW 2006, 976, 981.

149 Cf. re the extension of the scope of the BDSG 8l8cPara. 1 BewachV.

%0 Bundestag, 2009a, p. 37 with reference to BAGE365; 119, 238.

51 wank, 2010, § 32 BDSG mgn. 2.

132 |nsofar as, under point 2, a permissible formegfal surveillance takes place, the reader is redui recall
in its entirety the relationship of § 32 BDSG t@&BDSG.

133 Bundestag, 2009a, p. 35.

134 Wellhéner/Byers, 2009, p. 2311. Critical: Thiisieg10, mgn. 58 ff.
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Article 32 of the Federal Data Protection Act sahsiate$>® and rules out Article 28 para 1
sentence 1 No. 1 of the Federal Data Protection®Aahd thus represents a special rule (lex
specialis)*>’ Similarly, § 28 par. 1 s. 2 BDSG shall also besdubut'>® Furthermore, in
addition to Article 32 also Article 28 paragrapkehtence 1 No. 1 and Article 28 paragraph 1
sentence 1 No. 2 shall be applicabifeHowever, in individual cases here are many questio
open, so that there is no legal clafity.

1.4.2.3.0utlook: Revision of employee data protection, 8§ 332l in the new
BDSG

Since the introduction of 8§ 32 of the Federal DRtatection Act, the literature often deals
with the analysis of this provisidfi' In connection with the criticism voiced, peoplerae
even talking about an “ad-hoc, symbolic legislatiéwhich reacts too hastily and therefore it
follows a political rather than a factual logit®® Following the frequently expressed desire
for a comprehensive codification of a separate eyga data protection &% the federal
government has decid®d on the 25 October 2010 to “draft a law regulating the
employment data protectioi® Concerning the opinion of the Federal Council df May
20102 the federal government adopted position then againl3" December 201¢
Recently, in the 2% February 2011 the Bundestag discussed the bilthef federal
government in the first readirf’ On the 23th May 2011 within the scope of a pub#aring

of experts in the Interior Committee of the Bundgsthe government draft bill was
controversially discussed. In addition to the pilbvided by the Federal Government, there
were two additional bills of the SPD fractfShas well as of the Alliance 90/The Greéffs,
whom was also granted a hearing on the 23th Ma$.201

135|n contradiction: Thiising, 2009, p. 867.

%6 Bundestag, 2009a, p. 34.

1577611, 2010, § 32 BDSG mgn. 5.

158 Bundestag, 2009a, p. 34., This criticises someWbael/Glas, 2009, pp. 1750-1751. Thiising, (200869)
speaking even of an ’error of legislative motivati@nd assumes that § 28 Para. 1 S. 2 BDSG apfdies
Déaubler, 2010, marginal no. 186). Other (DeutsdiéBi 2009, p. 1465) feared, specific applicatians
connection with labour relations cannot be impleteénn the future as problems arise with handlhmeylaw in
practice.

139 At least according to the legislator’s will, Burstieg, 2009a, p. 35. This is controversial, cf. Tis2009, p.
869., as well as Grentzenberg/Schreibauer/Schy99, pp.539-540. and Z4ll, 2010, § 32 BDSG nfign.
180 Thiising, 2009, pp. 865., 869.

161 Cf. the contributions of Albrecht/Maisch, 2010,14..; Behling, 2010, p. 892.; Beisenherz/Tinnefel@0, p.
221.; Forst, 2010, p. 8.; Kamp/Korffer, 2010, p.; Kramer, 2010, p. 14.; Salvenmoser/Hauschka, 201831.;
Kort, 2011, p. 294., and also the papers of DauB@t0, mgn.183. and Gola/Wronka, 2010, mgn. 847. f

%2 Thiising, 2010, mgn. 77.

18330 the academic debate goes backwards cf. e.#isSih981 or Zéliner, 1983. Cf. further Fleck, Z0(. 306
as well as Grobys, 2003, p. 682 and Simitis, 2p033.

184 Bundestag, 2010a.

1% In its approach the Federal Ministry of the InteriBMI) has already published several drafts (cf.
Bundesministerium des Innern, 2010.) which metctites.

16 Bundesrat, 2010.

87 Bundestag, 2010b.

188 Re the opinions of a speaker in the Bundesta@/ghitul, 2011, 315091.

%9 Bundestag, 2009b.

10 Bundestag, 2011.
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The bill provided by the federal government progider not adopting an own employee data
protection law, but to codify the treatment of eral data of employees merely in the
BDSG!"! Thus, the current Article 32 of the Federal Datatéttion Act shall be replaced by

Articles 32-32I of the new version of the Federat®Protection Act as follows:

= Article 32 Data collection before the establishmefrin employment relationship

= Article 32a Medical examinations and aptitude tdstfore the establishment of an
employment relationship

= Article 32b Data processing before the establishroban employment relationship

= Article 32c Data collection during the employmegiationship

= Article 32d Data processing and usage during thel@yment relationship

= Article 32e Data collection without the knowledgeemployees to detect and prevent
offences and other serious violation of obligatidnsing the employment relationship

= Article 32f Observation of publicly not accessiblgsiness establishments with optical-
electronic devices

= Article 32g Positioning systems

= Article 32h Biometric processes

= Article 32i Use of telecommunication services

= Article 32j Obligation to inform

= Article 32k Amendments

= Article 321 Consent, scope for third parties, rgbf interest group organisations, right
to appeal, mandatory provisions

1.4.3.The concept of self-regulation

Self-regulation’® may serve as the means of the safeguards of datection interests’®
Thus Article 27 of the European Data ProtectioreBlive'’* determines the framework for a
code of conduct for places to be processed by @S, which was implemented with the
introduction of Article 38a of the Federal Data fention Act'’® The objective of § 38a of the
BDSG is, among others, to standardize the interadés of conduct in order to promote and
implement data protection regulatiod&The code of conduct is examined by the supervisory
authorities (principle of self-regulation)’ Codes of conduct are not on the same level as
legal norms, and are therefore, in principle, notimg. However, if they are approved by the
supervisory authorities, they have a binding effacaccordance with the principle of self-
commitment of the administratidf® Although the establishment of a code of conduatido
create on the one hand legal certainty and incisgtegific data flows/® and on the other

1 Here is the implementation of the agreement ofGbeernment Coalition Parties cf. CDU/CSU/FDP, 2009
p. 106.

172 gelf-regulation is argued by Franzen 2010, pp-2&D.

13 Weichert/Kilian, 2011, part 13 ch. 5.1 mgn. 46.

17 Directive 95/46/EC

15 Weichert/Kilian, 2010, part 13 ch. 5.1 mgn. 48.

78 Bundestag, 2000a, p. 30.

" RoRnagel, 2003, ch. 3.6, mgn. 47 f., 68 ff.

18 Weichert/Kilian, 2010, part 13 ch. 5.1 mgn. 49.

179 State parliament Schleswig-Holstein, 2009, p. 89.
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hand, the transparency of the type of data treatmeunld increase for those concerr&the
model of self-regulation concerning employee datagution could not be realised so far in
Germany to the extent as this was sometimes ratjbiyethe BITKOM®82|n his theses
drafted for the foundations of a common networkigylbf the future, the then Federal
Minister THOMAS DE MAIZIERE declared himself in favour of strengthening seljulation:®®
This trend is followed by his successor in offib®. HANS-PETER FRIEDRICH and stressed in
particular that “the way of self-regulation (..shpuld) be continued®* On the part of the
data protection commissioner the development dfregulation tends to take place with
concern and the mere conception of a regulatedragilfiation is to be considered as
insufficient!®® In this respect we must wait to see how the regdldramework of self-

regulation will be developed in the future in theaof employee data protection.

180 Kinast, 2010, § 38a BDSG mgn. 3..

181 Federal Association for Information TechnologyléB®emmunications and New Media.

182 Cf. in detail the Internet page of BITKOM (httpui#w.bitkom.org). Most recent example of the framekvo
for self-regulation of Data Protection re RFID (tfe previous detailed sub-sections 2.5.1.3) emwdorahich
was welcomed by Heinz Paul Bonn, Vice-Preside®IdKOM, cf. Bonn, 2011. and Kempf, 2011.

183 Cf. de Maziére, 2010.

184 Eriedrich, 2011.

185 Cf. just the critical statement of the Federal @ussioner for Data Protection and Freedom of Infation
Peter Schaaf2011) as well as the statement of the CommissidoerData Protection and Freedom of
Information of Hamburg Prof. Dr. Johannes Caspdhiwithe scope of an interview with the author (201
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2. ADMISSIBILITY OF SELECTED MONITORING MEASURES DE LEG E
LATA

With regard to individual supervision measures, i@ter must also and in particular be
investigated according to the corresponding letgdls.

2.1.The supervision of personal computers and notebooks

The use of personal computers and notebooks (imguthe related accessories such as
screen, software or printer) are nowadays indisgggesat work for carrying out all the office
work which is needed.

2.1.1.The employer's right to manage and/or issue instruons as a
starting point in using personal computers and noteooks

As a rule, there are no separate regulations itracts of employment regarding the use of
personal computers and notebooks. The activityhef @mployee is often described only
generally and reference is made to workplace ordegcriptions only rareif® The use of
PCs and notebooks is regulated individually on Itlasis of the right to manage of the
employer, as the owner of the operational meansvdnase legal norm is the economy of
operation in accordance with Article 315 of the iC®0ode®’ The common result of this is
that the duty of the employee is to use the equipperkplace for official purpose$® In
exceptional cases, in accordance with the prowssioh Article 315 of the Civil Code,
individual colleagues may be released from thisgaltion, which can often be the case with
older colleagues who are rather afraid of usindrietogy®® Regarding this, it should be
noted that certain work conditions may not consaidover a longer period of time either to
the extent that they would become unilaterally amgfeable components of the contrdein
addition, the general principle of equal treatmeat out in Art. 3 Sec. 1 of the basic
constitutional law?® requires the employer to equip all comparable wphkces with
computers>? There is the duty not to treat individual emplay/@e groups of employees for
irrelevant reasons more unfavourably than otheteaglies in a comparable situatiSh.
Regarding the transfer of a PC/notebook, in thes azfsnotice to quit or exemption, the
obligation to return it must be provided for in teenployment contrac¢f* By this the

186 pauly/Osnabriigge, 2009, § 6 mgn. 120.

187 Cf. also § 106 GewO.

188 pauly/Osnabriigge, 2009, § 6 mgn. 120. WhetheiChmputer may be used only for official or also for
private purposes depends on permission from thdogep which can be arranged in relation to the legypent
contract by a Works Council agreement, Pauly/Odigd®, 2009, § 6 mgn. 122.

189 pauly/Osnabriigge, 2009, § 6 mgn. 120.

1O BAG, NZA 1993, 89, 91.

191 Cf. Kiittner/Kania, 2011, Gleichbehandlung, mgf. 9

192 pauly/Osnabriigge, 2009, § 6 mgn. 120.

198 BAG, NZA 1984, 201, 202.

19 pauly/Osnabriigge, 2009, § 6 mgn. 121.
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employer can assert different claims concerning¢iigrn, as he deems approprigfeAs the
owner of the means of operatibfithe employer basically has the right to decidelfrabout
whether and to what extent he would like to allow émployees the use of internet and e-
mail-services?’ Thereby the employee may basically neither clagmission for private
use'® nor may the internet be used for private purpasetie absence of the employer's
permission (no matter whethexpressis verbisr implied)!®® In emergencies or in urgent
cases® private use is exceptionally permitted, irrespextof the type of communication
means usetf Generally, on the other hand, such use is forlsiddeich violates the law or is

obviously contrary to business intereSts.
2.1.2.Cases from the jurisdictiorf®®

The jurisdiction has already dealt on several docaswith the use of computers and the
corresponding control over theftf. The question of the extent to which the employaym
monitor official internet communication has notfao been the subject of the highest judicial
jurisprudence®®

2.1.3.Academic debate

The private use of e-mail and internet is ofterthegi specifically forbidden nor explicitly
permitted by the employé!° The question arises how to consider this situdtidegal terms.
Even if no general answers can be given in thisesanthere are some principles that could
develop concerning the private use of e-mail aterinet in the workplace, which should be
described in the following.

195 Cf. for details Pauly/Osnabriigge, 2009, § 6 mdrif.l

1% BAG, NZA 2006, 98.

197 Beckschulze, 2003, pp. 2777, 2779; BeckschulzeédeleR001, p. 1491, 1494; Daubler, 2000, p. 323, 324.
This is valid also for the use of private smart pé® belonging to the employee, who can be connedtadon
the Internet, LAG Rheinland-Pfalz, BeckRS 2010, B6%cf. also the note by Stiick, 2010, p. 432). ther
limitations in permission for private use cf. Go2910a, mgn. 193 ff. With reference to the impletagan of
operational regulations for IT usage see Kramet02p. 164.

1% Bloesinger, 2007, p. 2177; Mengel, 2004a, pp. 14486 (with further references); Vietmeyer/Bye1810,

p. 808; Beckschulze/Natzel, 2010, pp. 2368, 2378n¢él, 2004b, pp. 2014-2015; Weil3nicht, 2003 p. 448

19 Rath/Karner, 2007, pp. 446, 449. Re definitivengiray of permission cf. Gola, 2010a, mgn. 185.

20 Hanau/Hoeren, 2003, p. 20.

21 Holzner, 2011, p. 12; cf. further BAG, NZA 198643 (telephone use) and also, Ernst, 2002 pp. 585, 5
(Organisation of communication via e-mail or VoIP).

%92 Gola, 2010a, mgn. 197, which apart from libellokasist, sexist, violence promoting and unconstinal
content also includes that which runs counter mse¢hlaws concerning personal rights, copyright engb
regulations.

203t in general to the most relevant Supreme Caectsions Gola/Wronka, 2010, p. 575 ff.

204 Cf. by way of example Pauly/Osnabriigge, 2009, Bgh. 120. ff.: named decision: BAG, NZA 1993, 89
(Organisation of workplaces), NZA 1984, 201 (Pnteiof Equal Treatment); LAG Kdéln, NZA 2006, 106;
ArbG Dusseldorf — 4 Ca 3437/01 (not published; modteme transfer of the principles of private pélene
calls to private Internet use); ArbG Frankfurt a2/1.2002 — 2 Ca 5340/01 (not published; Toleratibprivate
use); BAGE 115, 195 (Internet use with inadequatddar permission or toleration); LAG Kdéln, NZA 280
106; ArbG Dusseldorf 1.8.2001 — 4 Ca 3437/01 (ndilished); BAG, NJW 2006, 540.; LAG Rheinland-Pfalz
9.5.2005 — 7 Sa 68/05 (not published); NZA-RR 2@ (Notice and written warning; cf. further BAGES5,
195; NZA 2007, 922, 924 and also LAG Rheinland-Bf&lIZA-RR 2010, 297, 299).

25 Gola, 2010a, mgn. 206.

208 Rath/Karner, 2007, pp. 446, 448.
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2.1.3.1.In the absence of an explicit regulation the privag use is not allowed

Partially the position is that in the absence ofexplicit regulation, private use can be
allowed?®” The employee could assume that such actions &mated, because the use of
operational technical equipment to an appropriateerg could be a socially acceptable
gesture by today's standafd®.This view, however, misjudges the fact that, daeldst
working hours, the employer suffers considerablmage from his employeé’ On the
other hand, the employer is still the one who degion the use and application of operational
means, and so the employee must not assume thiat drgitled to private use® In this
respect private use is principally to be excluddétheut explicit authorisation or toleration by
the employef*

2.1.3.2.Explicit and implied regulations of use

Private use can be explicitly regulated by meanmailing circulars to the entire personnel
(total commitment), by individual contractual clasor in-house agreemenhtéFurthermore,
the set up of a private e-mail address throughetheloyer is to be considered as implied
authorisation of private u£t® The mere provision of internet access, howeveroibe
considered differentlf** In addition, tacit authorisation could be the casere, despite
having knowledge of the private use of the openaiomeans of communication, the
employer does not intervene, and consequentlyréutipe is apparently tolerated by hif.

2.1.3.3.0Operational practice

It is debatable, in the absence of a specific ages, whether or not the employee may claim
private use according to the principles of operatiopractice and due to the implied
behaviour of the employer. This would be conceigahlthe simple toleration of private use
by the employer over a longer period of time waduwddre such explanatory value on which the

29T AG KéIn, NZA 2006, 106; ArbG Wesel NJW 2001, 2490bG Frankfurt a.M., NZA 2002, 1093.

% AG KoIn, NZA 2006, 106ArbG Frankfurt a.M, NZA 2002, 1093; LAG Rheinland-Pfalz , NZA-RR 2005
303.

299 pauly/Osnabriigge, 2009, § 6 mgn. 123. with refar@a Dickmann, 2003, p. 1009 Fn. 4, who has cafed!
the annual loss for companies in Germany mereitherbasis of unauthorised Internet use at 50 hilio/R.

210 Kratz/Gubbels, 2009, pp. 652, 652; also as ate3ola, 2010a, mgn. 181.

21 cf. BAGE 115, 195 and also Beckschulze, 2003,37.72 Ernst, 2002, pp. 585, 586; Dickmann, 2003, p.
1009; Kramer, 2004, pp. 458, 461; Mengel, 2005,782, 753.

212 Nagele/Meyer 2004, pp. 312, 313; Beckschulze, 2003, p. 2777.aGR010a, mgn. 183. In in-house
agreements between the employer and the works tofrmom the legal standpoints of both the assesdmé
the basic law, mandatory law (ius cogens) and @flsbe general principles of the Labour Law, spleaitgention
must be paid. Above all else with respect to § 1s.A2 Satz 1 BetrVG such agreements more frequently
produce a just effect in respect of infringementta individual rights of the employee on infornoatal self-
determination, Brink/Schmidt, 2010, pp. 592, 593.

23 Erler, 2003, p. 18; as well Kratz/Gubbels, 200%52.

24 Mengel, 2004a, pp. 1445, 1446; also Mengel, 20Qgh, 2014, 2015; Ernst, 2002, pp. 585, 586;
Kratz/Gubbels, 2009, p. 652. Whether in the cleadefinitive organisation of private telephone sall final
clarification has been given by the employer, @dweate Internet and E-Mail use is to be alloweda imatter of
dispute. This, for example, is affirmed by Ern€i02, 585 also D&ubler, 2004, mgn. 184a; Hanau/ho@@03,

p. 22. But opposed by Uecker, 2003, p. 158; Kraibfigls, 2009, p. 652 (with further references).

“5Gola, 2010a, mgn. 185.
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employee could sufficiently reRf® This is rejected by the view wherefly,among other
things, it is argued from the position of the enyglo as the owner of the equipment.
Therefore, the principle should be applied that agdts by the employee which are not
explicitly permitted are forbiddeft® Through private use, or by overriding the scope of
permission specified by the employer, the emplogeemits a breach of duty which the
employer does not have to acc&tThis view, however, misjudges the qualitative efiéince
between simple omission and toleratféhWhilst in the case of omission it is the behaviour
of the employer that does not allow the creatiom aituation of confidence, the situation is
different in the case of toleration. Here the emgpiohas knowledge of private use and
accepts this over a longer period of tiitevithout complainf?® The extent of toleration in
accordance with Articles 133 and 157 of the Ciwld€ is to be interpreted with an objective
onlooker’s vision, and so from the perspective mfemployee with common sense - and by
taking into consideration mutual work contract ie&s?*®> Consequently, the contractual
primary and ancillary obligations of the employeemprise the standard to be used to
determine where one starfd$This is maintained within the scope of his primabfigations,
while the former is primarily to fulfil his work sponsibilities in such a way that neither the
quality of the results of his work nor his produdi is disproportionately negatively affected.
In this context, the implied authorisation of usdimited by excess prohibitid> whereby
the individual cases must be considered indivigulyl taking particularly into account the
existing work load on the employee. Therefore,akient of use is regularly limited to times
when operational interests are not impafféd hese are periods where the employee does not
have to fulfil duties or — as in the case of a latkvork — can do his job with breaks and time
to sparé®’ Likewise, within the scope of their contractuatidary obligations, employees
must respect the operational and financial intedsthe employef?® In addition, the
employer subsequently cannot merely specify thédimf the permission for u£é? but he
can also prevent the development of operationaitipein advance, by specifying adequate

28 Kratz/Gubbels, 2009, p. 652.

217 cf. Beckschulze, 2009, p. 2097; Koch, 2008, p.; $¥altermann, 2007, pp. 529, 531.

18 Bissels/Litzeler/Wisskirchen, 2010, p. 2433. witference to BAG, NJW 2006, 540; LAG Hamm, BeckRS
2010, 67373; Beckschulze, 2009, p. 2097.

219 Bjssels/Liitzeler/Wisskirchen, 2010, p. 2433.

220 | this direction argue also Kratz/Gubbels, 2001%52. as does Gola, 2010a, mgn. 186.

2L The time limits are laid down differently in theaalemic debate (Beckschulze/Henkel, 2001, pp. 14442
and also Ernst, 2002, pp. 585, 586; Daubler, 26@h. 180 a half year in Kramer, 2004, p. 457 aoepg to a
year.)

“22 Gola, 2010a, mgn. 186.

*22BAG, NZA 2006, 107, 108.

224 Kratz/Gubbels, 2009, pp. 652, 653. Likewise G@@10a, mgn. 193. regarding the legal responsislifor
safeguarding the IT security of the business sapgehl/Schmidl, 2009, pp. 985, 987.

225 ArbG Wesel, NJW 2001, 2490, 2492; Mattl, 200849; Kliemt, 2001, pp. 532, 534; Ernst, 2002, pp5,58
586; Mengel, 2004b, pp. 2014, 2015; Kramer, 20p4 457, 460.

226 Kratz/Gubbels, 2009, pp. 652, 653.

227 Kratz/Gubbels, 2009, pp. 652, 653 with refererm&mst 2002, pp. 585, 586 (The practice of trust-based
working time) and D&aubler, 2004, mgn. 170.

228 cf, the examples given by Kratz/Gubbels, 2009,6%2, 653 on the damage to the resources and letjr
assets of the employer (with further references).

2 Gola, 2010a, mgn. 188.
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regulations in the bylaws and service agreeni&hftsr reasons of legal certaiffy - and by
enforcing and monitoring compliance with the prafdn of private use by means of

monitoring®*%and also by formally sanctioning the offené&s.

2.1.3.4.Restriction and withdrawal of permission

Restrictions of the permission for private use banimposed in terms of time, place and
content®® Also, the employer has the possibility to withdrpermission for use as long as
the private use was permitted as a voluntary serwgthout intent to enter into a
commitment£>® On the other hand, on the basis of the labourraontor if permitted, on
operational practice, the employee has alreadymeldi private use, the withdrawal of
permission must be preceded by notice of termingiending a change of contr&dt.

2.1.3.5.Allowed extent of monitoring e-mails and internet se

The question arises as to whether, and to whangxteonitoring of employer-provided e-
mail and internet use is permitt&d.

2.1.3.5.1Limits of purely official and private internet communication®*® as the
starting point for the extent of the employer's suveillance power

Basically, it should be noted that the extent & ¢éimployer's powers over private e-mail and
internet use is significantly lower than in the eas purely official use, and so a clear
distinction must be mad&? Use, basically, always has an official charadtéris designed to
promote the work?® Such exists if the internet communication showsewoeference to the
official tasks of the employee and correspondshi dbjective interests of the employer.
These also include private use for official reasevtsch, for whatever reason, are performed
from the sphere of the employer. Such use is padhdue to the employer's duty of care in
accordance with Articles 611, 242 of the Civil Cé8feFurther, the social exchange at work
can be assigned, even through e-mail traffic, ® shhere of official us&? In fact, the

230 vjietmeyer/Byers, 2010, pp. 807, 808.

1| AG Rheinland-Pfalz, NZA-RR 2005, 303, 306.; RE#wner, 2007, pp. 446, 449.

232 Rath/Karner, 2007, pp. 446, 449.

23 Gola, 2010a, mgn. 188.

24 Eor details cf. Dickmann, 2003, p. 1009.

25 Gola, 2010a, mgn. 189.

2°BAG, RDV 2010, 68.

27 Eull controlling is already prohibited for reasafsproportionality, Gola, 2010a, mgn. 291.

238 |t apart from purely official use, private usepsrmitted, we speak of so-called mixed use, Ratm=
2007, pp. 446, 450.

239 Rath/Karner, 2007, pp. 446, 449; Rasmussen-Bomife/B011, 80; Hoppe, 2010, p. 388; Vietmeyer/Byers
2010, p. 807.

240 Ernst, 2002, pp. 585, 588.

241 Rath/Karner, 2007, pp. 446, 449. Cf. further ispext of telephone conversations BAG, NJW 1987, 674
678.

242 Ernst, 2002, pp. 585, 588.
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employer cannot prevent this totaffij. All other forms of external communication are ® b
assigned to the private sphéfé.

2.1.3.5.2 Monitoring of official internet communication (banning of private use)

If there is a ban or prohibition on the private usfe e-mail and internet and this is
implemented by the employer, the admissibility d&brage and the evaluation of the
employee's traffic dat& is to be judged according to the contractual psepof Article 32
sec. 1 of the Federal Data Protection®Atby taking into consideration the employee's right
to informational self-determinaticit’ External data (e.g. sender and receiver of the e-
mails?*® time of sending) can serve as connection datalation to the e-mail traffit*®
Concerning internet use, the time of accessintg&-Sithe duration of the internet use and the
protocols of accessed websifé5as well as any expenses incuffédfor instance for reasons
of the control of abuse and cost contfdf)pr the prevention and removal of interference with
the EDP™* system can play a role. When making the necesssgssment, the interests of the
employer have basic priority regarding purely officuse. Thereby, as a rule, regarding at
least a regularly monitored prohibition of the pitir use, it is assumed that the monitoring of
the purely official use of e-mail and internet ezepted?>® The monitoring of e-mail in terms
of content will then not result in the violation tife employees' right to informational self-
determination, since they, considering the proiubibf private use, must accept the fact that
the communication takes place not only in the iefato the receive?>® Hence, by permitting
purely official use, the employer may, in genecaily store the employees' d&afor which

he has extensive monitoring possibilities availabiethis way, in standard web-browsers he
can obtain knowledge of the cache contents anddcaw conclusions as to the surfing

243 Rath/Karner, 2007, pp. 446, 449.

244 Daubler, 2000, pp. 323, 324.

2> Traffic data are data which are generated, cealtbctprocessed or used by the provision of a
Telecommunication services, § 3 Nr. 30 TKG.

4% Gola, 2010a, mgn. 287. Opinions of the TKG und THit@ no application in the case of purely officiade
in the employment relationship; Daubler, 2010, n88v, 342; Kratz/Gubbels, 2009, p. 653.

241 Rath/Karner, 2010, pp. 469, 470, with referencélangel, 2004b, pp. 2014, 2015; Ernst, 2002, ppp, 58
588; Lindemann/Simon, 2001, pp. 1950, 1951.

248 Gola, 2010a, mgn. 288. Cf. Also loc.cit., 2010,nmB89 (with further references) re the issue efgtorage
of details of addressees.

249 ehslage, 2001, p. 145, 148; Daubler, 2010, m§f, 354; Naujock, 2002, pp. 592, 593; constricivast,
2002, pp. 585, 590.

0 Gola, 2010a, mgn. 288.

»lyjietmeyer/Byers, 2010, pp. 807, 808.

%2 Gola, 2010a, mgn. 288.

23 Raffner/Hellich, 1997, pp. 862, 867.

24 Hoppe/Braun, 2010, pp. 80, 81; Kramer, 2010, @. 16

2% Rath/Karner, 2010, p. 470. Cf. as a result HoppeiB, 2010, p. 81; Jenau, 2010, p. 90; Raif/Bor2@t0, p.
88; Braun/Spiegl, 2008, p. 394; Schmitt-Rolfes, 0@. 391; Wolf/Mulert, 2008, p. 443; Altenburg/v.
Reinersdorff/Leister, 2005, p. 136. Often compasitth opening and reading official mail through ga@ployer,
cf. only Gola, 1999, pp. 322, 326; Weil3nicht, 2003451; Lindemann/Simon, 2001, p. 1952; Menged420) p.
2017, Rath/Karner, 2007, p. 450.

%% Gola, 1999, pp. 322, 326; Rath/Karner, 2007, gp, 450.

%7 Rasmussen-Bonne/Raif, 2011, p. 80.
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conduct (e.g., Internet addresses, time of acceasntebsite) of the employe®8.In addition

to this, by means of detailed log fiféSthe employee's data traffic can be analy§&&.must

be noted that the allowed extent of protocol arel 4bope of data to be analysed must be
carefully verified and determined in advariée.

2.1.3.5.3Monitoring of private internet communication

Far more complicated is the legal status in the cdghe private use allowed in addition to
the purely official use (so-called mixed ué®)If such permission exists, then not only do the
provisions of the Federal Data Protection Act appiyt, in accordance with Article 3 No. 6 of
the Telecommunication ACE and Article 2 Sec. 1 No. 1 of the Telemedia Alse employer

is to be considered as service provitféiThis has the consequence that he becomes subject t
the legal telecommunication restrictions of § 8&e. of the Telecommunication Act and 8
11 et seq. of the Telemedia Act. The provisiondl gpply even if the employer restricts the
scope of use in terms of time or in scope and eyegl® exceed these specified terms and
conditions of use. Ultimately, by this, monitoriog inspection of the communication data is
alwaysde factoconcealed to the employ&r. Partly it is believed that, by making a written
general declaration, employees release the empfoyer respecting the telecommunication
secrets and could, therefore, have control ovéraaised private us&° An opposing opinion
proposes to restrict this possibility, at leasttihe extent that it would be necessary to
determine (depending on each case), whether teaecorresponding written declaration of
approval for the respective communication typeoottie clearly imminent proce$.

28 Besgen/Prinz, 2009, § 1 mgn. 53.

%9 |n this context, we also include Protocol Data akhigives information about traffic data in Internet
communication (e.g. time and duration of the cotinado the server, transmission of data involvadjiising,
2010, mgn. 198.

20 Besgen/Prinz, 2009, § 1 mgn. 53.

261 Gola, 2010a, mgn. 288. Cf. further, assistanceéh witientation, the protocolisation of 'Technicaldan
organisational data protection questions at thef&@ence “Datenschutzbeauftragten des Bundes und der
Lander”, (Arbeitskreis, 2009).

%2 path/Karner, 2010, pp. 469, 470.

#3j.e, between the parties to the employment connad in relation to permitted telecommunicatiose,ithere
lies a separate telecoms usage arrangement, whidiesto the employee as an outside third pantgvgiling
opinion; Hoppe/Braun, 2010, p. 81; Mengel, 20044,450; Gola, 1999, p. 324; Kratz/Gubbels, 2009,6%3-
655; Vietmeyer/Byers, 2010, p. 808). The employerdue to the arrangement for private use, alrdhdy
Access Provider (Rath/Karner, K&R 2007, 446, 4%Bath/Karner, 2007, p. 450). Thising, 2010, mgr) £#£2
as well as Lowisch, 2009, p. 2783 have a diffepmint of view. Refusing this: de Wolf, 2010, pp.0821209.
Regarding the relevant legal terms cf. the stadeéihitions of 8 3 no. 6 TKG (service provider) a@® no. 10
TKG (Business-related product of Telecommunicasenvices; business-related here is not synonymdils w
commercial, and so the question of winning does arige and the real meaning is simply the long-term
provision of access, Weil3nicht, 2008, p. 161.).

%4 Busse, 2009, § 10 mgn. 74 ff.; Kramer, 2010, @. 16

255 embke, 2010, BDSG introd. mgn. 92 (with furtheferences); Kramer, 2010, p. 164.

266 Hartmann/Proépper, 2009, p. 1300. Critically: Kran2910, p. 164.

%7 Kramer, 2010, p. 164.
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Monitoring of internet and e-mail use within theope of application of the
Telecommunication Act

From Article 88 Sect. 2 of the TKG there comes,oading to the prevailing view that, in
compliance with his status as a service provitfethe employer has the obligation to protect
telecommunication secre®¥ This has its effect on the extent of the protectif the
employee. Hence, the employer may basically naetimtent of the internet communication
if the private use of the internet is permittédAs is clear from Article 88 sec. 3 sentence 1
and sentence 3 of the TKG, the inspection of theesd as well as the closer circumstances
of telecommunication and the disclosure to thirdipa is only permitted if this is required for
those named purposes and to the extent that erisitied by the TKG or by another law
referring to telecommunication activities. Howeuanst of all, the obligation to notify set out
in Article 138 of the German Penal Code must be (cfetArticle 88 sec. 3 sentence 4 of the
TKG). In accordance with government reasofihgvende lege ferendaothing alters the
fact that the employer is classified as telecomwation supplief’> The inspection of e-
mails by the employer is not only denied when elsnaiie stored in an external mailbox and
are only accessible via the internet, but, duehéofactual possibility of access through the
provider despite the user's password, it is, irseqnence, beyond his contf6lRather, there

is a comparable situation, where - as usual - ésrageé downloaded from the e-mail server of
the employer into the mailbox of the employee, \Wwhis installed as a program on the
employee’s computer. Since the computers of employee connected through a corporate
network with the employer's e-mail server, the eysadministrator can technically access the
mailbox of the employees, by resetting the passwamd thus enabling monitoring. In
addition, it must be noted that the employer, asi@wmay at any time demand that the
employees return the relevant terminals (eg. P@p Smartphone). These reasons speak
for the fundamental extension of protection of élgil10 of the Basic Law on E-mails that
have already been transmitted and opened, as btigeae are in the mailbox of a computer,
which can be accessed via the corporate networowitthe consent of the employde.
Additionally, it is to be noted that the employeithan the meaning of service provider in
accordance with Article 109 Sect. 1 No. 1 of the@'ks required to make appropriate
technical arrangements and other measures in otderprotect the secrecy of
telecommunications and personal data. In additootethnical and organizational measures,
this also includes monitoring measures taken regarthe maintenance of the stipulated

principles?’® Specifically, unauthorized persons must not obkaiowledge of connection of

28 Thiising, 2010, mgn. 295.

29 Thiising, 2010, mgn. 221.

20%\WeiRnicht, 2008, p. 164; Rath/Karner, 2010, pj®,450.

271 Background paper to an outline law on the reguatf employee’s data protection v. 25.8.2010, S. 6
Beckschulze/Natzel, BB 2010, 2368, 2374.

272\/ietmeyer/Byers, 2010, p. 807.

%3 De Wolf, 2010, pp. 1206, 1209. Cf. also BVerfGHE 123, 54 with reference to E 120, 274, 341.

274 De Wolf, 2010, pp. 1206, 1209.

275 Daubler, 2010, mgn. 370 with reference to the @ssor regulation of § 109 TKG mentioned by Ehmer,
2006, § 87 TKG mgn. 18.
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data, for example, those arising from telephonés cal the use a database, and the scope of
those eligible to obtain knowledge must be keptasow as possibf&®

Monitoring of internet and e-mail usage within tlsgope of application of the
Telemedia Act

Since the employer either himself offers speciBeviges or, at least, mediated in access to
such, the data protection obligations set out m TWMG must be observed regarding the
monitoring of private internet communicatioff$.In accordance with Article 1 Sect. 1 of the
TMG, all electronic information and communicatioansces which are not classified as
telecommunication services or broadcasting falleunitie concept of telemedia servié®.
The delimitation of scopes of application of the Gkand TMG depends on whether the
guestion concerns the technological transmissiongss as such (TKG) or the preparation or
use of the transmitted content (TM&J.Here, Article 11 sec. 3 of the Telemedia Act lietr
the scope of application of telemedia, which cdnsiainly’®® of the transmission of signals
over the telecommunication networks and are, tbegefalso subject to the TK#! Offering

the private use of corporate e-mail and other m&eapplications to employees is also usually
considered as telemedi&. For the employer it follows that, as a rule, itnist permitted to
resort to the employee's data resulting from peivase, by means of monitoring the
communications or performance of the emplo¥&elhen, according to the TMG only the
data protection provisions of Article 15 para. & TMG (assertion of right), as well as the
corresponding penalty provision of § 16 para. 2 Nof the TMG, are applied with respect to
the collection and use of the personal data otife, cf. § 11 sec. 3 of Telemedia Act. There
could be deviations but only in the case of theumtary explicit consent of the employ&é.

In the event that the scope of application of tb&eedia Act, beyond the scope of Article 11
para 3 of the TMG, is broadened, and on the bdgtseqgorinciple of data avoidance and data
economy, care must be taken that, by developingsalstting the technical equipment, no (or
as little as possible) personal data is collegpedcessed or usétf Also, the employer must
respect the principle of anonymization and pseudongtion laid down in Article 13 para 6
sentence 1 of the TMG, where this is technicallgsilae and reasonable. Concerning this, in
accordance with Article 13 paragraph 6 sentencé theo TMG, the user is to be informed.
The duration of use must not be recorédrurthermore, the checking of free services is

278 Daubler, 2010, mgn. 370 f.

2" Daubler, 2010, mgn. 342.

278 Not within the scope of the TMG are employee derta-house-information systems or B2B-serviceslaG
2010a, mgn. 163 f. (re the limitation of § 11 ABSIMG cf. mgn. 167 f.).

2% Gola, 2010a, mgn. 166.

20 Cf. § 3 no. 24 TKG. A major part of transmission assumed with a share of more than 50%,
Wittern/Schuster, 2006, § 3 TKG mgn. 48.

%1 Gola, 2010a, mgn. 166.

%2Moos, in: Taeger/Gabel, BDSG, § 12 TMG mgn. 32igHeh, CR 2009, 168, 173; Gola, 2010a, mgn. 167.
23 Gola, 2010a, mgn. 167.

24 Daubler, 2010, mgn. 378.

285 Daubler, 2010, mgn. 373.

288 Daubler, 2010, mgn. 377.
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forbidden?®’ In accordance with Articlel4 para. 1 of the Fel&ata Protection Act, the
service provider may collect and use the user'sgp@l data only to the extent that is
necessary for the establishment of, is contextabt for the modification of a contractual
relationship between him and the user concerniegude of telemedia (so-called inventory
data). These data relate only to the contract ah,sand not to its implementatiéff In
addition, § 15 paragraph 1 of the Telemedia Agiudsites that the service provider may only
collect and use the user's personal data to tlemettiat it is necessary in order to enable and
give account of the use of telemedia (so-callegeskta).

Preventive control of e-mails in accordance with Bederal Data Protection Act

In addition to the specific telecommunications tigh data protection, the regulations of the
BDSG also apply. The question is, first, whethetidd¢ 32 of the BDSG can be used to
permit the preventive monitoring of e-mails. It denceivable, regarding this, to consider
Article 32 Paragraph 1 Sentence 2 of BDSG. As maegnt from the wording, it is necessary
to specify basically that the actual evidence shquktify the suspicion that the person
concerned has committed a criminal offence witthe tmployment relationship. In the
preventive monitoring of e-mail-traffic, this mae Isuspected, but the evidence is not yet
strong enough, so that Article 32 paragraph 1 sest@ of the BDSG does not constitute
valid permission. Valid permission could, howevessult from Article 32 paragraph 1
sentence 1 of the BDSG. Preventive controls cduéeh e required to fulfil the purpose of
the employment relationship. At this point, refaerctan be made again to Article 88 of the
TKG. In accordance with Article 88 paragraph 1 dldof the TKG, the content of the
communication, i.e., the text of the e-mail is gabjto the secrecy of telecommunications. As
an exception, Article 88 paragraph 3 sentence 3opthe BDSG allows the employer, as a
service provider, to gain knowledge of the contehttelecommunication when another
statutory provision provides for this and when, theé same time, reference is made
specifically to telecommunication processes. Howeyeticle 32 of the BDSG does not
function simply as such derogation, so that thssthe legal basis for preventive measures
through the monitoring of e-mails, is eliminaf&d.

2.2.Monitoring of social networks

Technological advances, especially in recent yeawere also accompanied by the
development of so-called social networks, whichehaew to be seen as an integral part of
everyday life and enjoy great popularty. This raises the question of how to resolve the
tension arising in this context between, on the @wa&d, self-realization, freedom of

%7 Daubler, 2010, mgn. 377; Lindemann/Simson, 20911950, 1953.

288 Daubler, 2010, mgn. 374.

289 De Wolf, 2010, pp. 1206, 1210.

29 Facebook, the Internet portal founded in 2004 |ct@lready claim 500 million members in the follogi
year, heise, 2010.
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expression and social interaction and, on the dthed, informational self-determination of
users and non-involved third pari&sby taking all interests into consideration.

2.2.1.0n the nature and functioning of social networks

The term social network refers to internet platferthat allow an individual to present
himself?®? In their functioning, there is almost no differertmetween the individual networks.
The user first registers on the platform by cregtinprofile with a usernarfi€ which is
secured by a user ID and password. In this contieid,also the user who decides what and
how much information he discloses. Depending onstinecture of the social network, this
information may be both private and professionalature?®* Whilst in professional networks
it is primarily information on the employment histoand of the activity carried on which
play a role?® in private networks these are supplemented byrrimition such as the
relationship statu§® The disclosure of this data includes, at the sdime, the data
protection consent of the person concerned in dacae with Articles 4, paragraph 1, 4a of
the BDSG?®’ In addition to the simple presenting of one's gwenson, social networks also
allow interaction with other members, either byiudial communication (messages, chats,
posts), by joining discussion forums or by netwogkiwith other users (either directly or
indirectly through joining interest groups). Thengeal linking of individual profiles which
develops on the basis of multiple interactionsmaiiely creates the netwof®

2.2.2.The importance of social networks in the digitizedvorld of work

In the digital world of work social networks arecbening increasingly important. There is
now not only an enormous influence on the worldvoik attributed to the field of social
media, but the forecast of the future relevanceasfial networks is also optimistic: For
example, the shift of social network functions i@ company is emphasized as the most
important future trend in the industi. This development naturally brings along not only
advantages, but holds also significant risks f@ ¢mployee regarding the handling of his
personal datd’ In order to create personal profiles, data iseotéld from generally

291 cf, Lerch/Krause/Hotho/RoRnagel/Stumme, 20105g. 4

292 Operwetter, 2011, p. 417.

293 At least on social networks with a commercial aection this will be in all civil law, as the usgresifically
intended, a serious, adequate image of itself asleto commercial practice. In contrast, on privagevorks we
find many fictitious names or nicknames or variati@n their own name.

29 Oberwetter, 2011, p. 417. The most prominent eXarop a private social network is, without question
Facebook. In Germany networks such as Twitter,igiidmeinVZ or Flickr enjoy great popularity. IndHfield

of official social networks, XING, LinkedIn und Egprteer have most registered users.

29 With XING these data, for example, are aggregateter the main heading of Business data.

29 Operwetter, 2011, p. 417. Generally, however, athbtypes of social network comprehensive stasistic
business and private possible.

297 0tt, 2009, pp. 158, 161; Weichert, 2007, pp. 153,

2% Oberwetter, 2011, p. 417.

299 Cf, with reference to the details of the currel/SIT Social Media Report 2010/2011, (SID/FIT, 291

300 Re the establishment of Corporate XING cf. thesPiRelease dfraunhofer FIT (FIT, 2010).

%1 Re Personal Search Engines cf. Ott, 2009, p. h8Véeichert, 2007, p. 188. By means of search esgin
such as Isearch (http://www.isearch.com) or Inge(iuttp://www.intelius.com), personal or backgrowrfkcks
can already today be carried out. Cf. in depthd@$s<009a.
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accessible sources by means of a so-called ‘crafifelThe data to which particular

importance is attached are above all those frorakpetworks®®®

2.2.3.Cases from the jurisdiction

So far there has been no court decision made, wiadhas subject matter the sanctioning of
employees by their employer due to the use of W@5°2 The same applies to sanctions
imposed due to the monitoring of social networksthg employer. However, due to the

growing popularity of the portals, a discussionhivitthe judiciary on this subject is regarded
as vital*®

2.2.4.Academic debaté®

As already mentioned, in accordance with the rightmanage, the employer may, in
principle, be free to prohibit the use of the inetrcompletely at the workplace. Nevertheless,
the principles which are applied here do not, bgrey way, correspond with reality. Rather,
using the internet for official purposes and alsivgie use are an integral part of business
practice®®” This raises the question of the extent to whiehamployer may make use of his
right to manage regarding online self-presentatipemployees. Then again, this depends on

whether it concerns a private or a professionalog.
2.2.4.1 Right to manage regarding self-presentation in priate social networks

It is fundamental to emphasize that, in princigghee employer may only issue instructions
which are related to the activities of the emplo¥f&eérhe jurisdiction has already declared
that the personal circumstances of an employeebmaljsclosed only to the extent to which a
legitimate, justified and equitable interest of @mployer exists in relation to the employment
relationship®® This leads to two limitations of the right to mgeaby the employer regarding

the appearance of workers in a private social ndtwiost, regarding the employee's private
handling of the content of social networks, the kEygr simply must not give instructions.

302 Basically these are found on the Internet, fomepie via a search engine, accessible data, e.gdestag,
2010b, p. 16.

393 ott, 2009, p. 158. In the literature it is thoughat the agreement of the person involved shoeldsd
interpreted that search engines, can legitimataigwl’ and use the data, cf. Ott, 2009, pp. 158, &6d also
Weichert, 2007, pp. 188, 189.

304 Raif/Bordet, 2010, p. 88. The theme has alreadsntmealt with, at least abroad, cf. the notice mite a
female employee because of the appearance of bfflepn Facebook whilst she was on sick leave E&FHL
ONLINE, 2009.

305 Bissels, 2009b, p. 2197; cf. Raif/Bordet, 201@J afso p. 88 Ege, 2008, p. 72.

3% Dye to the size of the presentation there shoellsidme consideration of the situation during empilergt and
after the employment was terminated. At the appbiosstage cf. the statements in Oberwetter, 201417 also
Forst, 2010, p. 427 and Bissels/Lutzeler/Wisskingl#910, p. 2433 Cf. re the extent of the persqnaktioning
which was carried out in the run up to the job rview the study of the FEDERAL Association of Gemma
Management Consultants (BDU) of 2007, BDU, 200't.tRe application of § 6a BDSG on E-Recruiting ba t
Internet, Gola, 2010a, mgn. 417 f.

397 Oberwetter, 2011, pp. 417, 418.

398 Oberwetter, 2011, pp. 417, 418.

%9 BAG, NZA 1986, 739, 739.
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Secondly, social networks which mainly serve tepfrivate presentation to the employee
are completely closed to the employ#r.

2.2.4.2 Right to manage regarding self-presentation in praéssional social
networks

The picture concerning the legal situation regaydemployees in professional social
networks is different. It should first be noted ttleamployee data are disclosed not only
internally, but basically on a generally accessititform on the internét! Therefore, the
disclosure of this data depends fundamentally upenconsent of the worker concerriéd.
An exception occurs when the data are requiredeetwork requirements, or it is customary
to disclose sucft® In the public sector, according to the Federal Ausirative Court, at least
when no safety concerns preclude it, the disclostitbe name, function, and official contact
information of those officials who are responsifieexternal relations shall be considered as
permitted by law* Concerning this, some country data protection aitths express
themselves rather critically in respect of the fiett, by crossing borders, the data are also
available in countries without adequate data ptimectandards'® Ultimately, as a result, it

is possible for the employer to arrange only aminglete profile in official social networks
according to the right to give instructiots.

2.2.4.3.Requirements of the right to manage in terms of caent

The employer is entitled to develop the use ofitiernet, by prohibiting or restricting it’

In this respect the principles applicable to comitation via e-mail also apply to the legal
assessment of social networks. In contrast to singernet use, within the social networks
interactions take place between individual usemn@ared to sending purely business e-
mails, the monitoring of communications in sociaktworks is, for the employer,
disproportionately more difficuft:® In addition to this factual issue, the questiamfra legal
perspective is whether the view of subjecting cdfie-mails to the possibility of monitoring
by the employetf® may be carried over to monitoring exchanges wi#tnial networks. It
seems highly questionable that messages sent i@ setworks be classified as corporate e-
mails or as business letters (Article 257 of then@m Commercial Codé’ However, a

310 Oberwetter, 2011, pp. 417, 418.

311 Oberwetter, 2011, pp. 417, 418.

312 Gola/Wronka, 2010. mgn. 1155, 1166 ff. With refere to the requirement for consent of § 22 KUGhee t
publication of photographs of employees.

13 Gola/Wronka, 2010. mgn. 1155

314 BVerwG, RDV 2009, 30; re information on first (giv) names in the E-Mail address LAG Schleswig-
Holstein, RDV 2008, 212.

31> Gola/Wronka, 2010. mgn. 1166. Moreover, conseialss needed on significant grounds, since regjistra
on the platforms of official social networks is nwlly tailor-made for natural persons who subméitttown
profile, Oberwetter, 2011, pp. 417, 419. Howevegether with these members’ it is also possiblpramuce a
business profile - see cf. e.g. Xing, 2011.

318 Oberwetter, 2011, pp. 417, 419.

317 See above, subsection 2.2.1.

318 Oberwetter, 2011, pp. 417, 419.

319 5ee above, subsection 2.1.3.5.2.

320 Oberwetter, 2011, pp. 417, 419.
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parallel can be drawn concerning the fact thatath lzases the communication takes place in
the form of text and constitutes part of businem®munication, hence giving the company
the right to do so. Ultimately, however, there asaomplete agreement, as it cannot be clearly
established whether, for example, such statemérte@mployee in discussion forums have
been made on behalf of the company or whether @aheyexpressions of the employee's own
opinion. It is recommended to differentiate accogdio the relevance of the topics to the
company. According to this, topics irrelevant te tompany should rather be assigned to the
private sector, whilst those in the corporate gestwuld be in the form of statements
concerning its product§! However, the company should be involved if thestjoa concerns
the correspondence of employees with customepgribrmed within the framework of their
activities and where project-related factors aeediibject mattet*?

2.2.4.4.Dealing with employee data on termination of employent

At the latest with the termination of the employmeglationship, the question arises as to
who holds the rights to the user's account of twas network and to the corresponding data
(such as business contacts and customer relatim)3fii After leaving the company, the
employee is obliged to return any and all equipnovided to hin??* A user account is
surrendered by the disclosure of the relevant acdas®®® Concerning this, however, the
employee is only required to do so if membershiphie social network was funded by the
employer or the user account was made availabl@éntootherwise but nevertheless by the
employer’?® Such a claim for surrender is not justified by there establishment of a user
account in the network with the knowledge and intenof the employer. If the employee is
subject to an obligation to return, he has thetrighdelete personal data before handing over
the user account. This applies even if the employas allowed only purely official use.
Since, even through purely business-related dealwgh clients, content with private
references can be exchanged, the employer cansettamy economic interests in such.
Should the employer gain knowledge of these dhtawould mean an unlawful interference
in the personal rights of employe®50n the contrary, even if the employer does notireq
the employee to disclose the access data, the geglmay be required to make available
certain data contained in his accotffitThus, such data must be disclosed to the employer
which are required to carry on the business okthployee that is, for example, any customer

files®*® or customer dafd’ created by the employee. In addition, the oblayatio surrender

2L Oberwetter, 2011, pp. 417, 419. which at the stime stresses that it is not a universally val@tesnent.
Insofar as it appears to be a statement relatirggimgle case although appreciating the totalinistances of
the statement indicated.

322 Oberwetter, 2011, pp. 417, 419.

323 Bissels/Lutzeler/Wisskirchen, 2010, p. 2438.

324 schaubl/Linck, 2009, p. 1584. This follows eithemfi an expressly contractual interpretation ogadse this
does not apply, from §8§ 861, 862, 677, 985 BGBs@wsLutzeler/Wisskirchen, 2010, p. 2438.

325 Oberwetter, 2011, pp. 417, 420.

3% Oberwetter, 2011, pp. 417, 42ikewise Bissels/Liitzeler/Wisskirchen, 2010, pp3242438.

327 Oberwetter, 2011, pp. 417, 420.

328 Bjssels/Liitzeler/Wisskirchen, 2010, pp. 2433, 2438

29| AG Hamm, ARSt 1991, 182, 182 f.

330 preis, 2011, § 611 BGB mgn. 754; cf. BGH, NJW 19986 for business representative.
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also covers the business correspondence relevaabimomic terms, either regarding current
projects or those documents which o jurerequired by the employé&?*

2.3.Monitoring of correspondence and telephone calls

It is debatable whether, and to what extent, thepleyer is allowed to monitor the
correspondence and telephone calls of his employees

2.3.1.Monitoring of correspondence

When the issue concerns the monitoring of the spaoedence of the employee, the question
arises of whether this constitutes unjustifiabléerference with the right to the written
word 3%

2.3.1.1.Legal basis of the protection of the written word

Based on theatio legis of Article 10 paragraph 1 old 1 GG, in order tmtect the
confidentiality of written communication, the terfletter’ covers all written messages
between the sender and individual recipient in thiem of individual communication.
According to prevailing opinion, it does not mateenether the letter is closed or not, and so
protection also extends to postcatiss.

2.3.1.2.Cases from the jurisdiction

The jurisdiction has had to deal with the questibmwhether official mail may be opened by
the employer. In this regard, it was stated thalo#s not mean a violation of the secrecy of
correspondence if, within the scope of office rukeslepartment opens, stamps with the date
of receipt and forwards to the employee concerhedntails addressed to employees and at
the same time also to the given department if thase not marked as private or
confidential®>*

2.3.1.3.Academic debate

In the literature, the explanations of case lavirenhandling of official mail are drawn upon.
Therefore, the criterion of marking as private onfidential is ignored and, on this basis, the
personal rights granted to the employee are giviemity. >3 Unlike business post, which may

31 Oberwetter, 2011, pp. 417, 420.

332 protection of written correspondence is — apannfthe constitutional law dimension — secured irtigalar

by § 202 StGB.

333 Durner, 2011, Art. 10 GG mgn. 68. Contrary view. €&Evers, 1965, p. 662; Marxen, 1958, p. 22 ff.oGr
2011, Art. 10 GG mgn. 21; Pagenkopf, 2009, Art.dBG mgn. 12 and Oehler, 1954, p. 608 which demands
merely that communication be closed.

334 LAG Hamm, NZA-RR 2003, 346, 347. Cf. also BAG, NARR 2011, 15 (extraordinary dismissal of an
employee); RDV 2000, 23 (providing forenames inibess letters) and BVerwG, RDV 2006, 124 (LS) oa th
use of handwritten records concerning an employee.

335 sassenberg/Bamberg, 2006, pp. 228-229; Gola/Wr@tKeD, mgn. 17.
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be accessed by the employ&t,written messages that are apparently destinedtHer
employee personally must be delivered se&iéd.

2.3.2.Monitoring of telephone call$®*
The employer may also have an interest in monigohnis employees’ telephone calls.
2.3.2.1.Cases from the jurisdiction

In fundamental decisions of the BAB and the BVerw&™ concerning outgoing official
telephone calls, the employer was basically eudtitie the right to collect, store and use
telephone data for cost control and cost accourgimgoses:* Should the employer wish to
overhear a phone conversation for later evidertte,consent of the external conversation
partner is usually needétf In the special work situation of a call centreeopistening-in is
permitted by law for performance assessment pugposly to the extent to which it serves
the training process and takes place in the mosbtamsive way - hence limited to the
probationary period*®

2.3.2.2.Academic debate

Regarding the admissibility of the recording andnitaring of telephone calls and telephone
communication data, it is mainly the explanatioegarding the monitoring of e-mail and
Internet use which apply. The assessment of théinegy of the surveillance measures
depends therefore again on the question as to wh#th employer also permits the private
use of official landline and mobile phori¥&s.

2.3.2.2.1 Permitted private use

A worker does not have the right to use officiéépiones for private purpos&s.Should the
employer have allowed private use, again, the prons of the TKG are applied with the
result that the employer's monitoring options aossible to a clearly much more limited

3¢ prgpper/Rémermann, 2008, p. 514; Wolf/Mulert, 2q08443. (with further references).

337 Gola/Wronka, 2010, mgn. 17.

338 On aspects of Internet telephony (Voice over IBIRY, Telephony or videotelephony enabled over @brm
Internet links will not be separately addressedcesirihe questions arising are closely connected with
conventional telephony as well as the links withestmedia, Gola, 2010a, mgn. 281 ff. with referetac&@BS,
2006.

%9DB 1986, 2086; NZA 1987, 515.

$ONJW 1982, 840; RDV 1990, 24; DuD 1990, 426.

31 This opinion is backed by the Data Protection Auties cf. e.g., Supervisory Authority Baden-
Wirttemberg, Ref. to BDSG Nr. 3, Staatsanzeigerv@Bument Gazette) of 1.7.1978, Nr. 52, S.4 Nr. 8.1.
Different opinions of the Jurisdiction and of thep®rvisory Review Board reject this in respecthaf juestion
whether whole of the number called may be savedA6, DRV 1991, 7; Wohlgemuth/Mostert, ArbuR 1986,
p. 138.

%2 BVerfG, RDV 2003, 23; 1992, 121; BGH, RDV 2003,72%he right to wiretapping telephone conversations
further BVerfG, NJW 1992, 815; RDV 2008, 18; BAGJW 1998, 307 and also Grosjean, 2003, pp. 2650-2651
33 BAG, RDV 1986, 30. Cf. on the use of silent moriitig and voice recording Jordan/ Bissels/Léw, 2088,
2626.

344 \Wellhdner/Byers, 2009, pp. 2310, 2312.

345 Mengel, 2004a, p. 1446; Altenburg/v. Reinersdbeféter, 2005, pp. 133, 135.
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extent*® Phone call data (destination number, time andtiduraf the call, number of charge
units incurred) may be collected and controlle@aeordance with Article 96 paragraph 1 of
the TKG* only if they are needed for billing purposes, #eticle 97 of the TKG. This is
conceivable if private use is permitted only agajsyment*® However, this is in practice
usually not the cas®’ Regarding the volume of collected and used dagfull destination
number is unnecessary for cost calculation, siheearea code is already sufficient for the
determination of the charging zoff8.If the employee can use a business telephoneofree
charge, the employer may generally evaluate thenoamcation data only in the case of
troubleshooting (Article 100 paragraph 1 of the K& if there is a reasonable suspicion of
abuse (Article 100 paragraph 3 of the TK®).However, the employee's performance
assessment must not be linked to the collectiooaimunication dat&? Both listening to
and recording the content of telephone conversaitaoe prohibited as interfering with the
right of the spoken wort> Moreover, private conversations of the employgeyeprotection
through telecommunication secrecy as set out iiclar88 of the TKG>* Monitoring the
content of the conversation is limited to very gtamal cases. What might be conceivable
here is, for instance, the existence of reasonsidpicion of a crime against the employee,
which has a significant effect on the employmetdtirenship (such as disclosing trade secrets
or the sexual harassment of colleagues at wdrlgegarding the recording and monitoring of
telephone calls and communication data in the ocdshe permitted private use of official
mobile phones, there are no differences as toapal Isituation regarding the monitoring of
landline phone&*® It should be noted that the employer may call if@bile phone of the
employee to ask his/her actual whereabdts.

2.3.2.2.2 Exclusive official use

If only official use of landline and mobile phonisspermitted to the employee, the scope of
application of the TKG is not broadened and the iadiility of surveillance measures is to
be measured against the provisions of the Fedex Protection Act>® Since, however, the
employer does not act as telecommunications provielations of telecommunications
secrecy do not apply. The recording and monitowhgelephone communication data is

348 \Wellhéner/Byers, 2009, pp. 2310, 2312.

347 \/ietmeyer/Byers, 2010, pp. 807, 809.

348 Wellhoner/Byers, 2009, pp. 2310, 2312; Heldmar@i,(2 pp. 1235, 1239; Vietmeyer/Byers, 2010, pp., 807
809.

39 Wellhdner/Byers, 2009, pp. 2310, 2312.

%0 Mengel, 2004a, pp. 1445, 1451; Gola, 1999, pp, 32Z; Altenburg/v. Reinersdorff/Leister, 2005, AR5,
137; Wank, 2011, § 28 BDSG, mgn. 19.

%1 Heldmann, 2010, pp. 1235, 1239; Vietmeyer/Bye® pp. 807, 809; Mengel, 2004, pp. 1445, 1451,
Oberwetter, 2008, pp. 609, 611.

%2 Gola, 1999, p. 327; Oberwetter, 2008, pp. 609, 611

33 Wellhoner/Byers, 2009, pp. 2310, 2312; Oberwe808, pp. 609, 611; Mengel, 2004a, p. 1451; M9,

§ 100 TKG mgn. 46.

%4 Oberwetter, 2008, pp. 609, 611; Altenburg/v. Resderff/Leister, 2005, p. 135, 137, Gola, 1999, $p2,
325.

55 Altenburg/v. Reinersdorff/Leister, 2005, pp. 1387; Mengel, 2004a, pp. 1445, 1451.

6 Wellhoner/Byers, 2009, pp. 2310, 2312.

357 Oberwetter, 2008, p. 612; Gola, 2007, p. 1142.

38 Altenburg/v. Reinersdorff/Leister, 2005, p. 136e\el, 2004a, p. 1447.
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basically allowablé>® In the absence of monitoring of the conversationtent there is no
interference with the right to one’s own wordS,although it does interfere with the
employee's right to informational self-determinati®’ However, as part of the assessment
process, the legitimate interests of the emplogeexpense and abuse control are normally
given greater weight? Again, the full destination number does not neebe recorded, since
the first part of the called number is sufficieor ftost control purposé€®® There can be
deviations from this in the case of abuse conirolprder to provide evidence of private
use>®* Conversely, telephone communication data must et recorded for general
performance assessment, even if the private usslegthones is prohibitei®> Regarding the
monitoring of the content of official telephone lsala stricter rule than that apply to the
monitoring of e-mail content is usét. Listening to and recording telephone calls is ¢o b
generally considered as unlawful interference wité right to one's own wor8d! In very
exceptional cases justification may possibly ariéefor instance, there is well-founded
suspicion of a criminal offence which has an effeat the employment relationshifs.
Ultimately this derives also from the wording oftisle 32 paragraph 1 sentence 2 of the
BDSG % which can be used as justification for the detectf a crime committed within the
employment relationshiff® The legal situation regarding open listening tficil telephone
calls appears differently. This measure may bewatb for training and monitoring
purposes’* Comprehensive employee monitoring is again urfjesti This argumentation
applies also in respect of the business use oflmdbiices’? Since normally the consent of
the caller does not exist, in the case of the i1d8N technology the storage of his/her call
number as well as other data is specified accordirfgticle 28 paragraph 1 sentence 1 No. 2
of the BDSG"® If the incoming calls are private in characteiis tehall not lead to the
application of the TKG’*

9 Wellhoner/Byers, 2009, pp. 2310, 2313.

30 Mengel, 2004, pp. 1445, 1448; Altenburg/v. Reider/Leister, 2005, pp. 135, 136.

1 wellhéner/Byers, 2009, pp. 2310, 2313.

32 Oberwetter, 2008, p. 611; Altenburg/v. Reinersifoeister, 2005, p. 136; Mengel, 2004a, 1448; G299,
pp. 326-327

3 Gola, 1999, pp. 322, 326.

%4 BAG, NJW 1987, 674, 677; Simitis, 2010, § 28 BD@&§n. 107; Oberwetter, 2008, p. 611; Altenburg/v.
Reinersdorff/Leister, 2005, p. 136.

35 Gola, 1999, p. 327; Oberwetter, 2008, p. 611. l@@nspecial features of call centers cf. Gola/WroEKe.0,
mgn. 758 ff.

e Wellhoner/Byers, 2009, pp. 2310, 2313.

37 Oberwetter, 2008, p. 611; Mengel, 2004a, p. 1451.

38 Oberwetter, 2008, p. 611; Altenburg/v. Reinersifioeister, 2005, p. 136; Mengel, 2004a, p. 1449;
Dann/Gastell, 2008, p. 2948. Also conceivable igesdropping in cases of suspicion of the betrayal o
commercial secrets cf. Dann/Gastell, 2008, p. 2@t&rwetter, 2008, p. 611.

39 \Wellhéner/Byers, 2009, pp. 2310, 2313.

37% Deutsch/Diller, 2009, p. 1464; von Steinau-Steifilosch, 2009, p. 451; Wybitul, 2009, p. 1583.

371 wWellhéner/Byers, 2009, pp. 2310, 2313. As an exam can consider the induction of new employees i
Telephone or Call Centers, Dann/Gastell, 20089882 Mengel, 2004a, p. 1449; Gola, 1999, p. 325etpect
of training the agreement of the employee conceimegeded, Dann/Gastell, 2008, p. 2948; Oberwe298,

p. 611. Cf. an exceptional permissible secret k&wla/Wronka, 2010, mgn. 785.

372\Wellhéner/Byers, 2009, pp. 2310, 2313.

33 Gola, 2010a, mgn. 202.

37 Gola, 1999, pp. 324-325; Daubler, 2000, p. 328t@tmann, 1999, p. 102.
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2.4.Video surveillance

In cases where employees are monitored by vidde, ghall also be considered as an
encroachment on their general personal rights.tDulee continuous pressure associated with
video surveillance, these rights are especialhjsitin the workplacé’®

2.4.1.Cases from the jurisdiction

In a number of decisiof the Court has indicated that the privacy rightemployees takes
general precedence over the security interestseoémployer’’

2.4.2. Academic debaté’®

In respect of methods of video surveillance, airisibn must be made between publicly and
privately accessible areas and between overt anelceystems.

2.4.2.1Video surveillance in publicly accessible areas, Acle 6b of the
Federal Data Protection Act

After the re-introduction of Article 6b of the BD$@ legal basis is provided in German law
for the surveillance of publicly accessible aregaticle 6b paragraph 1 of the BDSG regulates
the question of admissibility of the collectionérsonal data by means of optical-electronic
devices’” It is clear from the explanatory memorandum, thiective of the standard is the
preservation of informational self-determination bweans of an appropriate balance of
interests® A regulation should be developed, which on thee sid the operator of the
installation provides for a restrictive practicehexeby video surveillance is limited to
sensitive observation purpos&€SDue to the fact that even the observation itsetecorded,
the relevance of data protection law shall not ddpen whether or not the image material is
stored in the port? What is normally referred to by the provision sat in Article 6b of the
BDSG are public and private places within the meguf Article 2 of the BDSG within the
framework set by the regulation. If video surveitia is conducted on behalf of the employer
by a contractor, according to Article 11 of the BB Sn the case of contract data-processing,
the corresponding place shall continue to b&%o.

2.4.2.1.1.Scope of application

The scope of application of Article 6b of the BD&dimited to publicly accessible rooms.
Due to the literal meaning of the term ‘room’ wigto be understood is a three-dimensional

S BAG, NZA 1988, 92; NZA 2003, 1193, 1194; NZA 200278, 1281.

3 BAG, RDV 1988, 137; NZA 1988, 92 RDV 1992, 178;W.2003, 3436; NJW 2005, 313; RDV 2005, 216;
RDV 2008, 238.

37" Gola, 2010a, mgn. 65.

378 For a legal evaluation of Camera-Dummies cf. diétimsch, 2011, 317919.

379 7scherpe, 2010, 6b BDSG mgn. 21.

380 Bundestag, 2000a, p. 38.

31 7scherpe, 2010, § 6b BDSG mgn. 5; Gola/Schoméfi), § 6b BDSG mgn. 1.

382 Byndestag, 2000a, p. 38.

383 7scherpe, 2010, § 6b BDSG mgn. 19.
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space - i.e., in addition to the floor, the spaweva this surface is also cover&din addition,

it is unclear what requirements a ‘publicly acceesspace’ should meet. On the one hand,
opinion is that the room should be defined as atoationally delimitable enclosed plata.
Others reject this criterion. The reason giverhat an adequate requirement can be derived
neither from the wording of Article 6b of the BDS®r from legal argumerit® The decisive
point is rather whether, according to the wishhaf legal owner, the room is dedicated to the
public or to public traffic®’ Therefore, such places fall within the scope gfigption, whose
intended purpose is to be visited or used by aefinidle humber of persons or by persons
identified only according to general characteristié Accordingly, public use is only
indisputable if a decision to allow public use leeen made by the persons entitled to do
s0% In accordance with the explanatory memoranduns #so includes platforms, the
exhibition halls of museums, retail shdfisor ticket halls®®* In assessing whether work
places are to be classified as public places,fardiitiated approach should be adopted. In the
case of these, public accessibility is often mig&if Article 6b of the BDSG is therefore only
a guide for the admissibility of video surveillancé publicly accessible places, if the
employees perform their work in premises open eophblic>*® In individual cases making a
distinction between publicly accessible and nonlipytiaces may run into difficulties. There
were attempts to withdraw the cash desk area aparmarket from the scope of application
of the provision as an enclave within the publikesarea not directly accessible by public
traffic.** However, for technical reasons, it is quite undabie that a video camera directed
on the cash area not accessible to customersalsilrecord parts of the publicly accessible
area or that customers — e.g. during the paymemeps when entering the PIN code of their
bankcard — will find themselves in range of the esati’> Consequently, the cash area cannot
be classified as a separate, delimitable placeimitte publicly accessible aré¥.It remains

to be established that Article 6b of the BDSG cantbe sole permissive rule for the
observation of publicly accessible places; theingiement of the limits between the public
and non-public places is however currently not peech. Thus, cameras must be positioned
in a manner in which solely the public place iseried®’

2.4.2.1.20pen video surveillance

384 7scherpe, 2010, § 6b BDSG mgn. 31.

385 For prevailing opinion, cf. only Bizer, 2011, § BBSG mgn. 36.

386 7scherpe, 2010, § 6b BDSG mgn. &yla/Schumerus, 2010, § 6b BDSG mgn. 8.

387 Bizer, 2011, § 6b BDSG mgn. 37; Gola/Schumeru$02€ 6b BDSG mgn. 12.

3BAG, NZA 2004, 1278, 1282; NJOZ 2005, 2708, 27Asherpe, 2010, 8§ 6b BDSG mgn. 32.

339 Gola/Schumerus, 2010, § 6b BDSG, mgn. 9.

39 such as shops or stores, Bayreuther, 2005, p., B8 adds banks, filling stations and restaurasts
examples.

391 Bundestag, 2000, p. 38.

392 Meyer, 2009, p. 15; Zscherpe, 2010, § 6b BDSG rAgnGrimm/Schiefer, 2009, p. 331.

393 Grimm/Schiefer, 2009, p. 331; Daubler, 2001b, 1:8Viese, 2004, p. 923; Gola/Klug, 2004, p. 72.

394 AG Mecklenburg-Vorpommern — 1 Sa 387/03; Helle02, p. 346.

39 Grimm/Schiefer, 2009, p. 331.

3% ArbG Frankfurt, RDV 2006, 314; Wank, 2011, § 6b 8B mgn. 1; Grimm/Brock/Windeln, 2006, p. 180;
Wilke, 2006, p. 33; Grimm/Schiefer, 2009, p. 33r Further debatable cases cf. Zscherpe, 2010, BBBG
mgn. 36. Cf. further Bayreuther, 2005, p. 103%heeorganisation of branches in shopping centres.
3977scherpe, 2010, 6b BDSG mgn. 38; different vievieaBGH, NJW 1995, 1955, 1956.
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The question is how open video surveillance of phphccessible places should be evaluated
in legal terms.

Details of admissibility

According to Article 6b paragraph 1 of the BDSGe thbservation of publicly accessible
places by means of optical electronic devises (visierveillance) is only permitted if it is
required only to fulfil the duties of the authoesi (Nr. 1), to exercise householder’s rights
(Nr. 2) or to safeguard specified interests (NraB{l there are no indications that legitimate
interests outweigh those affected. When it comesisgessing the admissibility of video
surveillance, therefore, a number of steps aretonplemented.

Legitimate observation purposes, Article 6b panoll, 2 and 3 of the BDSG

Carrying out lawful video surveillance in accordanwith § 6b paragraph 1 of the BDSG
requires first a permissible observation purpt&én the area of employee data, according to
Nr. 1, the purpose is only of minor significancedaalso the perception of company
regulations (Nr.2.) serve only rarely as the lelgasis for video surveillancd® Thus, the
company regulations include the civil rights of thener (Articles 903 f., 1004 of the BGB),
and of the authorized user (Articles 859 ff. of 8&B), which are aimed at expelling the
troublemaker from a room and also at prohibiting/ter future entr§®® However, employees
must obtain access to the work place in order tatie to perform their joff* and so the
perception of the legitimate interests for the jsely specified purposes (Nr*3jis the most
important purpose of the video surveillance of piplaccessible place§?

Appropriateness and necessity, Article 6b paragfialaist main clause of the BDSG

In a second step the appropriateness and necessity measure (Article 6b paragraph.l last
main clause of the BDSG) must be reviewed. Accardonthis, a measure is necessary if it
represents the least stringent among the avaitaidesqually appropriate means necessary to
achieve the desired success. In this context ntersessary to clarify whether and how the
purpose of monitoring can be achieved and whetinerselected video surveillance is at all
objectively suitable for this purpo$¥. It is also necessary to consider whether the Giogec
pursued could have been achieved even with a mittgrally effective*® means, which
however is less restrictive regarding the persoighits of employee$®. Due to the scope,
video surveillance must therefore be limited fumetlly and spatially to a necessary

398 7scherpe, 2010, 6b BDSG mgn. 51.

39 Thiising, 2010, mgn. 353 f.

‘0 Bizer, 2011, § 6b BDSG mgn. 48; Milller, 2008, $64Should however the employer have a need totoroni
(e.g., to keep a somewhat drunken employee ofptamises), then as a rule there would be no remeiné for
the monitoring measures (for this purpose immebigtef. Thising, 2010, mgn. 354.

‘91 BAG, NZA 2004, 1278, 1283; NJOZ 2005, 2708, 2714.

92 The purpose according to Nr. 3 could be only adicor to Bundestag, 2001, p. 61; only for non-public
places.

%3 Thiising, 2010, mgn. 355.

04 7scherpe, 2010, § 6b BDSG, mgn. 51; Bizer, 2018h 8DSG mgn. 56

“95\Wedde, 2009, § 6b BDSG mgn. 39; Bayreuther, 2p05040.

406 7scherpe, 2010, § 6b BDSG mgn. 51.
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minimum extent®’ Concerning this, it should be considered whetherihcreased use of
security personnel or the use of other securitya#sv(e.g. locks, safety checks) would also
serve the purpose and could therefore replacesteivideo surveillanc®® As long as this

is the case, video surveillance would be inadmiegilbie to the lack of necessity. Regarding
the implementation of control measures, among ethas to the principle of data avoidance
and data economy set out in Article 3a of the BDO¥@ostly video surveillance is among
several equally appropriate means the most invasined'® Furthermore, as far as possible,
cameras should be installed so that as little pedsoformation is collected, as possible, for
example, videos shall only be recorded, if it iallgenecessary (e.g. during bank- or shop
business hours) and in spatial terms only the s®pecorded, which is really necessary for
the purposé! If solving of inventory discrepancies is at isseeployees may only be
observed by means of video surveillance, if measofenternal audit and revisions of the
enterprise’s resource planning system taken in rambjaand other examinations of work
processes have not yield a redtitin assessing the question of whether there arer oth
technical alternatives available, it should be abered, whether the stored records are
necessary or remote monitoring is also sufficféhiThis latter was classified by the court
however as not equally effective as recording, antipular for the investigation of théeft?
The approach, the considerations of which inclute dlternative of a human rather than
technical observation by supervisors and colleaftiesaises practical concerns. It is,
therefore, a criticism that equal suitability oétmeans used tends not to apply, especially if
the misconduct to be cleared up is aimed at seéf@@part from that, it is doubtful whether
in-house spying would affect the personal rights evhployees less that open video
surveillance’’

Appropriatenes$® Article 6b paragraph 1 last main clause of the BDS

As a final step, as it follows also from Article laragraph 1 last main clause of the BDSG,
that an examination of appropriateness should fdkee. Here, the employer’s interests
represented by video surveillance and the monggpurposes should be weighed against the

“"BAGE 127, 276 mgn. 20; BAG, NZA 2004, 1278, 12&r@mann/Mohrle/Herb, 2011, § 6b BDSG mgn. 27.
%8 7scherpe, 2010, § 6b BDSG mgn. 55 in conjunctiéth mgn. 51.

409 7scherpe, 2010, § 6b BDSG mgn. 56; Wedde, 2069, BDSG mgn. 41.

*1% Thiising, 2010, mgn. 356.

11 Zscherpe, 2010, § 6b BDSG mgn. 56

*2BAG, NZA 2003, 1193, 1195; ArbG Disseldorf, NZA-RR04, 345, 346.

“B3BAGE 127, 276 mgn. 27; BAG, NZA 2004, 1278, 1283.

“4BAGE 127, 276 mgn. 27.

415 BAG, NZA 2003, 1193, 1195; NZA 2004, 1278, 128%isT could, in the view of the BAG, happen
specifically with employees involved in monitorimuties and possibly including exit-control and pee
checking, NZA 2004, 1278, 1283. Active parties dtipin the framework of their assessment prerogatie
prepared to relinquish such measures if stolen g@oe “not without further ado recognisable as SUBAGE
127, 276 mgn. 27.

“®BAG NZA 2003, 1193, 1195; Grimm/Brock/Windeln, B)(pp. 179, 180.

17 Bayreuther, 2005, pp. 1038, 1040.

“18 proportionality in the narrow sense, BVerfG, NJ@08, 1505, 1515; BAGE 127, 276 mgn. 31.
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legitimate interests of the employees involvechia dbservatiofi'® In this regard, conflicts of
constitutional rights can often arise, such asritfet to informational self-determination and
the right to privacy on the one hand, and propanty physical integrity (for example in case
of impending attacks) on side of the emplo{@rThe degree of importance attached to the
interests of the observed persons in the courseons$ideration, depends largely on the
intensity of the invasion of the general right tdvacy*?* In particular, spatial, temporal,
personnel and technical factors may play a roléhé consideration. Important in terms of
classification of the severity of the infringemdstthe place where the surveillance takes
place?? In any case, observations are inadmissible thalatd the privacy of the people
observed, such as the surveillance of toilets drahging rooms for theft preventi6ft. In
general, observation will not include particulaggnsitive issues of privacy, but will rather
encroach on the less vulnerable social spffédemust be noted here that workers in publicly
accessible places are in such an environment viheyecannot assume that they are always
unobserved® Additionally, the temporal component is significan terms of the extent of
the observation pressure generated by the videeiiance system. On the one hand it is
decisive whether the surveillance measure is liunite a specified period or is performed
permanently/?® On the other hand, it is important to know how sndrours per week
monitoring takes place and whether the employees Aay knowledge of the operating hours
of the surveillance systeff’ In quantitative terms, the number of people affdcby the
monitoring plays a rolé®® Further, it is important whether the persons imedl have created
an attributable cause for the surveillance (e.gvibiating the law) or whether this was done
without giving reason%’ It may, however, be taken into account that thaféected by the
surveillance are thus given the possibility of Igeirelieved of suspicion of a crime or
wrongdoing®*® In technical terms it is a determinant factor ohsideration whether the
employer uses analogue or digital recording teamot** By using digital video recording, it
is possible to process the acquired images autoatigtiand also to zoom out and filter

“19 Grimm/Schiefer, 2009, pp. 329, 331. If necessheyfindamental law re third parties must be bonnaind.
With a view to video surveillance of postal distrilon centres the BAG has incorporated in its weighof
interests the privacy of letters (Art. 10 GG) adlwe property rights (Art. 14 GG) of the potentidicustomers
affected by postal theft to be included in consatien, BAG, NZA 2004, 1278, 1283; E 127, 276 mgh, 24.

20 7scherpe, 2010, § 6b BDSG mgn. 59.

“21BAGE 127, 276 mgn. 21; Grimm/Schiefer, 2009, pl.33

“22 Grimm/Schiefer, 2009, p. 331.

2 Bundestag, 2001, p. 62; Zscherpe, 2010, § 6b BB§G 60.

“24BAG, NZA 2003, 1193, 1195; comprehensively in terof gradation as developed by the BVerfG withia th
sphere of personal rights. Wank, 2011, Art. 2 GGn&f (with further references); Grimm/Schiefer020pp.
329, 331.

“*>BAG, NZA 2003, 1193, 1195.

“?BAG, NZA 2004, 1278, 1281.

**"BAG, NZA 2004, 1278, 1284.

“22BAGE 127, 276 mgn. 39; BAG, NZA 2004, 1278, 1284.

‘2 BAGE 127, 276 mgn. 21.

*0BAG, NZA 2003, 1193, 1195.

31 Grimm/Schiefer, 2009, p. 332. Video monitoring withe use of digital technology makes use of an
automated processing operation, in the sense ofpr32 s. 1 BDSG, Wedde, 2009, § 6b BDSG mgn. 7;
Bergmann/Méhrle/Herb, 2011, § 6b BDSG mgn. 5. Rarhsan operation § 4d Para. 1 BDSG laid down a
reporting requirement according to § 4e BDSG. liniperative that there be a regular pre-check efiideo
monitoring system in the sense of 4d Para. 5 BORBfB&egja, 2010, § 4d BDSG mgn. 65.

44



individual person®? The invasion of the right to privacy may be acaogty intensive**
The use of so-called ‘thinking cameras’, which alde to evaluate images independently
according to predefined patterns, and to triggarnas when abnormalities happen, is to be
evaluated even more critically There may also be cases where the interests qfetrson
concerned are critically impaired if, for examples is not identifiable by the observers
(primarily because the optical-electronic devicerkgowith low resolutionf*® As a result,
therefore, general statements regarding the balgrdiinterests are prohibitédf

Targeted surveillance of employees

As a rationale for targeted surveillance of empésythe suspected committing of a crime or
other misconduct may be consideféd.

Open video surveillance in concrete case of suspici

In terms of assessing the admissibility of videovsillance measure the degree of suspicion
and the concrete situation is relevant and decigieeording to the Federal Labour Court this
is to be determined on the basis of evaluatingotrexall circumstances by weighing up the
intensity of the infringement against the weightjastifiable reason® The secret video
surveillance of an employ&® is permitted in the event of concrete suspiciora afriminal
offence or other serious misconduct committed te tetriment of the employer, less
restrictive means to investigate the suspicionsehbeen exhausted, the hidden video
surveillance is practically the only remaining meaand is otherwise not considered as
disproportionaté?® The initial suspicion needed for open video sulmete must be
sufficiently specific in personal, spatial and ftianal terms. As a measure, it is proposed to
assume, but at the same time also to be contanthihalleged misconduct can be handled, is
likely to be contained and is generally likely tapper** The disproportionate nature of
surveillance does not come from the mere factgbapicion is not only and solely limited to
the employee observed. In this regard, there masprbportionality in the sense that the
observation is used to limit the suspicion alre@@yntified in spatial and functional terms to a
concrete person. At the same time, monitoring sepres the only means of excluding other
employers from the narrow circle of suspééfsin the resolutions concerning mail
distribution centres, the Federal Labour Court asllressed the question of suspicious

“32 Grimm/Schiefer, 2009, p. 332

“¥BAG, NZA 2004, 1278, 1284.

434 Gola/Wronka, 2010, mgn 844; Oberwetter, 2008,10. ©n smart cameras and automatic behaviour asalys
cf. Hornung/Desoi, 2011, p. 153.

%% Zscherpe, 2010, § 6b BDSG mgn. 65.

43¢ Also cf. Grimm/Schiefer, 2009, p. 332.

437 Grimm/Schiefer, 2009, pp. 329, 332.

438 Constant jurisdiction of the BVerfG (NJW 2008, 550505 with reference to E 109, 279); BAG, NZA 200
1278, 1280 f.; NZA, 2008, 1187, 1190.

“39|n the concrete case it was a question of the tmong of the cash-till area of a supermarket.

“OBAG NZA 2003, 1187, 1193.

“41 Bayreuther, 2005, pp. 1038, 1039.

*“2BAG, NZA 2003, 1193, 1195.
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circumstance$®® According to the basic message, it may be estaligrom the decisions
that video surveillance can be proportionate adtléacarried out independent of a suspected
offence of specified individuals and is limitedgpatial terms to the area of suspicious action,
and, in temporal terms, to the investigation of ith@dent. Regulations without any spatial,
temporal and personal limitations are inadmissiblewever, since a far larger group of
uninvolved employees will be involved in the suliagice, the privacy rights of many more
employees will be encroached on without giving tisesuch** In this respect also no video
surveillance may take place for the mere monitorofgemployees’ performance and
organisational conduéf?

Targeted video surveillance below the threshold specific case of suspicion

The question of whether the targeted surveillaricengployees may be performed even if the
threshold of the case of suspect sufficiently ceticed in personal, physical and functional
terms is not yet reached, remains unanswered bgaines. In the literature, it is proposed to

consider such an approach, at least for monitotimg employees’ performance and

organisational conduct in the absence of suspia®imadmissible. To be able to safeguard
the interest of the employer, the employee's jaffopmance to a specific degree in a quality
manner and thus to compare it to the remuneratiyalge, breach of the employee’s privacy
rights - intensive due to permanent monitoring gues - cannot be justifi€d®

Video surveillance in particular risk situations

There are situations conceivable in which, althotigdre are still no adequate grounds for
suspecting an employee of a criminal offence, #drfor crime prevention exists because of
the particularly high risk of crime being committedthe workplace. In such situations, the
employer's interests are less at risk with thelteékat an abstract-preventive observation can
be considered only in exceptional ca&€sThis requires the existence of a special risk
situation?*®i.e. a hazardous situation which goes beyond ¢éneml possibility of the risk of

crime®*° This must be explained in detail by the empldygnd the explanation must meet
stringent requirements. In addition to the likebdoof the occurrence of criminal offences,
possible damage can also constitute a serious médsdt is proposed, therefore, that

consideration should favour the employer's intemegirevention, this at the expense of the

“3BAG, NZA 2004, 1278; NZA, 2008, 1187, 1190.

“BAG, NZA, 2008, 1187, 1191.

4> Bayreuther, 2005, pp. 1038, 1039.

*4¢ Bayreuther, 2005, pp. 1038, 1039; Grimm/Schief6g9, pp. 329, 332.
47 Bayreuther, 2005, pp. 1038, 1039.

“8BAG, NZA 2004, 1278, 1283 f.

49 Grimm/Schiefer, 2009, pp. 329, 332.

“0BAG, NZA 2004, 1278, 1283.

51 Grimm/Schiefer, 2009, pp. 329, 333.
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personal rights of employees, if already isolatestances of misbehaviour can cause serious

damagé'™?

Video surveillance of non-involved third parties

In companies serving the public the focus of sllargte is mostly not on a targeted
employee, although this constitutes a generallyralale by-product> For the operators of
optical-electronic devices it will be important iarily to preserve their in-house authority
within the property boundari&$ and to use video surveillance for preventive psegd® or

as a repressive means for the prosecution of offsfitf It has not yet been cleared, whether
and to what extent the principles established lsg ¢aw apply, if employees are also merely
monitored. Partly, it is proposed to treat the sawe of circumstances as in the case of
targeted employee surveillan®8.This approach, however, crosses factual boundasiese
the, now usual, independent video surveillancenadimissible in supermarkets, banks,
museums, or on railway station platforms once eyg#e come into the recording field of the
camera (which, in practice, cannot be avoitféaince the range of goods must be checked
and filled in supermarkets and the waste contaimarst be emptied on railway platforms).
Another view argues that video surveillance is gksvéo be accepted as inherent in the
workplace, if permitted in relation to any thirdrpyain accordance with Article 6b of the
BDSG***° This is perceived as inadequate, because in Arfibl of the BDSG the legitimate
interests of all stakeholders are taken into actobence also those of the observed
employee$® Nevertheless, it is found that in the case ofdhereillance of non-operating
third party as the employer's main motive, a preévenpurpose could be considered as
fundamentally legitimat&® At this point, the set of interests differ fromattof the targeted
surveillance of employed§?

Temporal boundaries of increasing surveillance addptation pressure

So far the question has remained unclear how loorg@rs must endure the surveillance and
adaptation pressure. In the literature, efforts raegle to make a distinction in this context
between the different operating areas. When mangahe outside and entrance areas, the
mentioned pressure can be classified as ratherdow,to the fact that employees rarely do
their work there. The situation is different in tphablicly accessible and for the employer

52 Grimm/Schiefer, 2009, pp. 329, 333 with referetmehe example named by Bayreuther, 2005, pp. 1038,
1039 mgn. 7 of the monitoring of employees in anttiad polishing establishment and of the relevate tioat,

in general, security-related areas are not opéimetpublic.

53 Grimm/Schiefer, 2009, pp. 329, 333.

S4BGH, NJW 1995, 1955, 1957; Gola/Schomerus, 208h BDSG mgn. 16 (with further references).

5> There are preventive objectives especially in @ingj theft, criminal damage or disturbance, BAG NZA
2008, 1187, 1193.

**®Wedde, 2009, § 6b BDSG mgn. 33.

57 Roloff, 2009, § 5 mgn. 39.

%8 Grimm/Schiefer, 2009, pp. 329, 333.

59 Gola/Wronka, 2010, mgn 816. Cf. further SG MiincR&V 1992, 85.

%0 Bayreuther, 2005, pp. 1038, 1039; Grimm/Schief6g9, pp. 329, 333.

“51 Grimm/Brock/Windeln, 2006, pp. 179, 180.

52 Grimm/Schiefer, 2009, pp. 329, 333 with referetcthe of the BAG (NZA 1187, 1193).
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sensitive indoor areas. Even if the situation @, the employees, very close to constant
surveillance pressure, the interests of the emplaye to be classified as more substantial
relative to those of the involved employees - astan the case, when, in the inside areas,
video surveillance is the only promising way to éafireventive action against crime by
customer$® This can be assumed, at least for a publicly aiclescompany, in which the
commission of certain crim&é represent a typical business rfékThis does not require the
realisation of the danger. On the contrary, itnseasonable for the owner of the company to
wait for the installation of a video camera un#l himself first becomes the victim of such an
offence?®® Regarding the risk of criminal offences commitsdcustomers, the owner of the
company considers himself to be exposed to a gléarer, typically anonymous group of
potential offenders than the case would be reggrdime committed by employees. The
interests of the employer protected by Article ¥4thee GG weighs accordingly heavy in
protecting his in-house authority and protection hi$ property®’ In contrast, on the
employees’ side it is a relatively minor breachpoivacy, if their surveillance is not the
purpose but only an unintended side effect of preve video surveillance. In most cases,
workers are staying only temporarily in the foclighe camera. Also note that, for example,
in the case of the surveillance of bank branches,surveillance serves ultimately also for
their own security®® Against this background, in order to encroach e firivacy right as
little as possible, video equipment may not be usedn inappropriate manner in order to
perform the targeted surveillance if employ&8d-or the prevention of store robberies it is
sufficient, for example, to direct the camera &t tlash desk passage, instead of focusing on
watching the conduct of the employees by meansirecting it on to the cash register
itself*"° This would again require concrete suspicith.

2.4.2.1.3Secret video surveillance in public places despitrticle 6b paragraph 2 of
the BDSG?

The Federal Labour Court has considered secretovgleveillance in public places in
circumstances of a concrete suspicion of a crimetlogr serious misconduct as permissible.
The employer can claim permissibility, to the deeint of the employer, if less restrictive
measures had been exhausted and covert video lEamgei was thus the only remaining
means left for the business and this was not, dyetiaproportionaté’? Due to the fact that,
in respect of secret video surveillance, prior legeotection is virtually precluded and
subsequent legal protection is made difficult, thiesghs more heavily on the judiciary than
does open surveillané& Whether, despite the introduction of Article 6btbé BDSG and

%3 Grimm/Schiefer, 2009, pp. 329, 333.

454 E g. shoplifting on retail premises or hold-upbanks, Bayreuther, 2005, pp. 1038, 1039.
4> \Wiese, 2004, pp. 915, 925

“%¢ Bayreuther, 2005, pp. 1038, 1039.

%7 Grimm/Schiefer, 2009, pp. 329, 333; similar alsd@ NZA, 1193, 1195.

“%8 Grimm/Schiefer, 2009, pp. 329, 333 f.

“%9 Grimm/Schiefer, 2009, pp. 329, 334.

470 Cf. also BAG, NZA, 1193, 1195.

"1 Grimm/Schiefer, 2009, pp. 329, 334.

“2BAG, NZA 2003, 1193, 1195; left open by LAG Saahgenhalt — 11 Sa 522/07.
43 BVerfG, NJW 2008, 1505, 1507 f.; BAG, NZA 2008871 1190.
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the associated requirements, the fact of observaa the responsible entity can be made
recognizable and restrained by appropriate meagArésle 6b paragraph 2 of the BDSG) is
arguable. The purpose of the norm is primarily neuze transparenéy? The affected party
should be able to adjust his behaviour in a matimerhe may be observed or to be able to
avoid observatiofi”> Therefore, recognisability is a prerequisite fbe tlegality of video
surveillance in publicly accessible aré&5.As to which requirements are prescribed
concerning recognisability, the question is ans@édreonsistently. On the one hand, the
installation of the camera in such a manner th&é tlearly seen when entering the public
space should be sufficient. However, on the otlagrdh hanging a sign - or even indicating
whether people are observed or recorded, is ratjtfifeAlthough others see no need for
detailed information about the nature of the sulamie, they require at least some
recognizable reference to the camera, which rulésavert actiort’® As is apparent from the
wording;"’® to make the observation identifiable is the oliligaof the responsible entif§°
Accordingly, some argue that covert video survedk is per seand without exception
inadmissible and, despite the associated consegubkat; for employers this will be the only
effective means used in individual cases to clgacniminal offences, if committing such is
based on secreé§’ Hence, recognising exceptions to the prohibitidnsecret video
surveillance as recourse to general reasons ftifigaion and the grounds for excu®g,is
argued againgt® This contradicts a number of representatives vifiorathe applicability of
general reasons for justification and legal exé8$é. is mentioned, in respect of the latter
view in particular, that, if the legislature had shed, exceptionally, to exclude the
applicability of these interdisciplinary legal priples from the area of data protection law, it
would have required an express exclusion of thisiletion?®® If we apply this reasoning,
then, in exceptional situations, it is possiblecamduct covert video surveillance in public
places in spite of Article 6b Paragraph 2 of theSBD- which can be supported by the
legislation of the Federal Labour Court.

2.4.2.1.41 eqgality of further use, Article 6b Paragraph 3-5 d the BDSG

From the admissibility of observation under Artiodkd paragraph 1 of the BDSG, the
legitimacy of the processing or use of personah dditained under paragraph 3 does not

7 Bundestag, 2000a, p. 38.

475 7scherpe, 2010, § 6b BDSG mgn. 66.

476 AG Frankfurt — 7 Ca 3342/05 mgn. 53; BayreutheZ AN2005, 1038, 1040, Roloff, 2009, § 5 mgn. 38;
Maschmann, 2002, pp. 13, 17; dubious is: Gola/Semam, 2010, § 6b BDSG mgn. 28.

*"" For opinions cf. Gola/Schomerus, 2010, § 6b BDSB.25 f.; Bizer, 2011, § 6b BDSG mgn. 68, 70.

"8 Bizer, 2011, § 6b BDSG mgn. 67; Grimm/SchiefeQ20p. 329, 334.

479 Sind“ (translated: ,are“), cf. § 6b par. 2 BDSG.

80 7scherpe, 2010, § 6b BDSG mgn. 66; Grimm/Schi@@eg, p. 334.

“81 Bayreuther, 2005, pp. 1038, 1040.

82 Self-defence (8§ 227 BGB, § 32 StGB) and also gemare (§ 34 StGB) can be considered as justificatio
Grimm/Schiefer, 2009, pp. 329, 334.

“83 Bayreuther, 2005, pp. 1038, 1040f.

84 ArbG Freiburg — 4 Ca 128/04; Grosjean, 2003, 5126 rimm/Brock/Windeln, 2006, p. 181. In detaifs ¢
Grimm/Schiefer, 2009, pp. 334-335.

“85 Grosjean, 2003, p. 2651; Grimm/Brock/Windeln, 2006181, Grimm/Schiefer, 2009, p. 334.
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automatically follow. This requires separate exatiom’®® According to Article 6b
paragraph 3 clause 1 of the BDSG, the processing®iof data collected under paragraph 1
shall be allowed if it is necessary to achievedbjctive pursued and there are no indications
that the legitimate interests of those affected damaged. As a result, for each processing
step of data produced by video surveillance, aepeddent balancing of interests must take
place?®’ If the data are no longer required to achieveptimpose or the legitimate interests of
those affected are in conflict with further storatfeey must be immediately deleted (Article
6b paragraph 5 of the BDS&Y} i.e. usually within one to two working days. Thesh
effective way to meet the automatic deletion rezguent is through periodic deletion, or
through self-overwriting of past recordings. Agatine principle of data avoidance and data
economy (Article 3a of the BDSG) in this contextisicial*®® If the data collected by video
surveillance are assigned to a particular perdum,duty to notify shall exist regarding the
processing or use, in accordance with Articles &8d 33 of the BDSG, see Article 6b
paragraph 4 of the BDSG. Specifying a purpose tadiermined, on a case-by-case basis,
and as mentioned in Article 6b paragraph 3 clauseflthe BDSG, has particular
importance’® The admissibility of any further processing of theages must strictly follow
the precise purpose of the observation to be datedraccording to Article 6b paragraph 1 of
the BDSG** The processing or use of the data for other peps possible only under the
conditions set out in Article 6b paragraph 3 claBsd# the BDSG, i.e., to the extent necessary

to prevent threats to the state and public secantyto prosecute crimes.
2.4.2.2.Video surveillance of publicly inaccessible areas

It is also unclear to what degree video surveikaiscaimed at non-public are&$Non-public
places include all spaces which may be enteredtmnlycertain group of peopfé®

2.4.2.2.1 Justification by consent

Again starting from the point of preventive protidn and subject to permission as stipulated
in Article 4 paragraph 1 of the BDSG, the admidgibof the video surveillance of publicly
inaccessible areas may arise from the consent diyemorkers, as long as this possibility is
allowed in the employment relationsti3.

2.4.2.2.2No analogous application of Article 6b of the BDSG

The use of Article 6b of the BDSG could be constdeas other legislation in accordance
with Article 4 paragraph 1 of the BDSG analogouBly video surveillance in publicly

% Bundestag, 2001, p. 62; Schaffland/Wiltfang, 208 b BDSG mgn. 5; Bizer, 2011 § 6b BDSG mgn. 75;
Zscherpe, 2010, § 6b BDSG mgn. 76

87 Bizer, 2011, 6b BDSG mgn. 75.

88 Consequently, without culpable hesitation, cf28 par. 1 s.1 BGB, Thiising, 2010, mgn. 359.

89 Bundestag, 2001, p. 63.

490 7scherpe, 2010, § 6b BDSG mgn. 77.

91 Grimm/Schiefer, 2009, pp. 329, 335.

92 Grimm/Schiefer, 2009, pp. 329, 335. Measures desigimply to trick the employees are however fiabi
(8 226 BGB), Thiising, 2010, mgn. 361.

93 Bizer, 2011, § 6b BDSG mgn. 43.

94 See also above - section 1.3.2.4.1.
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inaccessible work places. The prerequisite for malcay is the existence of an unintended
regulatory gap, and also comparative inter&Stslowever, there are currently no unintended
regulatory gap8’® and so the legislator deliberately restricted $hepe of application of
Article 6b of the BDSG regarding publicly accessildreas, and the need for special
regulations was emphasised as part of a separatplofge Data Protection AEY
Comparable interests are also lacking. In contagtublicly accessible places, this does not
involve a group of mostly anonymous people recorogdhe camera for only a very short
time, but the employees observed are well-knowtihéoemployer in non-publicly accessible
workplaces'® Since the employees spend a longer period of tineheir respective
workplaces, and due to their contractual obligatjghey usually have no possibility to avoid
observation and are exposed to much longer mongand greater pressure to confdfth.
The fact that, in individual cases, the intensitynzasion can be larger in publicly accessible
than in publicly inaccessible plac®$,is not in contradiction to the fact that, whenfting
Article 6b of the BDSG, the legislator focused ather less intensive encroachmgtit.

2.4.2.2.3Breach of Articles 8§ 28, 32 of the BDSG

To the extent that Article 6b of the BDSG is inapgble — as in the case of video surveillance
in publicly inaccessible places - the admissibild§ video surveillance measures are
determined depending on the objectives pursuechéystirveillance measures according to
Articles 28 and 32 of the BDS®?

Open surveillance

Although for repressive purposes, Article 32 paaghrl clause 2 of the Federal BDSG is
applied for open video surveillance of publicly coassible areas, it must not be generally
used for the conviction of the perpetratdtOther cases are to be measured against Article 32
paragraph 1 clause 1 of the BDSG and in accordanitethe government reasoning also
against Article 28 paragraph 1 No. 2 of the BD8Glust as in the case of Article 6b of the
BDSG, the measure must not only be appropriate rmogssary, but it must also be fair,
which again depends on the individual case andiresjthe consideration of legal intere¥ts.
According to government reasoning, the data prmteqgtrinciples developed by the Federal
Labour Court are to be taken as the basis of swcisideratior’® and here again, in

49 Cf. the extraordinary vote of Judge HaB¥erfGE 115, 51, 74: ‘An analogy can be conceiveithvihe
appearance of some loophole unforeseen by thddegisvhere, on grounds of concrete circumstanigisscin
be positively determined.”

19°BAG NZA 2004, 1278, 1282; Maties, 2008, p. 2221.

97 Bundestag, 2000a, p. 38.

98 Grimm/Schiefer, 2009, pp. 329, 336.

9 BAG, NZA 2004, 1278, 1282.

00 Bayreuther, 2005, pp. 1038, 1041.

0! Grimm/Schiefer, 2009, pp. 329, 336.

2 Thiising, 2010, mgn. 347 f.

%3 Thiising, 2010, mgn. 360.

% Thiising, 2010, mgn. 361, which leads further (n&#8) whether § 28 par. 1 s. 1 no. 2 BDSG can éurtte
applicable.

*% Thiising, 2010, mgn. 362.

% Bundestag, 2009a, p. 35.
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particular, account should be taken of the prircipf proportionality®’ Under narrow
circumstances, the balancing of interests carafaihe expense of the employ&¥si, in the
case of employee surveillance in publicly inacddssplaces, it is a by-product of other
surveillance purposed? and the measure also serves to protect the engslayerking there,
or the employer has a legally justified securitgirst®

Covert surveillance

Concerning publicly inaccessible places, theresartee problem of whether or not Article 6b
Paragraph 2 of the BDSG reveals a blocking efféchccording to government reasoning, a
special statutory regulation is needed for covarveaillance®*? Regarding the balancing of
interests, it should again be noted that the gelfegtion possibilities of employees are
restricted in the case of covert surveillaiteDue to the high intensity of invasion, the latter
may be considered only as a last resort. Furtimethé area of privacy (for example, in

showers, changing rooms or toilets) video survedéamust not take placg’

2.5.Employee surveillance by entry monitoring systents’

A common method of preventing the entry of unauswat third parties to the working area as
well as to the more sensitive areas of corporagmmes is the use of entry monitoring
systems. With such a system, employees and otharsave access only to certain aréas.

2.5.1.Description of commonly used systems
We should examine the technical differences amengral types of system in regular use.
2.5.1.1.Transponder-based systems

One way to control access is with the help of panslers’’’ To restrict entry to an area, the
transponder must be placed in a transponder Beldhat any data which is left there (e.g., the
ID-number of an employee) can be sent. If the owafethe transponder accepts him as
legitimate, he will be admitted. In this way thes®m can be set up so that the transponder
will allow access only to particular areas or attaie times - that is, in terms of space and
time. Further, more complex transponder systemer af central, computer-based control,

"BAGE 127, 276 mgn. 17. Cf. re proportionality detailed survey in Thiising, 2010, mgn. 362 ff.

B BAG, NZA 2004, 1278, 1283.

%9 Grimm/Schiefer, 2009, pp. 329, 337.

19| AG Mannheim, RDV 2000, 27, 27 f.; LAG Koln, BB 99, 475, 476. A need for monitoring machines or
production plant can, for example, be found in aaclenergy or chemical plants, Roloff, 2009, § :ink9.

> Thiising, 2010, mgn. 368.

*12 Bundestag, 2000a, p. 38.

°13 See also above - section 2.4.2.1.4.

1Y BAG, NZA 2003, 1193, 1195; Thiising, 2010, mgn..175

*15 video surveillance can also be used for monitomgry. For reasons of scale and in the sense sirea
supervision this theme is treated separately, etti®n 2.4. From this position there follows a dission of
transponder systems, biometric systems and RFIintéagy.

1% Meyer, 2009, pp. 14, 16.

*" The concept ‘Transponder’ is formed from the wdtdmsmitter’ and ‘responder together, Daubler] @0p.
184 fn. 141. Applied using chip card or coin, chl&f, 2009, § 5 mgn. 53.
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which facilitates the systematic recording of thee wf the transponder and hence the
generation of movement profiles. As the employe# mormally have his own personal
transponder and must carry this with him at allenit will — depending on the number of
transponder fields and the intensity of the momipr enable a relatively accurate employee
location system. By this, with the use of suitabddtware, for example conclusions can be
drawn about the whereabouts of an employee ordmitacts with other employe&¥.

2.5.1.2.The use of biometric systems

Access or entry control can also be carried outnlegns of the comparison of biometric data.
As biometric features, physiological or passiveg.(efingerprints, face, iris or vein-
recognition) or active (e.g., voice recognitiongreiture, password) can sef/& By using
biometric techniques, the identification of indiuals is made possible - solely on the basis of
their personal, individual physical featurd$.The use of such access control systems will
certainly be opposed, since the biometric infororattoncerning the employee will be stored
in a central databank* Biometric data can, on an individual case basid,depending on the
specific utilisation?” be classified as a special form of personal dathe sense of § 3 Abs. 9
BDSG. Whilst this is not the case if what is invadvis a simple check of the right of the
employee to enter there would, perhaps, be comriagb be drawn in respect of the health of
an employee with the aid of biometric data whiclgimibe judged to have been obtained
other than legally?® However, it should at least be accepted that bidmdata comprises
sensitive information. To avoid any possibility ddta misuse, the treatment and handling of
such data must be appropriately careful and discte&ansponder systems and biometric
authentication are linked, the merit of the formdue to the lower level of intrusion into
personal rights when employees are monitored, briscknowledget!

2.5.1.3.Use of RFID technology®

RFID systems, in comparison with the previously tieen measures, make possible one
essentially more accurate monitoring of employaewshich, by means of Radio Tags (Radio
Frequency ldentification, RFID) tags, informatiotored on a micro-chip can be retrieved
without contact?® Due to their small size, these tags can be usesh as-house pass or for
other purpose¥’ and can, in extreme cases even be fixed to thhiegr?® With the aid of

18 Meyer, 2009, pp. 14, 16.

*19 Gola/Wronka, 2010, mgn. 874; Bartmann/Wimmer, 2G07.99.

20 Raif, 2010, p. 359.

21 Meyer, 2009, pp. 14, 17.

%22 Cf. as an example of this Gola/Schomerus, 20B0B®SG mgn. 56.

2 Meyer, 2009, pp. 14, 17, with the assertion theaBDSG is not applicable.

24 Meyer, 2009, pp. 14, 17; as well Roloff, in: Bestiinz, § 5 mgn. 66.

2 Mainly, in this connection, we also speak of sbech ‘Ubiquitous computing’ (allgegenwartige
Datenverarbeitung), cf. Buchner, 2010, § 3 BDSG .ni@n

3% Cf. on the function of RFID, von Westerholt/Dérjri2p04, p. 710; Gola/Wronka, 2010, mgn. 870. Inegeh
on the basics of RFID technology, on the settingofipa system of transponder (tag), reader and RFID-
middleware as well as on the differentiation betweetive and passive tags cf. John, 2011, 3rdaseptrt 300
mgn. 1 ff.

2" Gola/Schomerus, 2010, § 6¢c BDSG mgn. 2a; von WesitéDoéring, 2004, p. 711.

% Daubler, 2010, mgn. 324a.
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RFID technology, personal data can be handledafimation with the identification data of a
person (photo, name, address, and recurring ID etnean be loaded on an RFID t4gThe
reading range with an RFID installation is withivotdigits in terms of metred®

2.5.2.Cases from the jurisdiction

Decisions referring to entry control systems acedate, on a small scal&, and RFID
systems have not yet been the subject of judi@alsibns. It is, however, proposed to draw

on jurisdiction dealing with surveillance or momita by video>*?

2.5.3.Academic debate

As already stated, data protection admissibilitgMaluated according to whether the handling
of data is covered by the agreement of the persomarned® or by legally permitted
conditions. By the use of personalised transpongensonal data is taken and processed so
that the legal evaluation of the use of such aesysiccords with the BDSB? However, if
when using the system it occurs that one emplottaeheed to a group of people authorised to
enter the centre stands in the midst of them arntiesonly person not recorded, then the
utility value of the BDSG in relation to personmeinnot be accepted In the scope of the
BDSG the evaluation of the legitimacy of the measuagain accords to the requirements of
the law pertaining to encroachment of 88 28, 32 BD&hd subject to the rationale of the
specific test criteria. It is conceivable that pityp will be given to recording the time of
passing through the access control system, if vgha¢eded is the related data for examining
working hours and remuneration issd&sAlso the reliability of the employee in terms @ h
location within the business premises in cases eyHeom the standpoint of the employer
there are special reasons for using an extensitrg eantrol system, e.g., due to particular
security requirements or because of some speciahcteristics of the busine¥s.Amongst
these will be businesses which handle especialiardd@us materials or where corporate
know-how is particularly valuabf&® In the absence of a suitable security need, at lea
biometric technology needs to be instaftétit should also be noted that biometric processes
assume that the employee knows of their use. Thertoecording of biometric data is in
conflict with the employer having knowledge of tpeoperties of the system as per § 1
AGG,>* for example in respect of the basic health or gemknd of his employe¥! Storing

29 Art. 29 Data Protection Working Party, 2005, p; Bchner, 2010, § 3 BDSG mgn. 18.

3% Gola, 2010a, mgn. 78; with reference to technaligaspects by Hansen/Wiese, 2004, p. 109. JoHr,, 20
3rd section part 300 mgn. 9 defines a range, ig-@mge systems of up to 30m when using active .Tags
317 B. BAG, RDV 2004, 122 (Co-determination with Bietric Entry Control Systems).

32 Gola, 2010a, mgn. 82.

%33 As far as the possibility is permitted, see Secfi8.2.4.1.

334 Meyer, 2009, pp. 14, 17.

3 Roloff, 2009, § 5 mgn. 55. To be considered heréor example, the use of Transponders withouviddal
ID, Meyer, 2009, pp. 14, 17.

36 7611, 2010, § 32 BDSG mgn. 22; Gola/Wronka, 20h@n. 885.

37 Meyer, 2009, pp. 14, 17.

>3 Roloff, 2009, § 5 mgn. 68.

39 Roloff, 2009, § 5 mgn. 71.

*40 Raif, 2010, p. 359.

*41 Gola/Wronka, 2010, mgn. 875; Steinkiihler/Raif, 208p. 213, 217.
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such features and other sensitive data as per Bs3RBDSG is normally conditional on the
agreement of the employa®.However, storage of the data cannot be justifieédreement
between management and works committee, since épgimacy of the processing of
sensitive data can, according to § 28 Abs. 6 BD&®y come with the agreement of the
individual concerned or with the submission of aeraption application according to § 28
Abs. 6, 7 or 9 BDSG® From the perspective of legal data protection uke of RFID
systems should be treated more circumspétiiyn contrast to the situation with the
technology mentioned earlier, the use of tags ke ¢émployee is often not sufficiently
transparent. If, perhaps, RFID readers can be liedtdao cover the area of the business
premises, an accurate and unbroken movement profilthe workers will be produced
without the need for any action by the personnek B the increased danger of the misuse of
RFID systems, there must, in comparison with otte@hnologies, be a higher level of
protection available for use than with other tedbgies>*° At least in respect of active RFID
tags*® there should apply § 6c BDSG which governs the mobile storage and handling of
personal daf4® (§ 3 Abs. 10 BDSG).

Basically, all media fall within this category, wehi are equipped with a single processor-
chip®* Also, if somewhat differently, this would apply, as with a normal entry control
system, essentially unchangeable information sscanalD number is involved® From the
user 8§ 6¢c BDSG requires a variety of explanatofprmation such as the duty of the
individual concerned to reveal his identity, orcéese of the mode of operation of the
technology also his rights in respect of the givafignformation, insofar as knowledge of this
had not already been required. Alongside this tleaists, depending on the particular case,
with each concrete use of the RFID technology, ddit@nal requirement to inform,
according to § 6¢c Abs. 3 BDSG, which is not defimadre precisely®* It is, however,
recommended that there should be some signal ngatkin recording of data — perhaps an
acoustic toné>? The use of RFID technology is part of the inforimatto be provided to
employees, in that perhaps this also must be gageimformation insofar as the analysis by

%42 Raif, 2010, p. 359. Representing a more striav\i@berwetter, 2008, pp. 609, 612, cf. further GMeonka,
2010, mgn. 875) even opt for the general inadmilgtyilef authentication in respect of sensitive aawithin the
meaning of § 3 par. 9 BDSG respectively charadtesisvithin the meaning of 8 1 AGG is inadmissilite
general.

>3 Raif, 2010, p. 359.

24 Cf, also Schmitz/Eckhardt, 2007, p. 172 on théedét possibilities of use and related thoughts.

4> Meyer, 2009, pp. 14, 18.

%4 Active RFID Tags are able, due to their own enesgyrce (battery or solar cell) to transmit infotima as
soon as a reader-unit receives an activating irepuishn 2011, 3rd section part 300 mgn. 3.

#7\Jon Westerholt/Doring, 2004, p. 714; more difféfation Schmitz/Eckhardt, 2007, p. 173.

8 As follows from § 3 Para. 10 BDSG, with mobile rsige and processing media, it is a question of data
carriers issued to the employee on which persaaial, dh addition to being stored, can be procesghdr at the
point of origin or automatically elsewhere, and vehthe person concerned can influence this pracgssily by
use of the medium.

>4 Gola/Schomerus, 2010, § 3 BDSG mgn. 58; Gola, B08 b BDSG mgn. 2.

%0 7scherpe, in: Taeger/Gabel, BDSG, § 6¢ mgn. 53;ev|e2009, pp. 14, 18.

*1 Gola, 2010b, § 6¢c BDSG mgn. 3.

52 Meyer, 2009, pp. 14, 18.
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the particular electronic reading process create®eement profilé>® For the rest, the same
general approach should apply as for the alreadytioreed entry control system¥' What
concerns the surveillance of the whereabouts oéraployee with technological help (as,
perhaps, with RFID) for the purpose of performanoenitoring, will generally be
inadmissible. Something else can emerge in speasks such as, for instance, setting up
special checkpoints on the regular rounds of tieerity personnet>

2.6. Monitoring of employees outside company premises

The monitoring of employees outside actual companeynises is also possibi&. To extend
the physical scope of monitoring, all that is nekdeto use one of the various technical aids
which are available, such as GPS or GSMf the employer makes equipment available to
the employee, he can continuously detect the locatif the employee and monitor his
activity.>®

2.6.1.Cases from the jurisprudence

Since location systems have not been the objdetwotourt decisions in relation to employee
data protection, it is suggested that the pronamecgs of the judiciary on the subject of
video monitoring should be referred’t3.

2.6.2.Academic debate

Often, by using GPS for tracking company cars amtile phones, operational profiles of
employees are create?.

2.6.2.1.GPS tracking of company vehicle¥*

If the employer is interested only in monitoringe tlvorking hours of workers, this can
normally be achieved by analysing the data from diggtal tachograph of the company
vehicle®®? If, additionally, however, a status report is ® firoduced in order to monitor the
use of the company vehicle, a GPS transmitter igllys installed in or on the vehicle.
Technically, GPS stations permit the position df aijects or people to be tracked and
determined although it is mainly used in trackinghicles>®® As far as the function is

concerned, the sender's own position is first deteed via data-matching with GPS

53 Meyer, 2009, pp. 14, 18, who stresses that thaemebe a need of creating motion profiles by all msedike
for security personnel, for example.

4 Schmitz/Eckhardt, 2007, p. 175.

*SWank, 2010, § 6¢c BDSG mgn. 19; Gola/Wronka, 20dgn. 885.

% Eor example when field representatives or cowtiers shall be controlled, cf. Daubler, 20057 pO.

7 Global System for Mobile Communications, Mozek/der2011, part 23 mgn. 9.

8 Meyer, 2009, pp. 14, 18.

9 Raif, 2010, p. 359; Meyer, 2009, pp. 14, 19.; Gathomerus, 2010, § 32 BDSG mgn. 19.

*0v/ogt, 2009, p. 4212; Meyer, 2009, pp. 14, 18; R2¥10, p. 359.

*1 Since GPS transmitters are mainly used for logathicles (Meyer, 2009, pp. 14, 18), the followitefails
are limited to this field.

*2Gola, 2007, p. 1142.

%3 Meyer, 2009, pp. 14, 18. Re the different (duthtir smaller size) potential uses of the GPS triters see
further Gola, 2007, p. 1143.
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satellites® After this, the location data are stored for acifje time, compressed and
transmitted®® This is done by setting up a wireless connectioa predefined receiver. For
evaluating and processing data, special softwansad which permits the visualisation of the
route being driven on a map. If the systems allbe assignment of positional data to a
specific person, their use should be measured stgBDSG § 6¢. Such direct individual
reference is always needed if the issue is not tmtygeneral determining of a vehicle’'s
position, but when an employee is assigned as tihedyiver of a particular company car.
Similar to RFID systems, one medium processes ar$mits data independently, and the
employee is unable to trace when and how mucheif ffersonal data is being handféd.
Accordingly, the employer must again meet the imf@iion requirements of § 6¢c BDSE.
Further, the collection and storage of data regttine consent of the employee or a firm legal
basis. In the absence of specific statutory regudatfor location systems, recourse must be
had to the general data protection rdf8sThis means that §§ 28, 32 BDSG again are at the
centre of the admissibility test of data protectiaws. In this respect it is highly relevant to
the above evaluation criteria. In the literatureréhis a parallel to be drawn to jurisprudence
developed in connection with video surveillait&and monitoring is required to be carried
out in a legitimate way with the knowledge of thmpoyee; also required is an adequate
assessment of employers and employees’ inteté€sitsshould be taken into account at this
point that tracking a person’s movements by GPSnmagreviously been classified by the
courts as the most intensive intrusion into theegairight to privacy.! At least in relation to
video surveillance or to the recording of telephammversations, which open up wide-
ranging monitoring control options, there is a lovustensity of intervention in the GPS
positioning. Since in this case the given locatdrihe employee is only approximate, then
this allows, at most, indirect conclusions conaegrthe behaviour of an employ&é Again,
however, we should try to avoid sweeping assumpfian assessment should be made on a
case-by-case basis depending on the legal situatidhis way the time of checking and the
particular circumstances can be evaluated. As hgmimissible interests of the employer, in
addition to the random monitoring of the behavioticolleagues, increased ‘out-of- office’
efficiency’”® and the costs of a company’s cars are also tohsidered’*

2.6.2.1.1Tracking by GPS whilst on duty

54 Roloff, 2009, § 5 mgn. 72. Compared to navigati@myatems, the main difference is that in this qassition
data is neither recorded, nor distributed, Mey8Q® pp. 14, 18.

%5 BVerfGE 112, 304, 308; Roloff, 2009, § 5 mgn. A®ith appropriate technical arrangements data
transmission can take place even in real time, ¥&@09, pp. 14, 18.

%% Meyer, 2009, pp. 14, 19.

%7 Schmitz/Eckhardt, 2007, p. 173 fn. 22.

%8 Raif, 2010, p. 359; Gola/Schomerus, 2010, § 6c BD&n. 5.

%% Concerning the admissibility of video surveillarinaletail see: 2.4.

>0 Raif, 2010, p. 359.

>"1 Roloff, 2009, § 5 mgn. 81.

2 Cf. the detalils in BVerfGE 112, 304, 308, 317.

73 Cf. only Raif, 2010, p. 359, who regards the candhf employees working off-site but who do notveh
directly to their clients as being in serious bireattheir contractual agreement.

" \ogt, 2009, p. 4212, with the note that, in costirghe continuous monitoring of employees willdeemed
inadmissible (likewise Gola/Wronka, 2010, mgn. 998ich speaks explicitly against continuous moftirtgy.
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If tracking is carried out only during working heuwhere the legitimate interests of the
employer are concerned, ongoing suspicion meansnti@pendent monitoring of employees
may be consideret® The reason for this is that private journeys usimg company car
should, in principle, not be undertaken. If, howeyeivate use of the vehicle is allowed, the
tracking system should be disabled during thisgaerihe priority of the employee’s interest
in not being monitored in his private sphere ibéomaintained over the employer’s interest in
monitoring the vehicle which he own®. Tracking should not extend to the leisure timéhef
employee’’’

2.6.2.1.2 Covert use of GPS tracking

§ 6¢c BDSG does not accept the use of covert GRRimg®'® According to § 4 paragraph 3
BDSG and § 98 paragraph 1 TK&,due to the supposed informing of employees by the
employer, there is the strong view that the couse of GPS tracking for obtaining residence
data should not be allowét Others consider, more liberally, covert trackindeast in cases
where a particular employee is suspected of hastimgmitted a crime or serious misconduct
and where there are no other alternatives for iiyaeing the suspiciorf* At this point, as a
consequence, a parallel to secret video survedlarmuld be drawn. Should we allow this,

GPS monitoring must ba maiore ad minusdmissible due to the relatively low intensity of

intervention%?

2.6.2.2.Location by mobile phones
Another measure for employee monitoring is locabgmobile phones.
2.6.2.2.1.GPS location

GPS tracking is also possible via mobile devifdd-or this a GPS receiver must either be
installed in the terminal itself or the device itshould be able to connect to an external GPS
receiver. Using the software installed on the dewite GPS position can be requested at
specific intervals and transmitted through theuwatl network, where the mobile phone acts
as a GPS transmitte# Regarding the admissibility of such location mekhothe above
comments apply.

2.6.2.2.2 GSM location

In addition to GPS in connection with mobile degic&SM positioning is also a possible
measure for monitoring employees. When using #ghrique, the positioning of the mobile

>’5 Roloff, 2009, § 5 mgn. 83, likewise Meyer, 200p, 4, 19.

7% Meyer, 2009, pp. 14, 19. Vogt, 2009, p. 4212.

" \Jogt, 2009, p. 4212

"8 Meyer, 2009, pp. 14, 19.

79 8 98 TKG deals with handling (see the extendedrjmetation of the concept of processing Munz, 2010
BDSG, § 98 TKG mgn. 4.) location data. Accordingt8 Nr. 19 TKG what should be understood heredata
that are collected or used in a telecommunicati@ta/ork and the location of the terminal end usegsrovided
to the public by a telecommunications service.

*80y/ogt, 2009, p. 4212.

%8 Steinkiihler/Raif, 2009, pp. 213, 216.

82 Meyer, 2009, pp. 14, 19 with reference to Rol@€09, § 5 mgn. 87.

3 Gola, 2007, p. 1143.

84 Meyer, 2009, pp. 14, 19.
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device is carried out through using the cellulancure of the cellular network to determine
the location. Specifically, first of all, the regpige radio cell is detected in which the device
is located, since a specific ID is assigned to eath Depending on the density of radio cells,
the location can be determined with an accuracypofo 100 meter®® Although, with the
aid of complementary measures such as calculationserning running-time, more accurate
positional determinations can be made, GSM positgprn terms of accuracy ultimately
remains significantly behind that of GP®8.The use of technology is, by contrast, quite
simple. Hence, to implement the measure only a lagibione is needed, this is unlocked for
determining its position and operated within theMs8etwork. The activation itself takes
place mostly not through the mobile phone operatbut through external third parties.
Depending on the method of the service, the sirs@iheling of a one-time SMS is enough, the
affected person being informed by SMS from anytioce- or is asked for his consefi.

2.6.2.2.3Privacy in telecommunication

The provisions related to telecommunications dataegtion require service providers to
obtain prior permission for location operatiofisThe use of location data is regulated in § 98
TKG °® and, according to the clarification appended &ghvernment draft, the progressive
development of telecommunications should be takéo account, which allows the site-
related use of telecommunications services (LondBiased Services, LBSY In this regard,
dealing with location data depends on the consérihe participant™ as a contractor or
service provider?? In accordance with § 3 No. 20 TKG, any naturalegial person who has
signed a contract with a provider of telecommumices services for the provision of such
services counts as a participant. If the subsciperthe user of the mobile device is not the
same person, § 98 paragraph 1 sentence 2 TKG esanforming the user about prior
consent® As a consequence, it is legally permissible thatémployer leaves the transfer
mobile device unlocked for location determinatiomhaut informing the employee about the
possibility of permanent localisatiGii’ Insofar as the requirements of § 98 TKG are
available, it indicates no permission for the emgptoto be able to carry out a localisation
check at any tim&”® Rather, going further (and, therefore, far beyche area of
telecommunications data protection) it is questid@mawhether or not an impermissible
intrusion takes place into the personal rightshef émployee, if he or she is left with an
unlocked mobile devic®?® In the planned balancing of interests, severabfagplay a role.

%5 Meyer, 2009, pp. 14, 19.

% wittern, 2006, § 98 TKG mgn. 4.

87 Meyer, 2009, pp. 14, 19.

8 Gola, 2007, p. 1143.

%89 Concerning the necessity of acquiescence in litle §98 TKG Jandt, 2007, p. 74.
%% Munz, 2010, 98 TKG mgn. 1 referring to Bundes2@)4, p. 89.

91 The participant is according to § 3 Nr. 20 TKG reaatural or legal person, who has concluded aracint
with a supplier from a telecommunications servimetfie provision of such a service.
92 Meyer, 2009, pp. 14, 20.

>3 Wwittern, 2006, § 98 TKG mgn. 7.

% Meyer, 2009, pp. 14, 20; Gola/Wronka, 2010, m@7..8

> Gola, 2007, p. 1143.

% Meyer, 2009, pp. 14, 20.
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Comparing the localisation of the mobile phonedwtitat of a company car with permitted
private use as mentioned above, with the first nmeathe employee has, in theory, a chance
to avoid localisation, if he or she switches ofe tHevice’® By contrast, impermissible
invasion in the personal rights of the employeehinarcur if there is a commitment for the
employee to carry the device with him outside ragworking hours to be accessiblénless
there is a legitimate interest of the employer, ¢ngployee will have to tolerate at least —
parallel to the GPS tracking of company cars —tlonachecks during the period of service.
As a minimum requirement, an employee will then di#e to require the employer to
establish criteria for the implementation of sitées and to be kept informé& Regardless of
the scope of § 98 TKG, this follows from § 6¢c BDS@ich is also applicable to the SIM

card of a mobile devic®”®

2.7.Special features of employee screening

During a so-called employee screening process, alatady available to the employer or
assembled especially for this purpose go understaged to help, by means of a points
system, specific conclusions to be formuld®dn Germany, this form of screening is now
widely used when, in respect of the protection efspnal rights at work, battling corruption

is a priority®®*

2.7.1.Forms of employee screening

Employee screening occurs unless an arrangemeoagiriegislation (8 4 Paragraph 2
BDSG) is submitted, using one of two formats: stf the prevention of corruption and
other compliance violations is an issue, and, s#lgoif it is a matter of prosecuting criminal
offences and other compliance problefifsPreventive screenings are characterised primarily
by the fact that on the employer's side there isenmlence for the existence of specific
violations of law, but legal compliance should hecked and implemented preventively. By
contrast, the employer knows, in the case of ingaste screening, about compliance
violations and he attempts to draw conclusions &abioel origin of the violation by various
mean<®?

2.7.2.Cases from the jurisprudence

There is still little jurisprudence in the areaenfiployee screening to be referred%bAgain,
therefore, case law in connection with video sulaete should be uséd®

97 Gola/Wronka, 2010, mgn. 905; Meyer, 2009, pp.24,

% Meyer, 2009, pp. 14, 20.

*99\/on Westerholt/Doring, 2004, p. 714; Gola/Schorse010, § 6¢c BDSG mgn. 2a.

6% Brink/Schmidt, 2010, p. 592.

01 Re further screening measures such as cross-chettkserror lists or pre-checking in respect oficél
applications or social advantage procedures cnaxample Brink/Schmidt, 2010, pp. 595-596.

€92 Brink/Schmidt, 2010, p. 592; Gola/Wronka, 2010, m857.

€93 Brink/Schmidt, 2010, p. 592.

694 Cf. e.g., the report of the BVerfG on a public ggoutors data collection in respect of a new creaiitl
institute, RDV 2009, 113.

6% Gola/Wronka, 2010, mgn. 856; Mahner, 2010, pp, 384.
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2.7.3.Academic debate

For assessing the admissibility of employee scregraccording to the current legal situation,
both §§ 28, 32 BDSG should be considered as fanétgsant to permissio??® Regarding the
guestion of consent, the voluntary nature of emgxogcreening is especially important from
two points of view. Not only is it very doubtful wther an employee really does feel no
compulsion to participate in mass screening, bet gbssible consequences must also be
borne in mind which may arise if someone does rastiggpate in one single proceeding
which should be undergone consistently by evenjiorelved®®’ In respect of testing the
admissibility of measures in respect of staff soheg, the distinction between preventive and
investigative measures (referred to previouslyusthbe maintained.

2.7.3.1.Preventive screening measures, 8 32 paragraph 1 semce 1 BDSG

First, 8 32 paragraph 1 sentence BDSG should betsdege relevant, although this may fail —
generally in relation to the necessity requiremét. employment relationship is feasible
even without a screening process and so the meissniog absolutely necessalfy.The mere,
interest of the employer, even though understaedainl the preventive fight against
corruption does not justify (in the case of § 3tagaaph 1 sentence 1 BDSG) the employer’s
access to the personal data of workers. Even ifjtlestion concerned educating employees
about potential compliance violations within themgany, it requires no reference to past
offences, possibly even with the attribution of saoresponsibl®’® Otherwise the same
applies to the treatment of breach of contracthenpart of employees, and the fact that it is
the employer alone who initiates such an educdtipraeess, does not entail any other legal
evaluation®® Finally § 32 paragraph 1 sentence 1 BDSG is bigieacluded as a legitimate
basis for the preventive screening of employégs.

2.7.3.2.Investigative screening measures, 8§ 32 paragraphSL 2 BDSG

As is clear from the literature, the handling of pdoyee data used for exposing criminal
offences must comply with demanding requirements.aempt at justification by claiming
“clarification measures” under § 32 paragraph 1ltesee 2 BDSG, would come into
consideration only if there were some serious simpiof a crime being committéd A
mere suggestion that some member of a group ofemes might have committed a criminal
offence is not sufficient to justify investigatisereening measuré¥ Finally, the scope of §
32 paragraph 1 sentence 2 BDSG is, for these reasghtly circumscribed.

8%% A vindication of Consensual Agreement accordingBtink/Schmidt, 2010, p. 593 is however separate.
Alternative viewpoint is Vogt, 2009, p. 4214, whigtognises a business agreement as legally asghori

897 Brink/Schmidt, 2010, pp. 592, 593.

% Thiising, 2009, pp. 865, 867.

699 Brink/Schmidt, 2010, pp. 592-594.

610 As well as Thiising, 2009, pp. 865, 868 f.

®11 As a result ditto M&hner, 2010, pp. 379, 381.

612 Brink/Schmidt, 2010, pp. 592, 594; likewise RassamsBonne/Raif, 2011, p. 80.

13 M&hner, 2010, pp. 379, 381.
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2.7.3.3.8 28 paragraph 1 S. 1 Nr. 2 BDSG

Unless, besides the application of § 32 BDSG, resmto § 28 paragraph 1 No. 2 BDSG is
permitted, justification for this permission woulte taken into consideration only in
exceptional case€s? This is conceivable, for example, when the adribisi of the screening

is not directed in accordance with § 32 BDSG, ahaps if the relation of the employees to

the employer are to be qualified as with any tipiadty °*°

2.8.The participation rights of interest groups

If an employer wishes to introduce measures to taorhis employees, this requires the
regular involvement of interest groups of employéasmpany or staff council§}® In this
respect 8 32 paragraph 3 BDSG prescribes that dhgcipation rights of interest groups
remain unaffecte®:” This means that, in collective measures, and, dyéncall consistently
performed surveillance activities, there is a linotthe scope of what the employer can
arrange’*® Participation requirements should not only be mak&o consideration for the
formal collection of personal data (§ 94 BetrVG, B paragraph 3 Nr. 8, 76 Abs. 2 Nr. 1
BPersVG) and data protection issues relevant toogerational rules and behaviour (8 81
paragraph 1 BetrVG 1, § 75 paragraph 3 15 BPersVi}. is particularly the case in respect
of the automatic data processing of personal datdised with the use of technical
surveillance equipment (8 87 paragraph 1 Nr. 6 \Beir 8§ 75 paragraph 3 Nr. 17
BPersVG)™*® According to the theory so far prevailfig of the efficacy requirement
developed by the BA&’ the participation of interest groups is necesstoy the
effectiveness of a measure. In individual contriaetns it follows that, for violations of
participation rights, adverse changes for employeee practice of arrangement rights are
ineffective and, therefore, not to be considéfédt should also be noted in this context that
the right to participate does not extend to thestjae of permission for private uper se**3

614 Bjerekoven, 2010, p. 205 referring to Bundest@§9a, p. 35.

615 Schmidt, 2010, p. 209; Brink/Schmidt, 2010, p. 5%hich confronts, for example, transmitting daga r
business transactions of the employee to the eraplsyan arbitrary third party.

6107611, 2010, § 32 BDSG mgn. 48.

1" The government reasoning names, for example, Ba8d. 1 Nr. 6 BetrVG and § 75 Para. 3 Nr. 17 BP&rsV
Bundestag, 2009a, p. 37.

8 Thiising, 2010, mgn. 531 ff.

%19 Gola/Schomerus, 2010, § 32 BDSG mgn. 43.

620 Cf. regarding the alternative viewpoint Richar@Q10, § 87 BetrVG mgn. 104 ff; Worzalla, 2008, § 87
BetrvVG mgn. 83 ff.

S2ZLBAG, NZA 1992, 749, 759; NZA 2004, 331, 333.

62BAG, NZA-RR, 469, 471; Thiising, 2010, mgn. 564.

23| AG Hamm, NZA-RR 2007, 20, 21 f.; Ernst, 2002586; Lindemann/Simon, 2001, p. 1954.
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3. EMPLOYEE DATA PROTECTION FROM THE PERSPECTIVE OF DAT A
PROTECTION AUTHORITIES - AND FURTHER INFORMATION

3.1.The position of the HmbBfDI (Hamburg Commission forData
Protection and the Freedom of Information) concermg personal
rights in working life °**

Regarding the question of personal rights proteatioworkers, the act of the legislature is in
principal greeted by supervisory authorities; htiaesms have also been levelled against the
proposed legislature and the need for regulatiah immprovement in the area of employee
privacy have been announced as well. The creafi@lause § 32 BDSG as a general clause
for the handling of employee data might, by thist only be an inadequate, politically
motivated and symbolic piece of legislation destyrie take the pressure off ongoing
discussion. Rather more, it gives birth to consitier problems in practice, specifically in
respect of the inadequately clarified competitigationship with § 28 BDSG. The resulting
large degree of legal uncertainty needs to be evedtby the creation of a clear legal
framework which does not overlook practical consatiens. In this it is not only the
significance of capital and paid work which arébtotaken into account but it should also be
recognized that the company is subject to a gradaety of new factors and will tend to
economize with the use of data. In addition, tleuésof relationship between the law and
technology will appear. When it comes to the questf where the use of technology on
legal-ethical grounds is pushed to its limits, opald easily get in a very difficult assessment
process on the political ground. A resolution astbonflict cannot be reached by regulated
self-control. Such a model might be interestin@ieas in which data protection can be used
as a measure of competitive improvement, by follgathe personal interest of management
in optimizing specific processes. It makes litttnse where different interests decide or
where legal interventions are to be set. From tke sf the legislator one should only
conditionally comply with the need for a fair camheiation of the conflicting positions, as,
perhaps with the decision to oppose secret videoioring consistently. However, allowing
continuous open video-monitoring would also giveywa criticism. Such measures should
not lead to a situation where, ultimately, everpdehake of an employee is digitalized and
retrievable. Regarding the possibilities of introthg new and combining existing
technologies, as well as reproducing the procedatesny time in operational areas,
informational self-determination faces great dandgaturally, there will be cases in which
employers have a legitimate interest in introducioghne more modern technology, perhaps
improving the security of their property. This, hewer, should be carried out in a humane
way and it should not lead to a total monitoringtleé workplace. Together with the basic
avoidance of accessing stored data and the basiorbaecret measures, a maximum level of
transparency should also be ensured. However, nibisonly from a legal perspective that

624 The explanations are based on an interview with ltamburg Commissioner for Data Protection and
Freedom of Information, Prof. Dr. Johannes Casplae. full text is available as a separate document.
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personal data should be handled carefully. Sinealttmgers in the digitalized world of work,

which start with the selection of candidates, sprezer the whole field of legal relationships

in the labour law, proper behaviour is requiredbamth the employer’'s and the employees’
side. While on the employees’ side a self-reflected foresighted attitude towards the
possible consequences of dealing with personal dateticeable quite early, i.e. during

school days, employers should also display a cedeagree of liberality. This implies at last

that people who possibly tattooed, even stigmatitesmselves digitally, are not to be

excluded from the pool of applicants due to theecless handling of data. As a result it
remains to be noted that the supervisory goal rhasio establish knowledge and set clear
guidelines. Besides the necessary reorganizingrestducturing due to the expected rising
amount of input at the data protection authorities,them one thing is clear: modern data
protection demands a great deal of personal regplitysalso in the future.

3.2.Further information of BfDI

On the homepage of the Federal Commission for DRatection and Freedom of

Informatiorf®® diverse information is available. The organizatiteals among others with

aspects which may gain importance in connectiom Wit protection of personal rights of
employees.Otherwise you get here e.g. to important data ptate bodies, to the Data

Protection Forum, the State Data Protection Reptasee, the Supervisory Authorities for
the Non-public Sector, the Data Protection Offickthe Radio, to the Virtual Data Protection
Office, as well as several other interesting dites$ provide information in the federal area, in
European and in international cont&4.

62> Available on http://www.bfdi.bund.de

% The mentioned data protection bodies are e.g.oNaltiData Protection Conference, Diisseldorf distric
European Data Protection and International Dataeetion Conference. In addition, there are a wariétother
sites [such as from interest groups like the Astiaan of Digital Economy (BVDW) or the Federal Asgtion
for Information Technology, Telecommunications aNéw Media (BITKOM)] that address the issue of
employee privacy. Regarding the immensity of thailable data on the topic there is no chance ahéur
discussion here.
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4. SANCTIONS IN CASE OF VIOLATIONS OF DATA PROTECTION

The violation of laws by employers and employees lead to sanctions of data protection,
labour law and to further sanctions.

4.1.Sanctions in the field of data protection

Apart from a wide range of sanctions in specifi¢adarotection regulations (see some
examples of the criminal and civil penalty provissoof 88 148, 149 TKG) the Federal Data
Protection Act states for example, that infringeteeagainst the data protection law are
punishable with fines as misdemeanours. The catalag § 43 BDSG offers a number of
ways to sanction non-compliance of legal requirasebhus, according to 8 43 paragraph 3
sentence 1 BDSG violations of notification and infation requirements (see § 43 paragraph
1 No. 8 and No. 8a BDSG) can be fined with up tg080 €, an infringement in cases of
paragraph 2 can be punished with a fine of up @I €%’ On § 44 BDSG certain acts are
even criminalized?® The obligations of the BDSG meet the responsibiétye (§§ 1,
paragraph 2, 2 BDSG) this means the head of thartiepnt or the manageméht.Besides
the rights mentioned in 8 6 paragraph 1 BDSG, imescases, the parties also have an
opportunity to assert their cancellation rights ateims for damages for unauthorized or
incorrect collection, processing or use of theirspaal data in accordance with § 7 BDS6.
The violation of a notification does not disclogest possibility. For public-legal sector
employers, for example, a strict liability may arfsom § 8 BDSG>*

4.2.Sanctions in the field of Labour Law

Regarding the process, there is a chance of suspemd banning the use of legal
consequence of an improper act, based on unautdogmployee monitorin? lllegally

obtained evidence in civil proceedings is generally unusable, only when according to
protective purpose a prohibition of use is annodnoethe gathering of evidence an injured
norm®® This is especially the case if through obtainifg tevidence constitutionally
protected basic positions have been violdtédurthermore if the employer has violated

%27 See also: § 43 par. 3 p. 2 and 3 BDSG: The firall sfxceed the economic advantage gained by the
perpetrator from the offence. Should the amountstimeed in clause 1 not be sufficient for this,rtlibese can
be exceeded.

628 Often, however, special rules will become releyaee: Gola/Wronka, 2010, mgn. 1296.

29 Gola/Wronka, 2010, mgn. 1292.

6308 7 BDSG is the basis for a claim for liabilitysing from suspected negligence, Daubler, 2010,./5@4.

831 Gola/Wronka, 2010, mgn. 338, 137Bee also: mgn. 1371 ff. concerning liability in easf government
activity under Art. 34 of the constitutional law €onjunction with § 839 of the Civil Code as wad in the
fiscal area on the basis of possible contractualetictual liability pursuant to 88 31, 89 and 818% the Civil
Code as well as § 839 of the Civil Code.

832 Thiising, 2010, mgn. 564.

633 BVerfGE 117, 202, 214. See regarding the evidemtimsequences of efficacy theory, the distinction

between evidence collection and utilisation, and thispute as to when an utilisation prohibition niay
particular be adopted, Thising, 2010, mgn. 564 ff.
3 BGH, NJW 2005, 497, 498 ff.
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privacy rights of the employe&% In this context it is important to note that emy@ipand the
works council meet a duty of care in accordancé ®i75 paragraph 2 sentence 1 Bet/G,
which prescribes protection and promotion of theefdevelopment of personality of the
workers engaged. But employees also have to rewktinthe consequences for breach of
duty. Unauthorized use of, for example, operatiomdbrmation and communication
technologies threaten them with warning letterghwirdinary or in some cases with instant
dismissd®*” as well as pay cuf§® Sometimes they may get liable for causing damage
unlawfully.®*® Regarding pecuniary consequences it is importanndte that there are
privileges in employment liability which, dependiog the degree of indebtedness and the
extent of damage may limit or even exclude theilitgh®*® This applies only to damages that
have occurred in connection with the operationthefemployee, but not for damage due to
unauthorized private usé!

4.3.Other sanctions

The sanctions of German law are by no means cahbnéy to the work- and data protection
area. Especially when illegal surveillance actestare in question, the employer runs the risk
of being punished under the provisions of the StGBe protection of information in the
broadest sense, can predominantly be realized dhrgu202a StGB (Spying data), § 202b
StGB (Interception of data), 8§ 202c StGB (Prepatimg spying and interception of data), §
203 (Violation of private secrets), 8 263a (Computaud), 8 268 StGB (Falsification of
technical records), § 269 StGB (Falsification ofdewtiary data), 8 270 (Deception in data
processing in legal relations) 8 274 StGB (Suppoessf evidentiary data), § 303a StGB
(Changing data) und § 303b StGB (Computer sabaf4ge)

In case the employer accesses contacts illegallgootrols telephone calls improperly, he
may be liable to prosecution for violation of tadezmunications secrecy (8 88 TKG) to § 206
StGB®* Apart from the feature as a telecommunication jol@v criminality according to §

83> Consistent practice of the Courts since the dessof the Federal Court in civil matters BGHZ 284, 286;
see regarding this BVerfG, NJW 2002, 3619, 3624ANR92, 307, 308; BAGE 105, 356, 358. See the egiev
dispute on the topic Kratz/Gubbels, 2009, pp. @%5. See further Lunk, 2009, pp. 457, 459 ff. Thatgrtion
of personal rights of employees belongs to thegotain and collateral obligations of the employéthim the
meaning of. § 241 Abs. 2 BGB, BAG, NZA 1988, 53; BBeis, 2011, mgn. 615, 620. Regarding the ohtigat
to have regard for the welfare (especially witharelgto § 75 paragraph 2 sentence 1BetrVG) as welila
general, concerning the persons addressed by thepdatection obligations, see: Gola/Wronka, 200@n.
1292 ff.

83¢ Gola/Wronka, 2010, mgn. 1292.

%37 See also Gola, 2010a, mgn. 364 ff.; Trappehl/SAhrAD09, pp. 985, 987 ff; and Gola/Wronka, 201@nm
1383 ff.

%3 Gola, 2010a, mgn. 361.

639 See also Gola/Wronka, 2010, mgn. 1343 ff.

640 Fundamentally BAG, DB 1993, 939.

%1 Gola, 2010a, mgn. 384, which also agrees on gidreglit to possible contributory negligence by the
employer within the meaning of § 254 BGB.

642 Trappehl/Schmidl, 2009, pp. 985, 990; Schmidl,®qdp. 476, 479; Gola/Wronka, 2010, mgn. 1341.

3 Gola, 2010a, mgn. 103 ff.
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201 StGB (Violation of the confidentiality of theowd) is added* What is more the
violation of the law on the written wordntails also a criminal offense under § 202 of the
Penal Code (violation of the secrecy of correspandg. The sending of messages through
electronic ways has not been mentioned yet. Thianméhat the closed character of the
document is missind°> Here, again, § 206 StGB appears, which also includes the
protection of e-mail traffi€*’ On part of the employee a fraud may be commite@g3
StGB) if due to unauthorized private use costs banfeigned as officially necessaf.
Furthermore, it is possible to penalize the violatof specific duties of confidentiality, e.g. of
§ 17 UWG (betrayal of business and trade secret§)&¥ BBG (secrecy)’’ In addition, in
the retrieval and dissemination of content from liternet there can also appear a violation
of criminal or copyright (see the offenses of §% ¥ UrhG)*° provisions®>* Since the
present data protection liability standards of §87BDSG there are no final regulations
represented? a possible recourse to the general civil clainmaias®* lllegal surveillance

measures can entail e.g. sensitive compensationsi&’

644 Concerning the inadmissibility of secret phoneptag, see BVerfG, NJW 2002, 3619 and BGH, RDV 2003,
237. Regarding the criminal use of phone-tappicgr&ues see: Gola, 2010a, mgn. 244 ff.

%45 Gola, 2010a, mgn. 51

8¢ violation of postal or telecommunications secrecy.

%7 Gola, 2010a, mgn. 52 and also the details Golal020 mgn. 103 ff. Regarding the scope of
telecommunications secrecy see further Durner, 280110 GG mgn. 67.

%48 Gola, 2010a, mgn. 378.

%49 Gola/Wronka, 2010, mgn. 1296.

%50 The employer then can assert his claim for relief removal, see Trappehl/Schmidl, 2009, pp. 988, 9

%1 E g. § 86 StGB (Dissemination of propaganda obustitutional organisations), § 184 StGB (Dissertiima

of pornography writings) or § 184b StGB (Dissemimat acquisition and possession of child pornogyaph
writings) can be violated, Gola, 2010a, mgn. 1972thff.

652 Bundestag, 2000b, p. 2.

%53 Gabel, 2010, § 7 BDS mgn. 23, § 8 BDSG mgn. 2. tBeemain legal bases for claims Gabel, 2010,§ 7
BDSG mgn. 24 ff. as well as Grimm/Schiefer, 2009, $43-344. and Thising, 2010, mgn. 503 ff.

854 See for instance the recent verdict that an engplshould pay compensation of €7,000 for unauthdris
video surveillance, LAG Hessen, 2011, 346.
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5. SUMMARY

As pointed out above, the field of protection ofgmmal rights of employees is undergoing a
change recently. The regulation de lege lata préwdee inadequate, also and especially it is
opposed to the new requirements of the digitalwedd of work. Though there are certain
approaches the intention of which would be des#aldspecially with regard to the
jurisprudence developed by the BAG concerning tbsessment process. However at the
current state of affairs it is not possible to tabbout having sufficient resources to realize an
employee data protection which represents a justisn for both employers and employees.
The open mindedness of legislature towards chniticis still in question, as far as the
willingness®® the capability of the elimination of the weaknessé the current outline is
concerned, as well as creating a balanced andreghrd to practice, a sensible regulation,
which one can call sufficiently just towards thgueements of legal certainty and clarity.
Until then, the parties will equally advise onentli ,Abundans cautela non nocé&t®

8% gSee for instance Tinnefeld/Petri/Brink, 2010, @77 Wybitul, 2011, 313091 or also expert criticisrh
Wybitul, 2011, 318249.

% Too much caution does not hurt (translated froniin,.aby Lauterbach, Latin - German: Quotation
Encyclopaedia, p 135)
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